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Management Tools.

Deploy Automated Software Patch Management
Tools

tools in order to ensure that the operating systems are running the most
recent securty updates provided by the software vendor.

Deploy automated software update toos in order to ensure that third-party software on allsystems is running the
updates provided by the

Compare Back-to-back
Utiize a Risk-rating Process

Maintain Inventory.

gularly
remediated in a timely manner.

Utilize a risk-rating process to prioritize the remediation of discovered vulnerabilies.

Change Default Passwords

Ensure the Use of Dedicated Administrative:
ccounts

Use Unique Passwords

Use Multfactor Authentication For All Administrative

Access.

Use of Dedicated Machines For Al Adminisirative
Tasks

Patch Management System

Patch Management System
'SCAP Based Vulnerabilty Management

System
'SCAP Based Vulnerabilty Management
System

dedicated service account and host.based reslrctions?

automated software
update tools in order to ensure that the operating systems are running the most recent security updates provided
by the software vendor?

by an automated software
update tools in order to ensure that third-party software is running the most recent security updates provided by
the software vendor

remediated in a timely manner?

Has the organization utlized a risk-rating process to prioritze the remediation of discovered vulnerabilities?
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secondary account for elevated 5 o
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similar activities.
Where muli-factor authentication is not supported (such as local administrator, oot or service accounts), 2 . where multi is aslocal
accounts will use passwords that are unique to that syste. Privleged Account Management SYSIem o iiciraor,root or ), accounts will th

Use multi-fact i forall

Ensure administrators use a dedicated machine for all administrative tasks or tasks requiring administrative
access. This machine will be segmented from the organization's primary network and not be allowed Internet
scmss Thi machinewil ot b used orreading el composig documents,orbrowsing e temet
Li

Mult-Factor Authentication System

Dedicated Administration Systems

ot required o use a dedicated machine for all
administrative tasks or tasks requiring elevated access?

ools (sut development

alert when an account is added to or removed from any group

Limit Acosss fo Scrft Toots A e epabiios
Log and d@ Group
Membership assigned administrative privieges.

Log and Alert on Unsuccessful Administrative
Account Login

Establish Secure Configurations

Maintain Secure Images

Securely Store Master Images

Deploy System Configuration Management Tools

Implement Automated Configuration Monitoring
Systems

Utiize Three Synchronized Time Sources

tng System

Log Management System / SIEM

Maintain documented, standard security configuration standards for all authorized operating systems and
software.

templates for all ed
configuration standards.
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Utiize a Securty to verify all

catalog . and alert when

Log SIEM

System Configuration Baselines & Images

‘System Configuration Baselines & Images

System Configuration Baselines & Images.

‘System Configuration Enforcement
Syster

'SCAP Based Vulnerabilty Management

2 1ch as Microsolft P

Python)

issue a log entry and alert when an
d elevated privileges?

dded to or removed from any

and alert on
unsuccessful logins to an administrative account?
s not have a documented,

standard securty configuration?

on the organization's approved configuration standards?
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are not stored on y
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time sources

Network Time Protocol

network regular basis

logs are consistent?.

Activate audit logging Ensure that local logging all systems and System / SIEM s h to require local logging on the asset?
logging ich date, user, timestamp, source " include
Enabe Detailed Logging e P e SIEM such as , date, timestarmp, . destination addresses, and
other useful elements on the asset?

Ensure adequate storage for logs Ensure that al systems that store logs have adequate storage space for the logs generated. Log Management System /SiEM [ FECT for thelogs

. . toa
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Regularly Review Logs On a regular basis, review logs to identify anomalies or abnormal events. Log Management System / SIEM [ Pveentage o1 e orgen
fs SIEM tuned 1o better

Regularly Tune SIEM On a regular basis, tune your SIEM system to events and L System I P e ors et
Ensure Use of Only Fully Supported Browsers and b ., — 2 broy
Email Clients ideally only using the the br I software?

Disable Unnecessary or Unauthorized Browser or
Email Client Plugins.

Limit Use of Scripting Languages in Web Browsers
and Emal Clients.

Maintain and Enforce Network-Based URL Filters

Subscribe to URL-

Uninstallor disable any unauthorized browser or email client plugins or add-on applications.

inall
Enforce network-based URL fiters that limit a system's abilty to connect to websites not approved by the
organization. This fitering shall be enforced for each of the organization's systems, whether they are physically
atan organization's aclites or not.

Log all URL requests.

Use of DNS Filtering Services.

Verifcation

Block Unnecessary.

Sandbox All Email Attachments

Software Whitelisting System
‘System Configuration Enforcement
System

Network URL Fiering System

Network URL Fitering System

Ensure Anti-Malware Software and
Updated

Enable Operating System Ant
Features/ Deploy Anti-Expl

Configure Devices Not To Auto-run Content

System / SIEM

DNS Domain Filtering System

Ant-Spam Gateway

Anti-Spam Gateway

Ant-Spam Gateway

browser or email cient plugins
or add-on applications?

in
all web browsers and email clients?
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e ifthe fle types.
are unnecessary for the organization's business?

Does the organization utiize sandboxing to analyze and black inbound email attachments with malicious.
behavior?

Endpoint Protection System

‘System Configuration Enforcement
System
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Devices connected.
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Centralize Ant-malware Logging
Enable DNS Query Logging

Enable Command-ine Audit Logging

Associate Active Ports, Services and Protocols to
Asset Inventory

s Ony g Por, o and
Services Are Run

Perform Regular Automated Port Scans

Apply Host-based Firewalls o Port Fillering

Implement Applcation Firewalls
Ensure Regular Automated Back Ups
Perform Complete System Backups

Test Data on Backup Media

Ensure Protection of Backups

Ensure Backups Have At least One Non-
Continuously Addressable Destinat

CE T el ]
Network Devi

Document Traffic Configuration Rules

analysis and alerting

Endpoint Protection System

Enable
Enable command-line audit logging for command shells, such as Microsoft Powershell and Bash.

. services and protocols to h

Ensure that only network ports, protocols, and services listening on a system with validated business needs, are

Perform automated d detected

‘Apply host-based firewalls or port fitering tools on end systems, with a default-deny rule that drops al trafic

y to the server. Any
unauthorized traffic should be blocked and logged.

Ensure that al system data is automatically backed up on regular basis.

of  through processes
such as imaging, to enable the quick recovery of an entire system,

Test data integrity on backup media on a regular basis by performing a data restoration process o ensure that
the backup is properly working.

pr ity or encrypt stored, as wel as.
when they are moved across the network. This includes remote backups and cloud services.
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Application Aware Firewall

Backup / Recovery System
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and validate the traffc going to the server?
Vs h toback

on a regular basis?

Backup/ yst

Backup / Recovery System

Backup/ yst

automatically on a regular basis?

have not been tested recently to ensure that the.
backup s working properly?

pri

backups and cloud services as wellj?

Use Automated Tools to Verffy
Configurations and Detect Changes
Install the Latest Stable Version of Any Security-
rlted Updates on Al Networ Deices
R B L
Authentication and Encrypted S
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Installthe latest stable version of any security-related updates on all network devices.

Manage all

Network Device Management System

Mult-Factor Authentication System

related updates?

encrypted sessions?
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Use Dedicated Machines For All Network

CIS Controls Measures and Metrics for Version 7

Description

Ensure network engineers use a dedicated machine for all administrative tasks o tasks requiring elevated

Sensor

d machine for al

s e st o andnotbo sowed emst Dedated Adinsiaton Systems
Ramisraie To ccess.Tis machine sl b sognented' and et o slewed e ke o ks i et e 0o gzt Tework doss?
Wanage he e om e i at y rchine cstadona
i ot o TN e, g s VAN o . . st A Sysoms oo s
S et o oz e vt
Hortan o mencry e s o bouncanes NetorFoval/ Accsss Conrl Syt Dot anor T —
Scan Inauthorized Trusted  Perform regu Y B ly to identify unauthorized

Network Boundaries

Deny Communications with Known Malicious IP

‘which are accessible across the boundar
Deny communications with known malicious or unused Interet IP addresses and limit access only 1o trusted and

e
Syster

Network Firewall / Access Control System Are

network boundaries?

known malicious o

Addresses necessary IP address ranges at each of the organizalion's network boundaries, unused Inernet P addrossos znd i ccess oy b e and necessry I ares arges?
o y bz authorized TCP o
tocols are allowed (0 Cross r out of e , tem UDP p y
network boundaries. e
Configure Monitoring Systems to Record Network d network packets passing through the boundary at each of the. ; What percentage e not configured to
Packets organization's network boundaries. Network Packet Caplure SyStem y,15,g1 the boundary?
e Intrusion
B E e SRy Deploy for attack mechanisms and  Network Based Intrusion Detection System 1% o'
detect t each of (NIDS)
RSk Eol T
. o jhat percentage of not configured to
Deploy Network-Based Intrusion Prevention Deploy network-based Iirusion Preventon Systems (IPS) to block malicious network rafficat each of the Network Based Infusion Preventon L2 st B L e aemar 1 ook fo unususl attack mechanioms and detoct
Systems organization's network boundaries. System (IPS)
compromise of these systems the boundary?

Deploy NetFlow Collection on Networking Boundary
Devices

Deploy Application Layer Filtering Proxy Server

Decrypt Network Traffic at Proxy.

Require All Remote Login to Use Multi-factor
Authentication

Manage All Devices Remotely Logging into Interal
Network

Maintain an Inventory Sensitive Information

Remove Sensitive Data or Systems Not Regularly
cesse

d by Organization

Monitor and Block Unauthorized Network Traffic

Only Allow Access to Authorized Cloud Storage or

Email Providers.
Monitor and Detect Any Unauthorized Use of
Encryption

Enable the collection 1

Network Device Management System

data on the devices?

network.

re that all Intern ihrough e n v : ugh an authen!
Ensure that al r from the Internet PIOXY 8L\ Frcowll Access Gontrol System 'VhaLPercentage of the organizaton's etwork boundaries are ot configured 0 pass trough an autheniicaled
is configured to fiter unauthorized connections o application layer proxy that is configured to fter unauthorized connections?

cryptall proxy pr However, the
et sites that can be AR ! traffc prior o analyzing the content?

traffi
Reguire all remote login access 1o the organization's network to encrypt data in transit and use multfactor
authentication

Mult-Factor Authentication System

What percentage of the organization's hardware devices are not required to uliize encryption and mult-factor
authentication when remotely accessing the organization's network systems

Sean al o he n o o ‘System Configuration Enforcement P inthe
devices. 2= ‘same manner as local network devices?
Maintain an inventory of allsensitve information stored, processe, orransmitied by the organization's oes maintain al stored procesed, o nsmited by the
Daa Inventory / Cassifcation System d
0 . incuding ization's . including ata remote
systems not

shall alone syste Data y £ organization from the network? ! e
occasionally pletely. until needed. i

epioy on network it ransfer of Dala Loss Prevention  Has the organization deployed an automated tool on network perimeers thal montors for sensitive information
and blocks pr (DLP) System and blocks Pr
Only ali 1o authorized cloud storage ! i emai providers?

Monitor alltrafic leaving the organizalion and detect any unauthorized use of encryption

Encrypt Al

Manage USB Devices

Manage System's Extemal Removable Media's

Readiwrite Configurations
Encrypt Data on USB Storage Devices

Segment the Network Based on Sensilvty
Enable Firewall Fitering Between VLANs.

Disable Workstation to Workstation

IrusB be used that can I
use of specific devices. An inventory of such devices should be maintained.

Configure systems not to write data to extemal removable media, if there is no business need for supporting
such devices

the

11 USB storage devices are required, all data stored on such devices must be encrypled while at rest,

Network Based Data Loss Prevention
(DLP) System

What percentage of
organization and detect any unauthorized use of encryption?

not configured to

Whole
Endpoint Protection System
Endpoint Protection System

Endpoint Protection System

s software?

What percentage of the organization's hardware assets are not configured to only allow the use of specific USB.
devices?

USB storage.
devices, if there is no business need for supporting such devices?

What percentage of the organization's hardware assels are not configured to encrypt all data stored on USB
devices?

Encrypt All Sensilive Information in Transit

Utiize an Active Discovery Toolto Identify Sensitive:

Protect Information through

based he servers,locate al e Virual Local
2bel or clas o 1 Access Conirol System (1406
Enable firew LaNs auhorzed o What percentage of the organization's network devices are not located on dedicated Virual Local Avea Networks
rewall  Acces
oer sy necosor ol ok syt espsiblios, Network Firewall/ Access Conlrol SYSIeM | uq) ceparated by firewal fers?
Dbl a voriaon o it n atacker's , ystem ? Private Vitual Local
compror i Private VL YEIEM Area Networks (PVLANS)?

Encrypt al sensitive information in transit.

Utiize.

System Configuration Enforcement
System

What percentage of the organization's sensitive information s not encrypted in transit?

s assets identify al

stored, processed,
at

, includi
organization's sensitive information inventory.
Protetall lomaten stred on systems wi l systen. neturkshar, clans, aplcaton, o database

Ente

i Lists

access o he ifomaton base n e need 0 access he nformaton s @ patof e rosponsiies

to Data through Aut

)T D T O S D G

Tools

Encrypt Sensitve Information at Rest

Sensitve Dal

Acces posts
tect

data is copied off a
Encryetalsansive ormaton t est using a tool that requires a secondary authentication mechanism not
integrated into the operating system, in order to access the information.

C

Data Y t
System Configuration Enforcement
System

Host Based Data Loss P)

processed, iogy sy

What percentage of fs hardh have not been s
network share, claims, application, or database speciflc access control lsts?

such as host-based Data Loss
Prevenion, o enforce access conrols o data even ST copied off  system?

2

ystem
Host Based Data Loss
Syster

Wnat percenta is not encrypled at rest and requires a secondary
authentication mechanism not in order

T logging for access tools such as I the

File Integrty Monitoring or Security Information and Event Monitoring). Log Management System /SIEM  gyta s accessed?
intain an u n n v i nization's
Maintain a \nvemory of Authorized Wireless Maintainan inventoryof aulhorzed wireloss access poiis connected t (e wired nework Network Device Management Systom /13l Percentage of the organizato’s wireless access points have not been aulharized in the organizator's
wireless access point inventory?
Point tools points. SCAP Based e y detect and alert
connected to the wired network. System
e detection  alert on Wirel tem  What percentage of s acillies do not have a wireless wis) o
Jess Intrusion n
Use a Wislose lnirusion Detection System connected to the network WiDS) detect and alert on i a

Disable Wirel

Limit Wireless Access on Client Devices

Not Required

Disable Peer-lo-peer Wireless Network Capabilies.
c

on Wireless Client

Leverage the Advanced Encryption Standard (AES)

0 Encrypt Wireless Data

Configure wireless access on cient machines that do have an essential wireless business purpose, 1o allow
access only (o authorized wireless networks and to restrict access to other wireless networks.

that Require

Mutual, Multi-Factor Authentication

Disable Wireless Peripheral Access of Devices

Create Separate Wireless Network for Personal and

Untrusted Devices.

Maintain an Inventory of Authentication Systems.

Configure Centralized Point of Authenti

Require Multfactor Authentication

Encryptor Hash all Authentication Credenials.

‘System Configuration Enforcement

ystem
System Configuration Enforcement

thal do not have a business purpose for wireless access?
What percentage of the organization's hardware assets are not configured to allow access only to authorized
yielessnetorks a1 o esic acces ol wreless netvor?

System
System Configuration Enforcement onfigured (adhoc)
System wireless network capabilies on wireless ciients?
. What percentage of e not configured dvanced Encryption
Leverage the Advanced Encryption Standard (AES) to encrypt wireless data in transit Network Device Managament System {110 080 E 8 2 B e n et
e configured
Layer Security (EAP/TLS), that requires mutual, multfactor authentication. Network authentication LS CAR LS et
requres mutua, - factor auhenicaton?
Disable wireless peripheral access of devices (such as Bluetooth and NFC), uless such access is required fora  System Configuration Enforcement  What percentage not configured heral
business purpose. System of devices (such as Bluetooth), unless such access is required for a business purpose?
from this network Network utiize &
shoud b eated a5 untustd and iered and audied accordingy. °
including those 2 geniiy & [ tem  What percentage of s authentication systems are not included in the organization's inventory?

remote senvie provider.

network, securiy, and loud syster
Requre mulifctr uhentcton for il usr acount,on al ystoms,whether managed onsie or by a -
provi

including

Encryptor hash vith a salt all authentication credentials when stored.

Encrypt Transmittal of Us o Ensure that all o are
Credentials. encrypted channes.
Maintain an Inventory of Accounts M

Estabiish and follow an automated process access ¥ up
Establish Process for Revoking Access termination or change of contractor accounts, instead of

Disable s

deleting accounts, allows preservation of audit trails.

Disable Dormant Accounts.

Ensure Al Accounts Have An Expiration Date

Lock Workstation Sessions After Inactivity

Monitor Attempts to Access Deactivated Accounts.

Alert on Account Login Behavior Deviation
Perform a Skills Gap Analysis

Delver Training to Fill the Skils Gap

y be
Automatically disable dormant accounts after a set period of inaciviy.

Automatically lock workstation sessions after a standard period of inactviy.
Monitor attempts to access deactivated accounts through auit logging.

Alert when users deviate from norma login behavior, such as time-of-day, workstation location and duration.

erform a skl skills and dhering to,
using this information o buld a baseline education roadmap.

Deliver training o address the skills gap identified o positively imp: members'

reqt

Program

Update Awareness Content Frequently

the The
l manner.

Ensure that the organization's security awareness program s updated frequentl (at least annually) to address
new technologies, threats, standards and business requirements.

Train

Train Workforce on Identifying Social Engineering

Train the workforce on how to identiy different forms of social engineering altacks, such as phishing, phone

Attacks scams and impersonation calls.

Train Handiing and properly store, transfer, archive and destroy sensilive information.

Train Workforce on Causes of Unintentional Data o their mobile
xposure devices or emaling the wrong person due to autocomplete in email.

“Train Workforce Members on Identifying and the most ident such an

Reporting Incidents.

incident.
Establish secure coding practices appropriate to the programming language and development environment being

Identily & Access Management System

Mult-Factor Authentication System

Ha as
possible, including network, security, and cloud systems?

What percentage of the organization's user accounts do not require multi-factor authentication?

! authentication files cannot be accessed without oot or

Identty &

Identiy & Access Management System

sdmiistrator pvieges and are ot encrypl or hashed?
w e o n
networks using encrypted channels?

Identity &

Identiy & Access Management System

s included in s invents

Has the organization established and followed an automated process for revoking system access by disabling
‘accounts immediately upon termination or change of responsibilites of an employee or contractor?

s user accounts are not disabled if they cannot be associated with a
Identity &
business process or owner?

Identity & [ Does fer a set period of inactivity?

2 and
Identiy & Access Management System 1% P*
Identity & [ tem  Does workstation sessions after a standard period of inactivity?

Log SIEM

Log Management System / SIEM
Training / Awareness Education Plans

Training / Awareness Education Plans

Training / Awareness Education Plans

Training / Awareness Education Plans
Training / Awareness Education Plans
Training / Awareness Education Plans
Training / Awareness Education Plans
Training / Awareness Education Plans

Training / Awareness Education Plans

Does the organization alert when users deviate from normal login behavior, such as time-of-day, workstation
location and duration?

Has
are not adhering o, using

Has gto to positively impact workforce
members' securiy behavior.
Has
basis (o ensure they understand and st d skill the
organization. l
engaging manner.
Has quently (at least
emualy) o sdress rew lechno\og\es o sendae and s qutrements
members

R

las forms of social engineering aitacks, such
as phishing, phone scams and impersonation calls
Has the organization trained workforce on how to idenify and properly store, transfer, archive and destroy
e e

be aware of causes such

25 losing il mable doico o amaling the won person e o autcompioe  omal
tas an incident and be.
able 10 report such an incident.

appropriate

Establish Secure Coding Practices Secure Coding Standards Has
development environment being used.
Ensure Explicit Error Checking is Performed for All  For for allinput, n
In-house Developed Software: including for size, data type, and acceptable ranges or formats. input, 0 . data formats.
y N Verlfy that the version of all software acquired from g is 2 n the version of from outside
Verlfy That Acauired Software is orroprately nardaned Secure Coding Standards Cnporied by tre dovelopes of spprop "
Only Use Up-to-date And Trusted Third-Party . - Has used for
Components organization.
Use Only Standardized and Extensively Reviewed ;c; oy standardized and extensively reviewed encrypiion algoritms; Has
Ercopton Agartms
Software Development Personnel are thatall pe Has thatall g in writing secure code for
A Coding development environment and responsibiliies. VERI RS ER D
pply static and 100ls o verlfy that being adhered to for interally Has i ang to0ls to verlfy that b
3 n inerabilty Scan
Apply Static and Dynamio Code Analysis Tools 00" oo Soware Vulnerabity Scanning Toal 28 B8 00 o e e aoftvare
Establish a Process lo Accept and Address Reports. Estabis! tand add s of ) means for Ha , including
of Software Vulnerabilties e your securty group. Software Vulnerabiity Seanning Tool - provicing a ' your
Separate Production and Non-Production Systems o roduction and nothave Secure Coding Standards Has Developers
unmonitored access o Dmducnon environments, shouk ot have unmarired acces o poducion envonment
Protect il ] p e
sthcauon  common e Towngto for common tack
Deploy Web Applicat if such tool [ Ifthe Web Applicat based, hould be deployed if such tools are avalable for the given spphcauon e
the traffic prior to analysis.If Ifthe rafic s encrypled, the device should either it behind the encryption or be capable of decrypling the raffic
nltheropton s approprite, prior to analysis. If neither option is appropriate, a host-based web application firewall shoud be deployed.
Use Standard Templates a , use standard i systems that are System Configuration Enforcement ihat rely on a database, has o
for Databases ot of il businoss rocesees shoukdalso betond System Il systems that are part of critical also be tested
Ensure that that personnel as
CERZlE SRR incident handiing/management, Ineident tan well as phases of incident handiing/management.
Assign Job Tiles and Duties for ncident Response AS5190 b tles and and network ncident Management Plans Has the organization assigned job lties and duties for handling computer and network incidents to specifc
o incident individuals and ensure tracking and documentation throughout the incident through resolution
personnel, as who will process by acting — - Has il
Incident Handling in key decision-making roles. handiing process by acting in key decision-making roles.
e tmerecuies o system d Has or the time rea d a

Devise Organization-wide Standards for Reporting
o

Incidents

members o report
i f ot i ks o g e don it

such reporting, and the

Information
Incidents

Publish Information Regarding Reporting Computer

Anomalies and Incidents.

10 be used to report a security inciden,
such as Law Enforcement, relevant government departmens, vendors, and ISAC partners.

Publish regarding reporting compr

W incidents to the
incident handing team. should be included cl

nd in the incident

Conduct Pe
Personnel

Create Incident Scoring and Prioritzation Schema

Establish a Penetration Testing Program

and

respons i d
channels,
available to them,

scoring on known or o o Utiize.
score 1o define frequency of status updates and escalation procedures.

Establish a program for penetration tests that includes a full scope of blended attacks, such as wireless, client-
based, and web application atacks.

Incident Management Plans

) the team, for such
iepering.and e kind ofiomtn thal shoud berduced n h ncident ntfcaon

Incident

Incident Management Plans

e
a sscumy departments, vendors, and ISAC
Has th orgnizaion publshed normatn ol worfrce menbers regarding ropring compute anomates

activiies.

in the tomaintai

Incident

Incident Management Plans

Penelration Testing Plans

real world

threats.

oS i pol¥ sl e e o
d prioritzation oun of potetlmpactto

Your organization. Utiize score to define frequency of status updates and escalation procedure:

Ul scope ofbonded atacks,

e 2 wretase, lentbased, an we splcaion atacks.

Sigma.
Lovel One

69% or
Less
69%or
Less.

No
69% or
Less.

69% or
Less.

69% or
Less
69% or
ess.
69% or
Less
69% or
Less.
69% or
Less

69% or
Less.

s
69% or
Less.
69% or
Less

69% or
Less.

Lovel Two.
31%or
Less

31%or
Less

31%or
Less

31%or
Less

31%or
Less
31%or
Less
31%or
s
31%or
Less
31%or
Less
31%or
Less
31%or
Less

31%or
Less

31%or
Less

Sigma Level
Throo
6.7% or Less

6.7% or Less

6.7% or Less

6.7% or Less

6.7% or Less

6.7% or Less

6.7% or Less

6.7% or Less
6.7% or Less
6.7% or Less

6.7% or Less

67%or Less
67%or Less
67%or Less
67%or Less
67%or Less
67%or Less
67%or Less
67%or Less

6.7% or Less

6.7% or Less

6.7% or Less

67%or Less
67%or Less
67%or Less
67%or Less
67%or Less
67%or Less
67%or Less
67%or Less
67%or Less

6.7% or Less
6.7% or Less

6.7% or Less
6.7% or Less

6.7% or Less
6.7% or Less
6.7% or Less

6.7% or Less

6.7% or Less

6.7% or Less

Lovel Four

0.62% or
Less

0.62% or
Less.

062% or
Less.

0.62% or
Less.

062% or
Less.

=
oszor
Less
062% or
Less.
0.62% or
Less
062% or
Less.

062% or
Less

0.62% or
ess.

062% or
Less

Yes

062% or
Less.

Yes

062% or

0.62% or
ess.

Sigma
Lovel Five

0.023% or
Less
0.023% or
Less

0,023% or
Less

0.023% or
Less
0,023% or
Less
0,023% or
Less
0,023% or
ess
0.023% or
Less
0,023% or
Less
0,023% or
Less

0,023% or
Less

0,023% or
ess
0,023% or
Less
0.023% or
Less
0,023% or
ess
0.023% or
Less
0,023% or
Less
0.023% or
ess
0,023% or
Less
0.023% or
Less
0,023% or
Less
0,023% or
Less
0,023% or
ess
0.023% or
Less
0,023% or
Less
0.023% or
ess
0,023% or
Less
0.023% or
Less
0,023% or
ess
0.023% or
Less
0,023% or
Less
0.023% or
Less
0,023% or
Less
0,023% or
Less
0.023% or
Less
0,023% or
Less
0,023% or
ess
0.023% or
Less
0,023% or
Less
0,023% or
Less

0.023% or
Less

0.00034%
orLess
0.00034%
orLess

0.00034%
orLess

0.00034%
or Less
0.00034%
orLess

0.00034%
orLess

0.00034%
orLess
0.00034%
or Less
0.00034%
orLess
0.00034%
or Less
0.00034%
orLess

0.00034%
or Less
0.00034%
orLess
0.00034%
or Less
0.00034%
orLess
0.00034%
or Less
0.00034%
orLess
0.00034%
or Less
0.00034%
orLess
0.00034%
or Less
0.00034%
orLess

0.00034%
orLess

0.00034%
orLess
0.00034%
or Less
0.00034%
orLess
0.00034%
or Less
0.00034%
orLess
0.00034%
or Less
0.00034%
orLess
0.00034%
or Less
0.00034%
orLess
0.00034%
or Less
0.00034%
orLess
0.00034%
or Less

0.00034%
or Less

0.00034%
or Less
0.00034%
orLess
0.00034%
or Less
0.00034%
orLess
0.00034%
orLess

0.00034%
orLess
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Sub—Control

‘Conduct Regular External and Internal Penetration
202
Tests
203 Perform Periodic Red Team Exercises
04 Include Tests for Presence of Unprotected System
Information and Artfacts
05 Create TestBed for Elements Not Typially Tested
: in Production
Use Vulnerabilty Scanning and Penetration Testing
206
Tools in Concert
Ensure Results from Penetration Test are
207 Documented Using Open, Machine-readable
Standards
08 Contrl and Monitor Accounts Associated vith

Penetration Testing

Contact Information
cis

31 Tech Valley Drive

East Greenbush, NY 12061
518.266.3460
controlsinfo@cisecurity.org

CIS Controls Measures and Metrics for Version 7

Description
ind internal d attack that can b
used to exploit enterprise systems successfully.
fodic di i to respond
quickly and effectively.
Include tests for or be useful 1o attackers,

including network diagrams, configuration files, older penetration test reports, e-mails or documents containing
passwords or other information criicalto system operation.

d Red Team attacks

production, such and data
acquisition and other control systems.

19 and penetration testing tools ert. The results y 9

hould be used as a starting focus penetration testing effors.

Wherever possible, T i i
(2.9.. SCAP). Dev ng the results of Red. i be
compared over time.
Any user or system perform d monitored to make
sure they are o gitimate purposes, restored to E

testing is over.

Sensor
Penelration Testing Plans

Penelration Testing Plans

Penelration Testing Plans

Penelration Testing Plans

Penelration Testing Plans

Penelration Testing Plans

Penelration Testing Plans

Measure

Has

regular
attack vectors that can be used to exploit enterprise systems

s successfully.
identify and
stop attacks or to respond quickly and effectively
tests for jould
o e-mails or

Has
be usefulto attackers,
d passwords or other

in production, such

Has
Vulnerabilty scanning assessments should be used as a starting pointto guide ar
effors.

concert. The results of
ind focus penetration testing

Has ization, possible, e I ‘machi
. SCAP). ng the results of Red
that resuls can be compared over time.
that perform should be

Has
contralled and monitored to
restored to normal function after testing is over.

only being

sigma
Lovel One L

Sigma
ovel Two.

Sigma Level
Throo

sigma  Sigma
Lovel Four _Level Five

sigma
Lovel Six
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To further clarify the Creative Commons license related to the CIS ControlsTM content, you are
outside of your organization for non-commercial purposes only, provided that (i) appropriate cre«
the CIS Controls, you may not distribute the modified materials. Users of the CIS Controls frame
order to ensure that users are employing the most up to date guidance. Commercial use of the (
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