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foreword:
some context for elected officials
and [T executives

By Sebron K. Partridge
Chief Information Security Officer
Riverside County, California

After spending the past 30 years of my career in the private and public sector
information technology (IT) fields, from help-desk support to the position | hold today as
the Chief Information Security Officer for California’s fourth-largest county, | have come
to realize that IT is not about technology for technology's sake. The most successiul
organizations that | have worked in understood that T
is only a foundation to provide the organization with
the abllity to be more successiul in providing its core

Healthy partnerships

product or senvice. between business and IT

Each of the organizations in which | worked understood result in a much-improved

that healthy partnerships between the business and IT
departments result in a much-improved ability to serve
customers. How well an [T organization understands
and dligns itself with the business units within an
organization will be reflected directly in the return on investment (ROI) for each [T service
that supports those business units. This ROl can be tracked over time to determine it
the business and IT staff are in both tactical and strategic alignment.

In the following document you will find a strong rationale for county officials and business
personnel to work together in support of cybersecurity initiatives, along with detailed
recommendations that [T professionals can reference in their discourse with business-
focused colleagues. We hope this information will provide valuable insight into each of
the organizations, with important elements that you can use as you develop, enhance
or validate a security program in your organization,

Commitment by elected officials, business professionals, and [T professionals to
collaborate on any program is essential for organizational success. This is particularly
so for inftiatives as complex and rapidly evolving as cybersecurity. Resolve to finding
common ground for discussion and understanding each other's culture as you venture
forward, The reward for that commitment will be a safer and more agile business in
which you, the county, and your constituents will benefit.
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iNtroduction

I's no longer a question of if, but when. Cyber threats are real, they're growing, and your
county and every other organization is at risk.

How can you be sure? Take a look around. The most recent Norton Cybercrime report
found that 1.5 milion adults become victims of cybercrime every day — that's 18 per
second and 556 million per year for a total financial loss of $118 bilion." Businesses
last year reported a 42 percent increase In cyber-attacks . Government offices are also
under attack, and it's widely perceived that cyber-threats

against them have become more common, more

Information is power sophisticated, and more dangerous.

There’s no telling what kind Many assaults against government entities take place
in the form of Advanced Persistent Threats (APT), a
of information you can obtain long-term pattern of targeted sneak attacks that

are usually designed to steal data.
from government networks.

Govemnment agencies reported 268 data breaches

— Mafiaboy, former hacker between 2009 and 2012,° which exposed more

than 94 milion records containing personally identifiable

information— twice as many breaches, and triple the

number of records disclosed as were identified in the previous year. The average cost for each

record lost or breached is $194, a figure that quickly becomes overwhelming considering the
massive numbers of records that each county maintains.

Counties store a wealth of information of interest to cyber attackers: financial accounts,
personal information like Social Security and payment card numbers, health records and
much more. Counties also play an important role in Homeland Security, making them
atfractive targets for an attack that could shut down airports, water systems, electrical grids
and other vital systems for which counties are responsible. As the former hacker Mafiaboy
explained, "Information is power. There is no teling what kind of information you can obtain
from government networks, "

1 Symamec Inc., "2012 Norton Cybercrime Report Sept 5,2012.

Accessed at Atip.//now-static. norton.com/now/er/pu romotions/2012/cyber
2 Ponemon Institute. “2012 U.S. Cost of Cyber Cnme Study October 2012,
Accessed at www.ponemon.org/local/upload/fle/2012_US_Cost_of_Cyber_Crime_Stud
3 Rapid 7. "Data Breaches in the Government Sector.” Sept 6, 2012, Accessed at wimira jata-breach-report. p
4 Mulholland, Jessica. "Ex-Hacker Mafiaboy D\scusses Local Government Secumy Government Techno\ogy Jan. 30, 2012,
Accessed at i goviec! secLirity/Ex 1t-Wet - html

Hacker

aflaboy-Discusses-Local-Governr
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Here are just a few examples of the assaults on county governments that occurred within
the last year:

A Thieves stole five laptops from a county office in North Carolina but ended up with
something much more valuable than the hardware — the personal information,
ncluding partial Social Security numbers, of 71,000 registered voters.

A Intruders accessed the online banking system of a county in New
Jersey through the server that supports its messaging applications
and transferred $19,000 to a California bank account.

A Hackers used a computer program to try to fraudulently obtain
thousands of absentee ballots from a Florida county, in an
apparent attempt to steal the state senate election.

A Turkish attackers shut down a Tennessee sheriff's department website;
although It appears that nothing was stolen, the sheriff believes that
hackers could have attempted to change prisoners’ release dates or
unleash a dangerous virus that could destroy county records.

Secretary Janet Napolitano
Department of Homeland Security

v
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But here’s the good news: there's a ot you can do to safeguard your information assets.
The bad guys don't have to win. Currently, 97 percent of data breaches could have been
avolded If the attacked organizations had put in place simple or intermediate controls.®

Counties should take every precaution in efforts to prevent and mitigate the effects of
cyber-attacks. While this is a multiayered process, it can be summed up in three words:
assessment, patching and training.

assessing patching training

B Assessment — ongoing analysis of your networks, processes to
check for weaknesses, and classification of assets by criticality

@ Patching — regularly updating software to fix vulnerabilities

@ Training — educating staff, elected officials and all others who
access your networks about the risks of cyber-attacks and
what each person can do to keep your network safe.

In other words, Assessment, Patching & Training — APT — represents your best
defense against APT — Advanced Persistent Threats.

These preventive measures offer counties protection, but it's important to remember that
most networks are vulnerable in some way. Counties must therefore plan to respond
to catastrophic cyber-events in the same way they would act in response to blizzards,
epidemics and other emergencies: identify which assets are at risk and their worth to the
county, and implement security controls to protect those assets.

5 Verizon, Inc. 2012 Data Breach Investigations Report. March 22, 2012
Accessed at www wired, 9g6s._t ovel/2012/03/ Verizon-
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You're not alone. NACo and experts from government and private industry are available
to assist you In the ongoing process of protecting your assets. NACO has published this
guidebook as a practical guide to safeguarding your county's information by preventing,
detecting, and responding to cyber-attacks. It outlines the basic components of
cybersecurity strategy and suggests a number of resources to assist counties at every
stage of development.

It's not a question of if, but when. Your county will be attacked. Therefore it's important that your
county is prepared, and that your computers and operating systems are safeguarded.

Inthe January 14, 2073 edition of NACo's County News, NACo took an in depth
look at all aspects of cybersecurity and how it impacts counties. Whether it is
mitigating threats, responding to cyber-attacks or training a workforce of skilled
[T professionals, this issue contains an enormous amount of tools

and resources for local elected policy makers

and I professionals.
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policy and governance
pbest practices

Cybersecurity — the way you protect your network, your assets, and your organization from
attacks — is part of the toll all organizations pay for accessing the information highway. The
threats are real and pervasive — from criminals who want to steal your cash or your citizens'
identities to hackers with a political or social agenda who want to shut down your websites
or destroy the county’s data.

Advanced Persistent Threats (APTs), a long-term pattern of targeted hacking attacks,
endanger any organization because they are often difficult to anticipate, detect, and
prevent. APT attackers are often more skilled
and more patient than other hackers, and
therefore more likely 1o succeed.® They target

and governance Standards, communicate specific organizations, using subversive means
to steal or compromise the safety of assets.

Counties have to create strong policy

them clearly to all stakeholders and
Even if you have a good first line of defense against

APTs and other attacks, that is only one layer of
/mpmance of f/?W&ff/ﬁg cybef— attacks. protection. Weak perimeter security contributes to
your vulinerability, In fact, a common entry point for
many attackers is a staff member who unknowingly
opens a malicious emall that lets loose a virus or opens a connection that gives cyoer-criminals
access to your entire network, Training and reinforcement are two of your best weapons against
cyber-attacks. Anyone with a need 10 access your devices or county network including staff,

elected officials, or others — should receive training in order to eam such access.

develop ongoing ways to reinforce the

Cybersecurity requires a plan and a commitment from staff members at all levels of
the organization to work collaboratively, use common sense, and act thoughtfully and
strategically to protect the county's assets. This means counties must create strong
policy and governance standards, communicate them clearly to all stakenholders, monitor
compliance, and develop ongoing communication strategies remind everyone of the
importance of thwarting cyber-attacks.

6 Schwartz, Matthew J. "Advanced Persistent Threats Get More Respect.” Information Week Security. Feb. 9, 2012,
Accessed at www.informationweek.com/securily/cybercrime/adva persistent-threats-get-more-res/232600562
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sk management|

Many counties use a risk management approach to securing their networks. At the most
basic level this consists of:;

@ identitying your assets Organizational policies and processes

@ classifying those assets based that focus on hackers and other outside

on importance

threats are missing another aanger that

@ considering potential threats,

could come from the next cubicle.

@ and determining what impact an
attack could have on the county.

So what's at risk”? Financlal accounts, certainly. Handling banking and other financial tasks
online is routine in amost every county. What if your CFO logged on one day to find that
someone had transferred all the county's money to an offshore account? This is a very
real possibility — it's happened to other government offices. Thieves would love to get at all
the personally identifiable information that your county maintains, and there are potentially
thousands of ways that criminals could benefit from stealing or changing the information in
county files, such as property tax records to parole eligibility dates.

As you embark on bolstering your county's security, it's good policy to:

@ involve other stakeholders (government and private
sector) in identifying which assets are at risk,

B ensure staff, elected officials and related parties take cyber-threats more personally,

Indeed, intentionally engaging stakeholders opens the dialogue and generates more
thoughtful and holistic preparation toward protecting the county's assets. Where are the
threats”? I's not too presumptuous to assume that threats are everywhere, and that the
types of threats as well as their origins can vary significantly. Organizations need to protect
against malicious code, spyware, hackers, zero-day attacks, denial of service attacks,
data interception and theft, and identity theft.”

Some threats are intentional, as when intruders break into your systems and embed
malware to damage or destroy data. Indeed, milions of new strains of malicious code
are discovered every year, many of them are destructive programs that can disrupt a
computer, steal data, deny a website's operation or shut down an entire network.® Qutsider
attacks can also arise opportunistically — a software bug can create a vulnerability in your
network that may leave it open to an attack.

7 Cisco. "What is Network Security?”
Accessed at . cisco.com/cisco/web/solutions/sme
8  Panda Labs. "A Look Back at Cybersecurity in 2012." Accessed at /i1

policy and governance best practices
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Most of us recognize the dangers that
hackers and cybercriminals present — but
network, security, and risk management
professionals agree that many of the most
significant threats originate from within an
organization. Two thirds of IT executives
surveyed said they worry most about staff
accidentally causing a data breach or
security problem, malicious insiders such
as disgruntled employees and unsecured
or non-compliant employee devices.®

That said, organizational policies and
processes that focus solely on hackers
and related outside threats fail to address a less obvious, but bigger dangers that originate
from within the organization. Therefore, effective risk management demands network
security policies that address interal and external threats. Equally important, the county
must enforce its network security policies. Forgetting to block network access when an
employee leaves the organization, neglecting to make other updates and apply patches, or
making other updates throughout the network leave the organization vulnerable to serious
damage to county assets, which may include:

A viruses erasing an entire operating system
A an intruder altering files
A hackers using county/municipal computers to attack other networks and

A thieves stealing county or personal information such as
Social Security and credit card numbers.

‘cybersecurity training

Information systems today provide high levels of security when properly configured and
monitored. Employees are often among the weakest links in network security, They expose
protected information by losing a laptop or by opening an email and then clicking infected
attached files, HTML messages and embedded scripts, thereby unleashing a virus into the
system. It takes just one person to engage with malware in this manner to give hackers
access to that employee's computer and potentially your entire network.,

9 AlgoSec, Inc. “The State of Network Security 2013: Attitudes and Opinions.”
Accessed at ‘ s/files/Specials/S )
10 United States Computer Emergency Readiness Team. Accessed at

16 policy and governance best practices
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Counties today must engineer network security policies,
communicate them clearly, and provide ongoing
education so staff and other stakeholders understand network security policies,
their role in protecting the county's data and network
assets, Provide thorough cybersecurity training to all your

stakeholders, followed by continuing education to keep provide ongoing education so
everyons aware of potential and evolving threats.

Counties today must engineer

communicate them clearly to

staff and other stakeholders
Training willbe more effective if a users’ manual is provided

that clearly outlines stakeholders’ responsibiliies. A good understand their role in
example is ‘Information Assurance:. What you Nesd
to Stay Safe and Help Protect the County's Assets!)”
written by Ralph Johnson, Chief Information Security and network assets.
and Privacy Officer of the King County (Washington)

Department of Information Technology. The book, excerpts

of which appear in Section V. of this guide-
book, features clearly stated, easily under-

protecting the county’s data

=

standable policies on enterprise informa- NICCS S T/ i
tion security, information privacy, password o e o W et o S AR
management, protected  electronic  infor-
mation, acceptable use of information — . _ - e
assets, employee and third party access, R : S| e
encryption standards, telecommuting, least canes spuamametl I& Emm RISt
restrictive access, and termination. R

s technology becomes increasingly more e _ Pt e
sophisticated, the demand for an experi- e s T ide - R
enced and qudlified workforce to protect our e L e
nation's networks and information systems e
has never been higher. The National Institute 12’,,"::“‘3 e | e S

associafed syst an agie,

for Cybersecurity Careers & Studies (NICCS)

serves as a national resource for cylbersecu-

rty awarenass, education, training, and caresr opportunities. NICCS Is the implementation
of the National Initiative for Cybersecurity Education (NICE), whose goal is to establish
an operational, sustainable and continually improving cybersecurity education program for
the nation to use sound cyber practices that wil enhance the nation's security. NICE is a
nationally-coordinated effort that focuses on cybersecurity awareness, education, work-
force structure, and training/professional development. NICCS takes the information devel-
oped by NICE and makes it avalable to the public. \Visit www nices. us-cert gov to learn more.

11 Johnson, Ralph. “Information Assurance: What you Need to Sla\/ Safe and Help Protect the County s Assets.” Ju\y 26,2012
Accessed at wiw.naco.org/newsroo 4 licies-Count o-10-F
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train. reinforce. repeat often. |

It's also imperative to find ongoing ways to remind stakeholders how important they are in
keeping your network and other assets safe. The Center for Internet Security (CIS) offers
lots of useful resources on cybersecurity to help effectively communicate this issue with your
staff and elected officials. Other excellent resources include the Protect Your Workplace
Campaign from the U.S. Computer Emergency Readiness Team (US-CERT), available
at www.uscert. gov/readingroom/distributable. himl, and the website OnGuardOnline, published
by a consortium of the Department of Justice, Federal Trade Commission, Department
of Homeland Security, U.S. Postal Service, and Securfties and Exchange Commission,
avallable at www.onguardoniine. gov.

£l &
fgpl

N

train reinforce repeat often

Issuing regular reminders is a small step but an important and effective one. Properly
educating and communicating with your staff is considered an excellent first line of defense
against cyber intruders.

new technologies change the landscape]

In the past, county networks consisted of a fixed number of locations — often just one
building. Today, a county's network may extend across towns and across the country,
expanding to accommodate employees who work from home or on the road, in patrol
cars, and at satellite locations. Securing these off-site locations as well as the home base
is a challenge, as is accommodating the variety of devices employees use to access the
county network,

Making this challenge more complicated is the growing use of mobile devices for work-
related purposes. This has contributed to a wave of attacks targeting cellphones and
tablets. Every new mobile device provides another opportunity for a cyber-attack. In an
effort to protect their networks, some organizations have banned the use of personal
cellphones, personal laptops and storage devices like flash drives in the workplace.

18 policy and governance best practices
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Conversely, some organizations not only allow but encourage employees to "Bring Your
Own Device” (BYOD) into the workplace, thereby potentially reducing a county's hardware
expenses but multiphing its security risks. If you plan to permit employees to use their
own devices, you need a policy that governs who
can bring a device, which devices are acceptable

and which digital resources the employees are If you plan to permit employees to

permitted to use. If you allow staff to access
county networks or store county information on

bring their own devices, you need a

personal devices, there should be a policy in place policy that governs who can bring a

that gives IT governing control over the devices in
case they are lost, stolen or misused. If staff use

device, which devices are acceptable

county devices to work at home, your policies and which digital resources the

should specify when and how they're permitted to

access the county network and the public Internet employees are permitted to use.

with the devices.

In addition, new capabiliies such as Near Field Communication (NFC) will increase the
opportunities for cyber criminals to exploit weaknesses. NFC enables smartphones to
communicate with each other by simply touching two devices together or bringing them
iNto close proximity. This technology facilitates credit card purchases and lets users see
advertisements or coupons for nearoy retallers. Risks with using NFC include intercepted
transmission of credit card numbers and other data, and transferring viruses or other
malware from one NFC-enabled device to another.

As each new technology is introduced, criminals search for ways to exploit any weaknesses
for their own gain. You can help fend off attacks by using smart cybersecurity practices
such as these:

@ Enable encryption and password features on your
smart phones and other mobile devices.

@ Use strong passwords that combine upper and lower case letters,
numbers, and special characters, and do not share them with anyone.
Use a separate password for every account. In particular, do not use
the same password for your work account on any other system.

B Disable wireless, Bluetooth, and NFC when not in use.

@ Properly configure and patch operating systems, browsers,
and other software programs. This should be done not only on
workstations and servers, but mobile devices as well.

B Use and regularly update frewalls, anti-virus, and anti-spyware programs. Do not use
your work emall address as a "User Name” on non-work related sites or systems.

policy and governance best practices
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B Be cautious regarding all communications: think before you click. Use common
sense when communicating with users you know and those you don't know, Do
not open email or related attachments unless you absolutely trust the source.

@ Don't reveal too much information about yourself online. Revealing
information could make you the target of identity or property theft,

@ Be careful with whom you communicate or provide information on social media
sites. Those 'friends” or games might be looking to steal your information.

B Alow access to systems and data only to those who
need it and protect those access credentials.

@ If the device is used for work purposes, do not
share that device with friends or family.

@ Follow your organization’s cybersecurity policies and
report violations and issues immediately. '

12 Multi-State Information Sharing & Analysis Center. “Emerging Trends and Threats for 2013.” Accessed at
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'measurement and reporting]

Your county may build most policy and governance standards from the ground up,
through trial and error and consensus. When it comes to information security standards,
however, few organizations have the expertise, resources, and time to develop their own,
The Benchmarks Division of the Center for

Interneat Securﬁy creates and maintains a COMPUTER SECURITY INCIDENT HANDUNG GUIDE

wide range of security configuration bench-

marks (currently for over 70 systems, appli-
cations and devices covering 14 different
technologies) to help organizations improve

security by reducing vulnerabilities to infor- o
mation assets. The benchmarks include o
specific and actionable hardening proce-
dures for [T systems and assets, which are
defined through a consensus-development
process including security  professionals

Figure 4-1, Incident Response Coordination
from around the globe.

4.1.1 Coordination Relationships

These are J[he Oﬂ‘y CONSEensuUs- baged/ An incident response team within an organization may participate in different types of coordination

armangements, depending on the type of organization with which it is coordinating. For example, the team
members responsible for the technical details of incident response may coordinate with operational

best-practice security configuration gUIdES  colleagues at partner organizations to share strtegies for mitigating an attack spanning muliple

organizations. Alternatively, during the same incident, the incident response team manager may

avallable that are both develo ped and lever- coordinate with ISACs to satisfy necessary reporting requirements and seek advice and additional

resources for successfully responding to the incident. Table 4-1 provides some examples of coordination

relationships that may exist when collaborating with outside organizations.

aged Dby government, business, industry
and academia. PDF versions of the bench-
marks avallable at no cost are downloaded
hundreds of thousands of times every year. You can obtain them from the Center for
Internet Security website at: hitps://benchmarks. cisecurity. org/downloads/multiformy/index. cim.

Incident response has become an important component of cybersaecurity programs.
Because performing incident response effectively is a complex undertaking, establishing
a successiul incident response capabillity requires substantial planning and resources.
The National Institute of Standards and Technologies (NIST) published a Computer
Incident Reporting Guide to assist organizations in establishing computer security incident
response capabilities and handling incidents efficiently and effectively. This publication
provides guidelines for incident handling, particularly for analyzing incident-related data and
determining the appropriate response to each incident. The guidelines, which can be
followed independently of particular hardware platforms, operating systems, protocols, or
applications, are available at hiip.//csre.nist. gov/publications/nistoubs/800-61rev2/SPE00-61rev?. pdf.

policy and governance best practices
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oolicy and governance/checklist

Does your security policy enable
your security team the flexibility
to mature the security program at
the speed of today's business?

Does your security policy
enable your security team to
accurately define what risk
means to your enterprise?

Does your security team meet
regularly with your business and
risk management groups to keep
the risk definitions current?

Is the identified risk easily
illustrated and explained?

Do all of your employees receive
annual security training appropriate
to their job responsibilities”?

Is your security policy in strategic
alignment with your business
initiatives and goals?

Does your security team work with
the business and risk management
groups to ensure that security
governance, policy, and risk

are maintained at an equitable
level across every location?

Does your security policy enable
your security team to manage

the security of your enterprise
programmatically and systematically?

As new technologies or changes
in technologies are implemented,
does your security team do a risk
assessment to ensure that the risks
do not exceed accepted norms?

Does your security team have
the ability to quickly evaluate
the security controls and risk
factors within your enterprise”?

If you could not check 2 or more of these items, now would be a great time to sit
down with your security team and make the necessary changes. If you could not
check 4 or more of these items now would be a great time to have an impartial
third party do a gap analysis on your security program and provide a list of a
remediation activities to reach an acceptable level of compliance.

This tool was developed by Sebron K. Partridge,

NACo member and Chief Information Security Officer of Riverside County, California.
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iNndustry standard security
control references

A few years ago thieves broke into the home of a Veterans Administration analyst and
stole a laptop and external hard drive that contained an unencrypted database of names,
birthdates, Soclal Security numbers, and disability ratings for 26.5 million active duty military
personnel, veterans, and their spouses. The VA estimated it would cost $100 million to
$500 milion to prevent and cover possible losses from the theft. Fortunately, the stolen
items were returned a month after they were taken.'®

The state of South Carclina wasn't as fortunate. Last year, intemational hackers stole 3.6 milion

Soclal Securty numbers and 387,000 payment card numbers from state income tax records,

The attack, the largest ever against a state agency, put 75 percent

, of the state's population at risk for identity fraud and compromised

Most cybercrimes pale information belonging to more than 650,000 businesses. State
in com D arison with what officials blamed outdated computers and security flaws at its
Department of Revenue for enabling the hackers to access the tax

could happen if the any of  records. The state is paying up to $12 milion to provide a free year

. , . of credit monitoring and identity theft protection to anyone affected.
the vital services provided E ytheftp /

As disturbing as these cyber-crimes are, thay pale in comparison
with what could happen if any of the vital services provided by
agencies were attacked. counties and other government agencies were attacked. In a
story reported in County News, Seattle’s Chief Information Security
Officer Mike Hamilton put the issue in perspective; "All of the news
that you read Is all aoout loss of records, and 'wow, It's a burnmer to lose those Social Security
numboers,” and 'wow, it's expensive to comply with data-breach reporting statutes,” he said.
'On the other hand, if the control systems that move clean water in and sewage out for treat-

ment stop working for 48 hours, there will be absolute mayhem in the streets.”'®

by counties and other

Already, there are documented cases of attackers accessing industrial control systems. The FB
confirmed a report that hackers recently took over remote control of a New Jersey company's
HVAGC system; no harm was done, but some cybersecurtty experts note that a system so easily
breached could attract terrorists intent on committing sabotage. '

13 "“Top 5 Data Thefts.” The Christian Suence Momtor May 4, 2011
Accessed at 1 655/

14 Accessed at wimis 12 ; (
15 Taylor, Charles. CybersecumyThreatsAboumd and Not Just to your Data. NACo Coumy News, Vol. 45, No. 1, Jan. 14, 2013.
Accessed at www.naco. org/newsroomy/countynews/Current%20lssue/1-14-13/Fages/Cybersecurly-three 7-not-just-to-your-k
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In the sections that follow are experts’ recommendations for securing your networks, and
information aoout the Critical Security Controls, a detailed network security plan designed by the
National Security Agency and a consortium of public and private entities to help organizations
priortize efforts and strengthen their defense against cyber-attacks.

the 20 critical security controls]

Many counties have found that the 20 Critical Security Controls is an effective blueprint for
enterprise computer security. The document prescribes how to block or mitigate known attacks;
provides guidance on network and endpoint devices, their applications and the vulnerabilities;
and covers malware defense, controlled access and recovery, and data protection.'”

The core tenet of these controls is that many organizations can add new technologies and
practices and automate and integrate Controls already In place to make their data networks
more resistant and resilient to attack. The Controls focus on automation to provide cost
efliciency, measurable results, scalability, and reliability. According to SANS, the five critical
tenets of an effective cyber defense system as reflected in the Critical Controls include:

@ Offense informs defense: Use knowledge of actual attacks
that have compromised systems to provide the foundation to
build effective, practical defenses. Include only those controls
that can be shown to stop known real-world attacks.

@ Prioritization: Invest first in controls that will provide the greatest risk
reduction and protection against the most dangerous threat actors, and
that can be feasibly implemented in your computing environment.,

B Metrics: Establish common metrics to provide a shared language for
executives, IT specialists, auditors, and security officials to measure
the effectiveness of security measures within an organization so that
required adjustments can be identified and implemented quickly.

@ Continuous monitoring: Carry out continuous monitoring to test
and validate the effectiveness of current security measures.

B Automation: Automate defenses so that organizations can
achieve reliable, scalable, and continuous measurements of
their adherence to the controls and related metrics.

17 Hietala, Jim D. “Implementing the Critical Security Controls.” April 2013. Sans Institute.
Accessed at www.sans. org/reacing_roomvanalysis_programy/implementing-critical-security-controls. paf
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Few organizations have the financial and human resources to implement all 20 Controls
at once. Some experts recommend implementing as many as possible and making a
schedule to add the remaining Controls over the next few years. The case studies that
follow show how two organizations introduced the Controls by focusing on the areas in
which they most needed to improve the security. This strategy was more affordable, easier
for the organization's IT departments to manage, and resulted in quick wins that significantly
increased thelr security.

The two case studies that follow are shortened versions of Critical Security Controls Case
Studies included in the SANS Institute’s "Implementing the Critical Security Controls,” written
by Jim D. Hietala. For the full case studies see:

WWW.sans. org/reading_roomy/analysts_program/implementing-critical-security-controls. pal.

In both of these case studies, organizations with limited budgets with which to tackle new
security projects were able to leverage existing investments in security and [T systems
management tools. They were able to make improvements in coverage, operational guid-
ance, metrics, and measurement to fully realize the security benefits of each control. The
organizations also faced common challenges in obtaining commitments from the busi-
ness to provide the human resources needed to operate new security projects.

1
Y
]\

monitor detect prevent
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20 critical security controls: V4.1

Critical Control 1:
Inventory of Authorized
and Unauthorized Devices

Critical Control 2:
Inventory of Authorized
and Unauthorized Software

Critical Control 3:

Secure Configurations for
Hardware and Software on
Mobile Devices, Laptops,
Workstations, and Servers

Critical Control 4:
Continuous Vulnerability
Assessment and Remediation

Critical Control 5:
Malware Defenses

Critical Control 6:
Application Software Security

Critical Control 7:
Wireless Device Control

Critical Control 8:
Data Recovery Capability

Ciritical Control 9;

Security Skills Assessment
and Appropriate Training

to Fill Gaps

Critical Control 10:
Secure Configurations for
Network Devices such as
Firewalls, Routers, and
Switches

Critical Control 11:
Limitation and Control of
Network Ports, Protocols,
and Services

Critical Control 12:
Controlled Use of
Administrative Privileges

Critical Control 13:
Boundary Defense

Critical Control 14
Maintenance, Monitoring,
and Analysis of Audit Logs

Critical Control 15:
Controlled Access Based
on the Need to Know

Critical Control 16:
Account Monitoring
and Control

Critical Control 17:
Data Loss Prevention

Critical Control 18:
Incident Response
and Management

Critical Control 19:
Secure Network Engineering

Critical Control 20:
Penetration Tests
and Red Team Exercises
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critical security controls case study
‘the city of portland/oregon}

regulatory compliance I1s a key driver
N adopting controls In stages

Organization: The City of Portland, Oregon’s [T Security Bureau provides central [T sernvices
for 20 city departments, including police, fire, and housing. It also manages the firewalls,
VPNs (Virtual Private Networks), configuration management and more, supporting more than
6,000 employees, 6,000 endpoints and 350 servers.

Challenges: Handling numerous responsibiliies meant Portland's small [T Security team —
just a director and four engineer/analysts — had little time for security planning, which made
the city's approach reactive rather than strategic. Developing a long-term network security
framework was further complicated by the fact that many city departments were required
by law or policy to comply with a variety of [T security standards, including the Payment
Card Industry Data Security Standard (PCI DSS) and the Health Insurance Portability and
Accountability Act (HPAA). Budget constraints and a scarcity of qualified candidates for the
city’s hiring poal further limited Portland's options.

Solution: \When the city approved [T expenditures for a few projects necessary to mest
regulatory requirements, its [T Security Bureau saw a chance to strengthen security across
the network, After considering other possibilities, the team chose the 20 Critical Security
Controls (CSCs), a framework judged by experts from both government and the private
sector as vital in preventing cyber-attacks.

Implementation: The CSCs provided the T team with a structure for defining beneits,
which enabled them to show city officials how the benefits would offset costs and add value
over time. The team determined that the savings in capital and human resources could fund
implementation of two new controls per year.

The Portland IT bureau recognized that the CSCs could e deployed individually, alowing the
City to target areas most in need of improved security and leverage quick wins with minimal effort
and expenditure. They initially focused on low-hanging fruit, controls that had a low cost and
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‘low drag” in terms of human resources, but that provided real risk reduction. This approach
puilt on several areas in which some tools were already in use. Portland’s early wins included:

@ Revoking local administrator privileges where practical and making it
standard for staff to have ordinary user privileges (Critical Control #712)

B Deploying standard configurations from gold master images (Critical Control #3)

B Implementing regular and freguent patching for all core applications, and extending
patching to include Adobe Reader, Adobe Fash and Java. (Critical Control #3)

@ Centralized antivirus protection for all endpoint devices. (Critical Control #5)

Benefits: The city's [T security posture has measurably improved since the initial adoption
of the Critical Security Controls framework, The advantages so far:

B The biggest benefits of adopting the Controls came in the form of
additional structure for the information security program and a framework
for planning additional projects and measuring progress.

B A subtler benefit has been the acceptance of a common
vocabulary throughout the [T organization.

@ As the security vocabulary is accepted, operations and business groups are
more readly embracing security ennancements. Staff can understand the goals
of each of the Controls and how security wil improve when they are adopted.

@ The security team members saw fewer endpoint infections, which
they attribute to administrative privileges and better patching.

B Fewer trouble tickets were issued for configuration issues, thanks the
city's using standard images for desktops and servers and ensuring policy
conformance through the directory service; this enabled the T bureau to
focus on higher-value tasks, such as improving the security posture.




critical security controls case study

‘bankia}

how a financial conglomerate
used the controls to support a merger

Government agency: Bankia is government-owned financial conglomerate headguartered
in Madrid that was formed in 2011 from a merger of seven Spanish banks, including Spain’s
oldest bank, CajaMadrid. Two years earlier, CajaMadrid had begun implementing the Open
Information Security Management Maturity Model (O-ISM3) and started developing a new
approach to information security management.

When CajaMadrid became part of Bankia, the [T projects continued: rather than build an
entirely new information security management system, Bankia [T staff opted for a bottom-
up approach, starting with vulnerability management. O-ISM3 provided the initial framework
for measuring the vulnerability of the bank's web applications and remediation of any
weaknesses, and for focusing web application development managers on the goal of
continuous improvement. Originally a private institution, Bankia was nationalized by Spain in
2012 after the bank required the largest bailout in the country's history.

Challenges: Prior to the O-ISM3 implementation, Bankia attempted to test new applications
before putting them into production, relying on subseguent scans performed at irregular
intervals to detect flaws — but no success criterla had been defined for these vulnerability
assessment or remediation efforts. The bank didn't capture metrics, and so had no way
to continuously improve its vulnerability management program. It also lacked a consistent
terminology for the security program, specffically in the area of vulnerability management.

Solution: O-ISM3 provided the initial framework that helped Bankia accomplish several
important tasks:

@ establish goals & objectives

B measure activity

@ define sucoess criteria, and

@ manage vunerability scanning and remediation towards continuous improvement.

protected and



As Bankia's approach developed, its IT group added the Ciritical Security Controls, focusing
initially on CC #4, Continuous Vulnerability Assessment and Remediation. It soon became
clear that the how-to guidance the CSCs provided added valuable practitioner detall to
the knowledge management aspects of the bank's vulnerability management program.
The guidance in Critical Control #4 also brought about some quick wins; its metrics for
success supplied all the detail that the bank required for its measurement and continuous
iImprovement functions.

The team started with its web applications, which the bank considers to be highly critical for
customer business and because web applications have become a primary attack vector.
For these applications, vulnerability management represented low-hanging fruit from which
the bank would get the most return on its security improvement investment.

Benefits: Bankia was able to add the additional guidance and metrics from Critical Control
#4 1o the existing O-ISM3-based vulnerability management program, with impressive results
in outcomes:

@ significantly more vulnerabilities were discovered and fixed
web app checks now occur much more frequently
staff hours spent manually scanning applications are significantly reduced
there's a lower cost in dealing with vulnerabilities

vulnerability repair is streamlined

PDODPDDD

there's less cost and overhead in managing web apps and

B more apps are repaired, reducing the attack service dramatically.

Conclusion: Large T organizations have to respond to many departmental needs and
business requirements. Security is a critical requirement, but it is far from being the only
important issue that [T organizations have to deal with, or even the most important one. In
the real world where Chief Information Officers (CIOs) operate, budgets are limited and other
obstacles to change have to be managed.




iNndustry standard security
contrel relcrenee SteRicC K|St

do your security controls provide the following”?

0 CC1 ldentification of the [0 CC5 Automated monitoring

relationship between [T
assets and business
processes for a clear
understanding of business
impact arising from the loss

or unavailability of an [T asset.

CC1/CC2 Identification of
the relationship between
employees and the
equipment and software
they support for a clear
understanding of business
impact resulting from

the loss or unavailability

of an employee.

CC1/CC2 Linking IT assets,
employee resources, and
business processes provides
both the business and IT
staff clear insight into the
ongoing IT budget required
to sustain that process.

CC4 Automated
monitoring and reporting
of software patch status.

CC4/CCb Automated
monitoring and reporting
of the antivirus protection
on all end points at a
central location.

and reporting of suspicious
network traffic.

[0 CCB6 Ensures that your
software development
lifecycle includes oversight
by a software developer
with security experience
and collaboration with an
expert from your security
team on any homegrown
or third-party software.

0 CC7 Mobile device
network registration and
authentication processes.

[0 CC8 Data classified so
that your ability to recover
data to support specific
DUSINESS processes meets
the business expectations
for [T systems recovery.

[0 CC9 Training processes
that support easily updating
the training materials.

[0 CC9 Training that is easily
accessible to all employees
and contractors that will be
accessing your information.



These are just touch points that you can use as you assess your network security — they are
NOT comprehensive. There are many more individual facets of these 20 security controls
that your organization must develop to ensure that your security program continues to evolve
to meet the ever-changing threat landscape that counties face on a daily basis.

CC9 Training that has automated
monitoring and reporting for
ease of tracking compliance.

CC10/11 Access to configuration
backups and configuration
documentation for devices

on your network.,

CC12 Separation of duties of

IT administrators to ensure Nno
individual administrator that has
the ability to add/change/delete
privileges or data can also edit the
logging of those same systems.

CC13 Clear documentation of the
expected network traffic between
your network segments and between
your network and the internet.

CC13 Automated alerting to
notify your network operations
center of any traffic that has not
been previously documented.

CC14 Time allotted to operational
staff to review logs on a daily basis.

CC15 Information categorized

and aligned with the business
process to ensure that only those
business personnel and customers
who need access are provided
access rights to that information.

CC16 IT system logging configured
to automatically log successful and
failed information access attempts.

CC17 The ability to track information
as it is saved to, copied to, cut and
pasted to, and emailed to locations
other than the original location.

CC18 Event escalation process
and procedure to ensure consistent
response and escalation of events
from event to incident through
resolution and remediation.

CC18 Training that ensures everyone
in your organization is capable of
responding to and successfully
working through an incident to

its successful remediation.

CC19 Minimizes access to
only the access required by
the users, equipment and
applications that are known and
validated in your environment.

CC20 Schedule independent
security analysts to do penetration
when there are any significant
changes to your IT environment or
at a minimum on an annual basis.

This tool was developed by Sebron K. Partridge,

NACo member and Chief Information Security Officer of Riverside County, California.
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operational best practices

The data each county collects and stores is extremely valuable to thieves — bank and credit
card accounts, personal financlal data, Soclal Security numbers, health records and much
more is at stake. Here are some practical suggestions for protecting your essential data.

‘authentication, authorization and access)

Authentication is any process by which you verify that someone trying to access your
network is whno they claim to be. At the most basic level, this means inputting a usemame
and password. Many government agencies have begun requiring more stringent, two-
factor authentications. This requires users to present another form of identification such as

a temporary access code delivered to a smartphone. '®

authentication authorization access

Organizations , including county governments, that access the Criminal Justice Information
System (CJIS) database must adhere to a higher standard- multi-factor authentication;
besides a login ID and password, CJIS requires biometric identifiers such as a fingerprint,
user-based public key infrastructure, smart cards, software token or hardware token.

Authorization is the mechanism that determines what level of access to resources each
authenticated user should have. County health department employees, for instance, need
to access medical files to complete their work responsibilities, but staff from the engineering
office should not be authorized to see these files. Authorization strategies may be set up to
give employees the ability to see but not make changes to some files, but permit others to
make changes. Restricting file acceass to authorized personnel is especially important when
it comes to data protected by regulations or laws such as the Health Insurance Portability
and Accountability Act (HIPAA).

18 Peterson, Tommy. “The Growing Wave of Two-Factor Authentication in Local Government.” StateTech. January 10, 2013.
Accessed at wim st e.Com/a 013/01/growing-wave-two nent
19 Criminal Justice Information System Mandate. 2013. Accessed at i
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Finally, access refers to controlling one's abllity to get to an online resource. Access can be
granted or denied based on a wide variety of criteria, such as the network address of the
client, the time of day, or the browser that the visitor is using. Access control is analogous
to locking the gate at closing time; it's controlling entrance by some arbitrary condition
which may or may not have anything to do with the attributes of the particular visitor,#°

‘emall security]

By Ralph Johnson, CISSF, HISE, CISM, CIPR/US, Chief Information Security and Privacy

Officer

Mr. Johnson wrote the handbook, "Information Assurance.: What You Need to Stay Safe
and Help Protect the County’s Assets.” This email policy and the Web Security section that

follows

a

of the King County (Washington) Department of Information Technology

are excerpted from that book.

Do not open an email attachment or file unless you know
who it’s from. Save attachments to your hard drive to allow
the antivirus program to scan them before opening.

Do not click on an embedded link unless you know who sent it.

Keep antivirus software up to date. If you think your computer is not
updating automatically, contact your county's [T support center.,

Do not forward any type of security, informational, or virus
warnings. Report them to your IT support center.

Know how to deal with email spam and hoaxes. If you receive
an email message that you believe is a hoax, take the time to
check the facts. Delete the message and notify your IT director
For hoax information, visit; hitp://vil.nai.com/vil/hoaxes.aspx.

Beware of spoof email claiming to be from a company you trust asking

for personal information. This is called phishing. The email may inform

you that there Is a problem with your account/password. There may be a

link to click. Forward any of these emails to the company it claims to be
sent from (each organization usually provides an "abuse” email address
on their webpage). Reputable organizations like Yahoo!, MSN, Gmail or
your bank will never ask you for your email password. Don't fall for it

Make sure to disable Outlook attachment previews. Attachment previews
takes away your abllity to decide whether or not to open an attachment .’

20 Drexel University. “Authentication, Authorization, and Access Control.” Accessed at /1 adrexel edw/manua o/auth. hir
21 Johnson, Ralph. “Information Assurance: What you Need to Stay Safe and he\p protect the CoumysAssets Ju\y 26, 2012.

Accessed at 11

w.naco. org/newsroom/countynews/Current % 20Issue ? Pages/Policies-Counties-Should-Have-to-Protect-Information-Assels. aspx

operational best practices

39

Content is copyright protected and provided for personal use only - not for reproduction or retransmission.

For reprints please contact the Publisher.



website and social networking
pest practices]

The Interet has a wealth of information and resources but it also is a source for malicious
software, Some examples of non-business sites, which i visited could lead to malware
infection include any that contain:

A adult content
A gambling oriented messages
A personal chat rooms.

\When signing up for, installing or agreeing to anything, read the fine print. If you do not want
to receive junk mall or get put on a telemarketer list, look for a box usually near the bottom
of the page that asks if you want to receive information and offers — this is called "opting
out.” Most companies assume you want to "opt in,” so the box will likely be checked. Read
the information carefully and select what's appropriate for you. The best sites will have a
privacy policy regarding your information and what they do with it. Some sites require you
to give all your information to get the product or service they are offering. Provide only the
information marked "required.”

Do not give out your full name, address, or phone number to anyone online that you
don't trust or know personally. This is especially important in chat rooms. Beware of mass
distribution letters (i.e. very general emalls that don't actualy address you personally),
anyone who wants to negotiate a wire transfer, and anyone who wants to work out a
business arrangement while they're abroad, including your friends.

Social Networks — Social networking is everywhere, With social networks people across
the world have access to tools and options that were previously non-existent, However,
with these opportunities to connect with others come potential dangers. Social networking
has opened up many new doorways for cybercrime, and with all the people on social
networks who are new to technology, it is more important than ever to make sure you are
aware of the risks.

Phishing/Scams — There are a number of scammers on social networks who may try to
steal or use your personal information — information that can potentially be used for crimes
such as identity theft or fraud. Once someone has your password they can use it to destroy
your profile or send out spam messages and viruses, which could do ireparable damage
to your online reputation, not to mention your financial one. Always make sure you are at
the right website when you enter your credentials. You can do this by double checking the
address bar and making sure you are in the right place before you log in.
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Privacy — Many people are wary of uploading their photos or videos to a social networking
site because they are concerned about retaining ownership, There is a major gray area as
to who would own the materials that is uploaded. Only upload those items that you do not
care about retaining original ownership,

Employment — One thing we often forget while having fun on social networks is that almost
anybody can see what we are doing. While we are tagging photos of what we did on
the weekends or tweeting our thoughts it can be easy to forget that someone at work or
potential employers may see this.

Businesses — Organizations have found a new place to market and brand themseles in
social media sites. Having a medium with which to connect informally with customers creates
loyalty and awareness but could leave an organization vulnerable 1o hackers and hecklers.

Acceptable Use of the Internet; Never download or install software unless you get specific
approval ahead of time. Do not visit chat rooms using county resources.

22 Johnson, Ralph. “Information Assurance: What you Need to Stay Safe and help protect the County’s Assets.” July 26, 2012
Accessed at www.naco. org/newsroomy/countynews/Current%20Issue/1-14-13/Fages/Policies-Counties-Should-Have- to- Frotect-Inf
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network infrastructure and security]

The following suggestions provide guidance on ways to secure your infrastructure and systems,

Passwords: Use strong passwords to secure your information. Passwords should have at
least eight characters and include uppercase and lowercase letters, numerals and special
characters. It is important to keep different passwords for different accounts. This will
reduce the chances that if one password fails your
other accounts will be vulnerable as well, Do not use
the same passwords for accessing work systems on
you are leaving it open to attack via  any other accounts.

If your computer is not upaated,

these vulnerabilities. Set programs External Devices: Many organizations have policies

that Imit the use of external devices (computers

or devices such as thumb drives, smartphones

avoid missing a critical update. and mobile devices that are not the property of the
organization), These policies are intended to protect
the overal system.

and systems to auto-upaate to

Admin vs. Non-Admin accounts: Administrator or "Admin” accounts have more control
over programs and settings for your computer. Hackers can potentially take control of your
computer by accessing these accounts. Non-Administrator accounts, or guest accounts
can still use programs, but limit the ability to make changes that hackers need to harm your
computer, It is important to change the default password on your Admin accounts and to
always run your computer as a non-administrator or non-admin unless otherwise needed.

Systems and software updates: It is important to keep your systems and software up-
to-date. System and software vendors often find vulnerabilities that they fix in the latest
update. If your computer is not updated, then you are leaving it open to attack via these
vulnerabilities. Set programs and systems to auto-update to avoid missing a critical update.
This includes your operating system, business applications, media players, browsers, and
other programs that can access the Intermet,

Mobile devices: It is important to make sure you secure your portable devices to protect both
the device and the information contained on the device. Establish a password and enable
screen lock or auto lock on all devices. If your device has Bluetooth functionality and it's not used,
check to be sure this setting is disabled, Some devices have Bluetooth-enabled by default. If
the Bluetooth functionality is used, be sure to change the default password for connecting to a
Blustooth enabled cevice. Encrypt data and data transmissions whenever possiole.

Firewalls: A firewal is a software program or hardware device that filters the inbound and
outbound traffic between your network or computer and the Intermet. A firewall is a very valuable
tool to protect your data and your computers. Frrewalls can block intruders and unwanted traffic
from getting into your computer. Make sure your firewall is enabled.
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Anti-virus and anti-spyware programs. Anti-virus programs can stop viruses, worms, and
other malware. Anti-spyware programs can stop malware that perform certain behaviors
such as pop-up advertising, collecting personal information, or changing the configuration
of your computer. [tis important to keep these up-to-date by keeping the license active and
the program set to auto-update.

Wireless networks: Wireless networks are not as secure as the traditional "wired”
networks, but you can minimize the risk on your wireless network by enabling encryption,
changing the default password, changing the Service Set Identifier (SSID) name (which is
the name of your network) as well as tuming off SSID broadcasting and using the MAC
filtering feature, which allows you to designate and restrict which computers can connect
to your wireless network.

AS cybersecurity is our shared responsibility it is important that everyone keeps informed of
the latest threats, and the best ways to stay safe online.

23 Multi-State Information Sharing and Analysis Center. “Cybersecurity and You — Top Ten Tips.” MS-ISAC Cybersecurity Tips Newsletter. Vol. 26, Issue 1, October 2011.
Accessed at hiip.//msisac. heusletiers/? o
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'storage/data loss prevention|

Counties are struggling to keep up with dramatic increases in the volume of data within
their own networks and across government agencies at all levels — and the problem is only
going to get worse. In just the next two years government agencies are expected to add
a petabyte of new data — roughly the amount contained

in 20 million four-drawer filing cabinets filed with text.*

Making the leap to the cloud

, , Complicating the storage of this data are conflicting
can be especially Cha//e”gmg for principles of openness and privacy. Much of the

government agenc/es which often data maintained by counties is public and so must
’ be accessible to citizens. But increasing amounts of

require higher levels of security. data, including personally identifiable information like

Soclal Security numbbers and payment card records,

are protected by privacy laws and regulations, requiring

counties to perform a difficult balancing act as they make sure the information is both
avallable and secure.

Data loss prevention software protects information while it's in transit by encrypting it, and
prevents employees from sending sensitive data outside the county network.

ldentify the data within your county that requires protection, and determine which employees
need to access the data. Just because an employee has a high rank or has a need to access
some sensitive data doesn’t mean he or she should be able to see all restricted data.

cloud and storage security]

Cloud storage has become a popular option for organizations looking to contain costs and
increase network scalability and availability. Cloud solutions provide on-demand network
access to a shared pool of computing resources such as networks, servers, storage and
applications. There are a number of advantages, but also some challenges, since network
traffic can bypass the usual inspection points. Additionally, as the number of applications
avallable in the cloud grows, policy controls for web applications and cloud services will
also need to evolve.”®

Making the leap to the cloud can be especially challenging for government agencies, which
often require higher levels of securlty. Here are some areas that the Center for Internst
Security suggests investigating before you make any decisions:

24 MeriTalk. "Government Agencwes Add\ng a Petabyte of New Date in the Next Two Years." May 7, 2012.
Acoessed at i meritalk. com/pa qta/l k_Big_Data_Gap_Press_Release.paf

25 Multi-State Information Shanng and Ama\ysws Center C\oud Computmg C\/bersecunty Tips Newsletter. April 2010,
Accessed at hitp.//msisac. cisecurity.org/newsletters/2010-04.cfm
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Vendor Security: Cloud computing customers rely on providers to implement appropriate security
measures to protect the confidentiality, integrity, and avaiability of data. Be wary of providers who
are reluctant to share detals of their security architecture/practices with customers.

Isolation/Segregation: Users access cloud computing resources via a virtual machine
hosted on an unknown physical machine. The physical machine may be shared with other
users. Providers must ensure that multiple customers do not interfere with each other,
maliciously or unintentionally.

Data Location: Providers may have data centers located in other countries. Be sure your
vendor contract stipulates any restrictions you may have on the physical location of where
your data is stored.

Management Interface: Customers access the cloud management interface via the
Internet, thus increasing exposure to potential attack.

Reputation Sharing: Bad behavior by one cloud customer may impact others using the
cloud. For example, a customer engaging in spamming may cause a common cloud P
address to be blacklisted.

Provider Viability: \"Wnat happens to your organization's applications and data in the event
that the provider goes out of business?

L0
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Compliance: Placement of data in the cloud does not eliminate an organization’s need
to meet legal and regulatory requirements such as payment card industry standards and
HIPAA. Organizations will need timely assistance from cloud computing providers to fulfil
investigation/audit requirements.“®

Finally, industry analysts recommend that government organizations choose a cloud
computing vendor capable of providing these important capabiliies and features:

B Service Level Agreements (SLAS) that ensure high
availapility, disaster recovery and incident handling;

@ data handling guidelines;

@ scourity best practioes such as separate cages, adherence to 1ISO
27007 and SSAE 16 information management standards;

B regular third-party assessments;
@ migration capability and integration experience:

@ compliance with government security standards, including
Federal Information Security Management Act (FISMA);

@ fully owned and operated integrated solution covering
network, data center and cloud platform; and

@ the capability to accurately track and bill consumption.?”

Imobility]

Although mobile devices have become commonplace in organizations, a recent SANS
moblle device survey® found that organizations are not prepared to safely accommodate
the devices. Fully 671 percent of the 650 survey respondents allow personal devices to
connect to protected network resources, yet only 9 percent said they understood what
those devices were and what they were accessing. Half said they either did not have
policies or depended on the user to comply with corporate security policies.

Companies that don't have BYOD policies rely on Virtual Private Networks, authentication
and network firewalls, "Without security policies, alowing employee-owned devices to
access company resources makes our protected [T networks sitting ducks,” the SANS

26 Multi-State Information Sharing and Analysis Center Cloud Computmg Cybersecurity Tips Newsletter. April 2010.
Accessed at http.//msisac. cisecurity. org/newsletters/2070-

27 Chandrasekaran, Arun & Mayank Kapoor "State of Cloud Comput\ng in the Public Sector.” Frost & Sullivan, 2011.
Accessed at . frost.com/proc/serviel/cio/2326. (
28 Johnson, Kevin & Tony LaGrange "SANS Survey on Moblmy/BYOD Secumy Policies and Practices.” Sans Institute. October 2012.
Accessed at www.sans.org/reading_roomv/analysts_program/SANS-survey-mobility, paf
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Institute survey found. The survey stressed the importance of creating and enforcing
mobility security policies before mobile users are permitied to access your networks. =

The IT Manager Daily technology news website recommends three things for organizations
planning to let employeas use smartphones and other personal devices in the office:

B a software application for managing the devices

@ a written policy outlining the responsibilities of both
the employer and the users, and

B an agreement users must sign, acknowledging that
they have read and understand the policy.*°

Jailly offers a free BYOD

policy template at
/;/7“ Y/

In addition, the White House Digital Government website provides a free toolkit to help
government agencies implement BYOD programs at

www. use.govy -your-own-aevice.

the WHITE HOUSE PrESIDENT BARACK OBAMA Get Email Updates (

BLOG PHOTOS & VIDEO BRIEFING ROOM ISSUES the ADMINISTRATION the WHITE HOUSE our

earch WhiteHouse.gov

Ultimately, this Strategy will ensure that
agencies use emerging technologies to
serve the public as effectively as possible.
As a Government, and as a trusted
provider of services, we must never
forget who our customers are—the
American people.

President Bar:

29 Johnson, Kevin & Tony LaGrange. “SANS Survey on Mobility/BYOD Security Policies and Practices.” Sans Institute. October 2012.
Accessed at /reading ¢ 5

30 Berry, Megan. “Bring Your Own Device Policy Template.” IT Manager Dalily. Accessed at
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'measurement and reporting logs]

Audit logs maintain a record of system activity both by system and application processes
and by user activity of systems and applications.”" They're very useful in detecting security
violations, performance problems, and flaws in applications. Sometimes an organization
doesn't even know it's been breached until someone analyzes the 1og. Make it a priority to
collect your logs.

According to the SANS guideline for Critical Control #14. Maintenance, Monitoring and
Analysis of Audit Logs, deficiencies in security logging and analysis allow attackers to
hide their location, malicious software used for remote control, and activities on victims'
machines. Even if the victims know that their systems have been compromised, without
protected and complete logging records they are blind to the detalls of the attack and to
subseqguent actions taken by the attackers. Without solid audit 1ogs, an attack may go
unnoticed indefinitely and the particular damages done may be irreversile.,

Sometimes logging records are the only evidence of a successiul attack, Many organi-
zations keep audit records for compliance purposes, but attackers rely on the fact that
such organizations rarely look at the audit logs, so they won't know that their systems

have been compromised. Because
» = Of poor or nonexistent log anal-
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* © | | www.sans.arg/critical-security-contralsfeantrol phptid= 14
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Critical Control 14: Maintenance, Manitoring, and Analysis of Audit
Logs
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371 Audit Trails, NIST Speowal Publication 800-12, Introduction to Computer Secunty The NIST Handbook.
Accessed at: / csre.nist.gov/publications/nisipubs/800-12/800- 1 2-himl/chap

32 Sans Institute. Critical Control 14: Maintenance, Momtonmg and Ana\\/sws of Audit Logs SANS Institute.
Accessed at www.sans.org/critical-security-controls/control. pho7id=1
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‘application security]

_intrusion detection prevention

Intrusion detection and prevention systems (IDPS) have become a necessary component
of network architecture. The concept is simple but important — intrusion detection moni-
tors networks for any sign of attack or violation of the organization's security or accept-
able use policies. Intrusion prevention goes a step further, attempting to stop incidents.
Organizations also use IDPSs to identify
problems with security policies, docu-
ment existing threats, and deter individ-
uals from violating security policies.*

There are four primary types of IDPS
technologies —network-based,  wireless,
Network Based Analysis, and host-based.
Each offers different advantages. Experts
recommend using multiple types of IDPS
technologies to achieve more comprehen-
sive and accurate detection and preven-
tion of malicious activity.** Correlating with
multiole logs such as firewall, proxy server,
web server, and system logs creates the capacity for a more comprehensive and accurate
detection and prevention of malicious activity.

Cyber-attacks can be costly if not resolved quickly. The average time to resolve a cyber-
attack is 24 days, but it can take up to 50 days, according to the U.S. Cost of Cybercrime
stuay. The average cost incurred during this 24-day period was $591,780, representing
a 42 percent increase over last year's estimated average cost of $416,748 during an 18-
day average resolution period.®®

The potential for downtime and associated monetary losses makes the cost of IDPS
seem reasonable. According to a paper by the SANS Institute, companies that weigh
the potential damages from attacks are more inclined to introduce protective measures
ke IDPS technologies. The paper recommends using a combination of IPS and IDS
technologies to raise the level of visibility and control for networks, ¢

33 Scarfone, Karen & Peter Mell. “Guide to Intrusion Detection and Prevention Systems.” NIST Special Publication 800-94. February, 29967.
Accessed at / Jov/put 300-94/5P80

34 Scarfone, Karen & Peter Mell. “Guide to Intrusion Detection and Prevemlon Systems.” NIST Special Publication 800-94. February, 29967,
Accessed at /1 gov/publications/nistoubs/800

35 Ponemon \nsmute 2012 U.S. Cost of Cyber Crime Study October 2012.

Accessed at www.sans. org/reading_room/whitepapers/dete ( aling-ips-icis-ips-1as-defense
36 Lyne, James. "Eight Trends that are Chang\ng Network Secumy Sophos Undated.

Accessed at i sophos. com/en-us/security-news-trends/securtly-trenas/network-security-top-trends. aspx
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_application firewalls

Application firewalls protect against attacks by identifying unexpected sequences of
commands that often originate from buffer overflow attacks, denial of service attacks,
malware, and other forms of attack carried out within application protocols such as HT TR =7

These firewalls monitor traffic before it reaches the
web application, so they can analyze requests before
passing them on. This gives them an advantage over
intrusion prevention systems, which interrogate  all
network traffic and therefore can't analyze the applica-
tion layer as thoroughly.

Another advantage is their ability to detect and prevent
new types of attacks. By watching for unusual or unex-
pected patterns, in the traffic firewalls, they can aert and
defend against unknown attacks. If an application fire-
wall detects that the application is retumning much more
than data expected, it can block it and alert someone.
These firewalls augment intrusion detection and preven-
tion systems, providing an additional layer of protection.

_penetration testing

Penetration testing is security testing in which assessors mimic real-world attacks to
identify methods for circumventing the security features of an application, system, or
network. It often involves launching real attacks on real systems and data that use tools
and technigues commonly used by attackers, Most penetration tests involve looking for
combinations of vulnerabiliies on one or more systems that can be used to gain more
access than could be achieved through a single vulnerability. Penetration testing can also
be useful for determining:

@ how well the system tolerates real world-style attack patterns

@ the likely level of sophistication an attacker needs
to successfully compromise the system

@ aoditiona countermeasures that could mitigate threats against the system

B defenders’ ability to detect attacks and respond appropriately.

37 Scarfone, Karen and Paul Hoffman. “Guidelines on Firewalls and Firewall Policy.” NIST. September, 2009.

Accessed at htlp.//csre.nist. gov/publications/nistoubs/800-41-Rev1/sp800-41-rev ] pdf

38 McMillan, Jim. “Intrusion Detection FAQ: What is the difference between an IPS and a Web Application Firewall?” SANS Institute. November 2009.
Accessed at ) b-a ho
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Penetration testing can be invaluable, but it is labor-intensive
and requires great expertise to minimize the risk to targeted
systems. Systems may be damaged or otherwise rendered
inoperable during the course of penetration testing, even
though the organization benefits in knowing how a system
could be rendered inoperable by an intruder. Although
experienced penetration testers can mitigate this risk, it can
never be Tully eliminated .

The biggest mistake most
organizations make when it
comes to cybersecurity is
failing to factor in the cost
of securing the network

when they're building it

_vulnerability and threat management

Unless an event has occurred or risk is clearly understood,
some organizations are unlikely to build adequate security into their networks.

A recent report by the National Association of State Chief Information Officers (NASCIO)
found that 50 percent of states reported spending less than 3 percent of their IT budget on
security. The private sector spends 5 percent or more. And state spending on cybersecurity
is actually trending downward, according to NASCIO. Local governments are likely to show
similar spending trends. "

The biggest mistake many organizations make when it comes to cybersecurity is failing to
factor in the cost of security at the beginning of a project, such as network rollout. Security
Is an essential component of networks, as integral as the hardware, access points and
operating systems.

For this reason, it's vital to educate everyone — county officials, your staff, and taxpayers —
about what's at stake. Taxpayers and county officials have to understand what kind of data
the county is storing, and the consequences if intruders were able to steal or compromise
it. Your employees need to understand how their actions can put county assets in jeopardy
or help keep the network secure.

39 Scarfone, Karen, et al. Technical Guide to Information Security Testing and Assessment. NIST Guide 800-115. September 2008.
Accessed at http.//csre.nist. gov/publications/nisipubs/800-115/SPEB00-115. paf

40 Newcombe, Todd."Cybercrime Hits Small Towns.” Governing. December 2011.

Accessed at www.governing.com/topics/technology/cybercrime-hits-smail-towns. himl
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_endpoint security

Every time staff access your network remotely, they create a potential entry point for intruders.
Endpoint security, which provides an increasingly important protection, usually involves soft-
ware installed on the server and on the individual devices staff use to access your network.
Many organizations, however, fall to monitor employee devices to be sure al the latest

malware defense applications have been downloaded,

Even protected devices have leaving the organization vulnerable to new malware.

Additionally, even protected devices have been known

been known to permit malicious to permit malicious downloads, which can cause major

downloads, which can cause

problems before they're discovered. And intruders today
have broadened their attacks to include smartphones

major problems before they're and other wircless devices.

discovered — and intruders Endpoint solutions that capture and analyze data in real

have broadened their attacks

time are becoming a necessity, especially as criminals
get smarter about attacking networks. These tools

to include smartohones and can give you a picture of all processes running on

endpoints at any given time, identify processes often

other wireless devices. used in malware, and alert you to specific processes

52

that deviate from the usual.

Real-time endpoint  forensic  data
cap-ture and analysis replaces tradi-
tional forensic processes that were
usually put in place following a data
breach.*’ Heading off an attack
before it can cause trouble will save
the county time and money, and
provide better security for your data
and network infrastructure.

47 Oltsik, John. “Endpoint Forensics Will Become a Mainstream Cybersecurity Technology.” Network World. May 22, 2013
Accessed at i I / ]
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_patch management

The National Institute of Standards and Technology (NIST) defines patch management as
the process for identifying, acquiring, instaling, and verifying patches for products and
systems. Applying patches to eliminate software vulnerabilities significantly reduces the
opportunities for exploitation. Patch management is required by various security compli-
ance mandates such as the Payment Card Industry (PCl) Data Security Standard (DSS),
which requires that the latest patches be instaled and sets a maximum timeframe for
installing the most critical patches.*”

Patches serve other purposes than just fixing software flaws; they can also add new
features to software and firmware, including security capabilities. According to the NIST
Guide to Enterprise FPatch Management Technologies, many major attacks in the past few
years have targeted known vulnerabilities for which patches existed before the breaches.
Timely patching of security issues Is generally recognized as critical to maintaining the
operational availability, confidentiality, and integrity of information technology (IT) systems.*®

All organizations should have a systematic, accountable, and documented process for managing
exposure 1o vunerabiities through the timely deployment of patches. NIST recommends
implementation of the following recommendations to assist in patch and vulinerability management:

@ deploy enterprise patch management tools using a phased approach,

@ reduce the risks associated with enterprise patch management
tools by applying standard security techniques that should be
used when deploying any enterprise-wide application, and

@ Dalance security needs with their usability and availability needs. *

NIST published its Guide to Enterprise Patch Management Technologies for security
managers, engineers, administrators and others responsible for working with security
patches as well as auditors who need to assess system securty, [t explains the
importance of patch management and examinas the challenges inherent in performing
patch management. The guide provides an overview of enterprise patch management
technologies and briefly discussaes metrics for measuring the technologies’ effectiveness
and for comparing the relative importance of patches. You can download the Guide to
Enterprise Patch Management Technologies, NIST Special Publication 800-40 Revision 3,
at hitp.//csre.nist. gov/publications/drafts/800-40/araft-sp800-40rev3. palf.

42 Souppaya Muruglah and Karen Scarfone, * Gude fo Emerpﬂse Patch Management Technologies.” NIST Special Publication 800-40 Revision 3. September 2012,
Accessed at htip.//csre.nist. gov/publications/drafts/800-40/draft-sp800-40r
43 Souppaya Muruglah and Karen Scarfone. “Guide to Emerpmse Patch Managemem Technologies.” NIST Special Publication 800-40 Revision 3. September 2012,
Accessed at filip.//csre.nist. gov/publications/arafts/S00-40/araft-spS00-40rev3. palf
44 Souppaya Muruglah and Karen Scarfone. “Guide to Emerpnse Patch Managemem Technologies.” NIST Special Publication 800-40 Revision 3. September 2012,
Accessed at /1 ov/publications/drafts/80( 1t-s0800-40rev3.pd
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incident response plan and program|

The National Institute of Standards and Technology Incident Response Plan*® lists 11 major
steps that should be performed when a technical professional believes that a serious incident
has occurred and the organization does not have an incident response capability available,

1. Document everything. This effort includes every action that is
performed, every piece of evidence, and every conversation with
users, system owners, and others regarding the incident.

2. Find a coworker who can provide assistance. Handling the incident
will be much easier if two or more people work together. For example,
one person can perform actions whie the other documents them.

3. Analyze the evidence to confirn that an incident has occurred. Perform
additional research as necessary (e.0., Intermnet search engines, software
documentation) to bstter understand the evidence. Reach out to other
technical professionals within the organization for additional help.

4. Notity the appropriate people within the organization. This should include
the chief information officer (CIO), the head of information security, and
the local security manager. Use discretion when discussing detalls of
an incident with others; tell only the people who need to know and use
communication mechanisms that are reasonably secure. (If the attacker has
compromised emall services, do not send emails about the incident.)

5. Notify US-CERT and/or other external organizations
for assistance in dealing with the incident.

6. Stop the incident if it is stil In progress. The most common way to do this
is to disconnect affected systems from the network. In some cases, frewall
and router configurations may need to be modified to stop network traffic
that is part of an incident, such as a denial of service (DoS) attack.

7. Preserve evidence from the incident. Make backups (preferably disk
image backups, not flle system backups) of affected systems. Make
copies of log files that contain evidence related to the incident.

8. Wipe out all effects of the incident. This effort includes malware infections,
inappropriate materias (e.g., pirated software), Trojan horse files, and any
other changes made 1o systems by incidents. I a system has been fully
compromised, rebuild it from scratch or restore it from a known good backup.

45 Cichonski, Paul, Tom Millar, Tim Grance, and Karen Scarfone. “Computer Securtty Incident Handling Guide.” NIST Special Publication 800-61 Revision 2. August 2012,
Accessed at hitp.//csre.nist. gov/publications/nisipubs/800-61rev2/SPS00-61reve, pdf
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9. Ildentify and mitigate al vulnerabilities that were exploited. The incident may
have occurred by taking advantage of vulnerabilities in operating systems
or applications. It is critical to identify such vulnerabilities and eliminate
or otherwise mitigate them so that the incident does not recur.

10, Confirm that operations have been restored to normal. Make
sure that data, applications, and other services affected by
the incident have been retumed to normal operations.

11.Create a final report. This report should detall the incident handling process.
It also should provide an executive summary of what happened and
how a formal incident response capability would have helped to handle
the situation, mitigate the risk, and limit the damage more quickly.

46 Cichonski, Paul, Tom Millar, Tim Grance, and Karen Scarfone. “Computer Securtty Incident Handling Guide.” NIST Special Publication 800-61 Revision 2. August 2012,
Accessed at fiip v/ publications/nisipubs/800-61rev2/SPE00-61rev2. paf
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operationa
Dest practices/checklist

did you know'?

0 Email is one of the easiest ] It's not a matter of if, but

ways to dupe your employees
into giving their user ID and
password up to a stranger.

Your endpoint anti-virus
solution can catch a significant
number of emails that have
malicious software that

could infect your network.

Patching your desktops

is an integral part of a
strategy to prevent malicious
software sent via email from
affecting your network.

Many malicious Internet
attacks come in the form of
email from companies that
you normally do business
with, from people you may
indirectly know or using

the promise of prizes or
money to tempt you to
open a malicious piece of
software or Internet link.

when, you will have to
respond to an incident.

Without cooperation and
preplanning across [T,
business and executive
management your incident
response plan will fall short.

You can require the
companies that respond

to network equipment
requests for proposal/quote/
information (RFP/Q/I) provide
you with a review of your
existing environment and

a configuration for the new
device to work securely

in your environment.

Employees will have
diverse types of devices
that will still require central
management tools.



It may seem as if creating a security program within your organization is complex.
Actually, it's a development process with simple foundational elements you can use as
reference points, which may make you feel much more comfortable moving forward.
You have probably made some mistakes and will probably continue to make mistakes
in the future. Your organization can benefit greatly if you can learn from these mistakes
and incorporate what you learn into your security program.

Understanding your business
workflows will provide you with the
pest indicators on how to manage
data across your [T systems.

Gartner predicts that half of employers
will require employees to supply their
own device for work purposes by 2017.
Many IT organizations fail to incorporate
an upgrade of the logging capabilities
when adding new systems or

increasing the network connectivity
between internal networks or their
enterprise and the Internet.

Many organizations avoid doing
penetration testing for the fear that it will
‘break” some critical internal IT system.

Only by understanding your IT
infrastructure as a whole can you

truly have an enterprise view of your
vulnerabilities. Then and only then can
you begin to compare the incoming
threat data against those vulnerabilities
to clearly discern your enterprise risk.

The combination of antivirus, patching
and encryption of each endpoint is
great progress for an organization

but it is not everything your security
organization has to have in place to
keep your organization secure.

Websites that contain explicit material,
allow gambling, or the download of
illegal software, etc. are in a great many
cases carrying or are linked to malware.

Any link on any site has the potential
to infect you with malicious software
or bring you to a malicious website.
You can place your cursor over the
link without clicking to preview where
the link will actually take you.

Incident response plan development
is not as onerous as some of your
staff may think. You can start simple
and as you practice those involved
will naturally fill in the gaps as part

of their incident remediation plan.

This tool was developed by Sebron K. Partridge,

NACo member and Chief Information Security Officer of Riverside County, California.
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the road ahead

By Chris Rodgers
Commissioner of Douglas County, Nebraska
Immediate Past President, National Association of Counties

For many years, America’s counties have prepared for floods,
hurricanes, tornadoes, wild fires, and other traditional disasters,
but not until recently have we given adequate attention to the

destruction that can happen in our “the cyber ecosystem.”

Cybersecurity is one of the top issues of the next century and NACo
is proud to be the first of the government trade organizations to
elevate the subject to a level of adequate prominence. Whether it
IS information from arivers licenses, medical records or criminal
investigations, counties are responsible for some of the most
sensitive information an individual possesses and with that in mind,
we are positioning our organization and membership for the long

haul when it comes to cybersecurity importance in today’s society.

| want to thank everyone who made this possible and ask for
your continued support as we work to establish a public/private
partnership that prepares our counties and our country to thrive

and advance in this technology centered society.

— Chris Rodgers
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During his term as NACo President,
Commissioner Rodgers made cybersecurity
a priority. This guidebook is one result of his
vision to educate NACo members about the
scope of the problem and provide them with
resources, information, and programming to
address the emerging threat.

We at NACo hope that you find this guide-
book useful as you continue the important
work of securing your county's networks. In
addition to case studies and recommenda-
tions provided herein, we also encourage
you to review the recommendations of the
Deloitte-National Association of State Chisf —— .
Information Officers (NASCIO) Cybersecurity —

Study. The study was conducted by NASCIO NM:[]gA;'ggﬁ
and the consulting firm of Deloitte LLP to SYMPRaIm
assess the securtty of state digital data and ~ § - ‘ EB»] i
cyber assets administered by states. It high- i atw
lights the challenges that states and chief
information officers and information security
officers face in protecting states’ critically important systems and data, which are many
of the same challenges facing counties today. The survey calls for greater collaboration
among government [T staff, business staff, executive staff and elected officials when it
comes to protecting digital data and cyber assets.*

47 Deloitte-NASCIO Cybersecurity Study. Oct. 26, 2012,
Accessed at
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the 2012 Deloitte-NASCIO
cyoersecurty stuady recommenaations

Assess and communicate security
risks: Adopt a uniform security
framework such as the Federal NIST
standard, perform regular compliance
assessments against the framework
across agencies, and communicate
risks to relevant business stakeholders.

Better articulate risks and audit
findings with business stakeholders:
Routine reporting of cybersecurity
threats, projects, and status is
essential to building support for
security and privacy initiatives.

Explore creative paths to improve
cybersecurity effectiveness within states’
current federated governance models:
Create cybersecurity competency centers
Or pursue a shared services model to
maximize the use of scarce qualified
personnel resources, technology, and
dollars to avoid duplication of effort
across agencies and departments.

Focus on audit and continuous
monitoring of third-party compliance:
With greater use of outsourcing, more
needs to be done to manage the growing
shared risk. States must communicate
cybersecurity policies and practices to
partners, including local governments,
and regularly use specific metrics

to assess how well these protective
measures are being followed.

Raise stakeholder awareness to combat
accidental data breaches: Better, more
effective user education is a huge
opportunity —because the number

one cause of security breaches is user
error. Balance the cost of education

and the disruption to individuals

against the benefit of keeping the

state out of the headlines—and it's

Clear the investment is a sound one.

Aggressively explore alternative funding
sources including collaboration with
other entities: Leave no stone unturned
in the hunt for additional funding for
security and privacy initiatives. Identify
agency initiatives with federal funding
and help make sure cybersecurity
requirements are considered and
addressed. Use what's learned to benefit
state agencies and their partners.

Make better security an enabler of the
use of emerging technologies: Leverage
the strong motivation of business leaders
to embrace new technology to improve
program effectiveness by building
effective security measures and using
them as an enabler. Identify and agree
0N a core security services taxonomy

to serve as a common vocabulary

for describing services that must be
provided to meet the requirements

of security standards frameworks
defined by the federal government

and various standards bodies.*®




Content is copyright protected and provided for personal use only - not for reproduction or retransmission.
For reprints please contact the Publisher.



appendix 1:

acknowledgements

NACo is grateful to numerous individuals who contributed

to the publication of this guidebook.

AT&T

Jodi Chapin
Lisa Young
James Knopka
Steve Hurst
Kim Bilderback
Chris Boyer

NACo Cyber for Counties Task Force
Mary Ann Borgeson

Chris Rodgers

Sebron K. Partridge

Ralph Johnson

NACo Professional Development,
Education and Training Division

Karon Harden
Emily Star
Dan Gillison
Matt Chase

Center for Internet Security/MS-ISAC
Kristin Judge

Rich Comeau

Tom Duffy

Krista Montie

Laura lwan

Adnan Baykal

Department of Homeland Security
Kelvin Coleman

Erin Meehan

Janet Quist

Taylor Price

appendix 1. acknowledgements

65

Content is copyright protected and provided for personal use only - not for reproduction or retransmission.
For reprints please contact the Publisher.



66

appendix 2: additional
resources for counties

The U.S. Department of Homeland Security (DHS) Office of Cybersecurity and
Communications (CS&C) partners with the public and private sectors to improve the
cybersecurity of the nation’s critical infrastructures by facilitating risk management activities
that reduce cyber vulnerabilities and minimize cyber-attacks. Within CS&C, the State, Local,
Tribal, and Territorial (SLTT) Cybersecurity Engagement Program fosters the relationships
that protect the country's critical infrastructures.

{partnership opportunities}

N The Critical Infrastructure Partnership  Advisory Council (CIPAC) is a
partnership between government and critical infrastructure owners and
operators, which provides a forum to engage in a broad spectrum of critical
infrastructure protection activities like the Cross-Sector Cybersecurity
\Working Group. To learn more, email cipac@dhs.gov.

N The Information Technology-Government Coordinating Council (T-GCCO)
brings together diverse federal, state, local, and tribal interests to identify
and develop collaborative strategies that advance [T critical infrastructure
protection. The [T-GCC serves as a counterpart to the [TSector Coordinating
Council (IT-SCO).

N The Multi-State Information Sharing and Analysis Center (MS-ISAC), a divi-
sion of the not-for-profit Center for Internet Security, is a collaborative ef-
fort based on a strong partnership with DHS and the SLITT Cybersecurity
Engagement program. The MS-ISAC has been designated by DHS as the
key resource for cyber threat prevention, protection, response and recov-
ery for the Nation's SLTT governments. Through its state-of-the-art 24/7
Security Operations Center, the MS-ISAC serves as a central resource for
sftuational awareness and incident response for SLIT governments, at no
cost to its members. In partnership with DHS and the (SLTT) Cybersecu-
rity Engagement Program, MS-ISAC provides cybersecurity support and
services to SLI'T governments, For more information, visit the MS-ISAC at
www.msisac.org or contact them at info@msisac. org.
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{cyber assessments evaluations and reviews}

N\ The Cyber Resilience Review (CRR) is provided by DHS to SLTT governments
as a free service and involves a one-day, onsite interview that examines the
overall practice, integration and health of an organization's cybersecurity
program. The CRR is based on the CERT Reslience Management Model
(CERT-RMN) (htto.//cert. org/resilience/rmm.himi). For additional information or to

request a CRR, email CSE@hq.dhs.gov.

N The Cybersecurity Evaluation Tool (CSET®) is a self-contained software tool
which runs on a desktop or laptop computer. It evaluates the cybersecurity
of an automated, industrial control or business system using a hybrid risk
and standards-based approach, and provides relevant recommendations
for improvement,  For all information regarding CSET Assessments please
visit, hiip.//ics-cert.us-cert. gov/Assessments. This site will give you an overview of
the assessment tool, purpose, key benefits, and how to obtain CSET,

N The DHS Cybersecurity Assessment and Risk Management Approach
(CARMA) is a flexible, repeatable, and reusable cyber risk management
approach to help state and local governments, CIKR sectors, and other
public and private sector organizations manage cyber critical infrastructure
risk. CARMA helps public and private sector partners assess, prioritize and
manage cyber infrastructure risk by providing a picture of sector-wide risks
for different categories of cyber critical infrastructure. For more information,

email CS&C_IER@hq.ahs. gov.

{software assurance assistance}

N The Software Assurance Forum brings together members of government,
industry and academia with vested interests in software assurance, semi-
annually, to discuss and promote integrity, security and reliabiity i software,
For more information, Visit: htips./buildsecuriyin,us-cert. gov/swa/forums-and-working-groups.

N ‘Building Security In" (BSl) is a collaborative effort to provide tools, guidelines
and other resources, which software developers, architects and security
practitioners can use to build security into software in every phase of
development. For information, visit: hitps://buildsecurilyin.us-cert. gov/swa or

email software.assurance@ahs. gov.

N Cyber Exercises — directly supports state, local, tribal, and territorial cyber exer-
cise, design, development, and execution, Cyber exercises familiarize SLTT cy-
ber stakeholders with the roles, responsibilities, policies, plans, and procedures
related to cyber incidents. DHS provides direct cyber exercise support to SLTT

organizations upon request. For more information, contact CEP@ahs. gov.
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{cyber incident and emergency response}

N The National Cybersecurity Communications Integration Center (NCCIC), is a
24xX7 cyber monitoring, analysis, incident response, and management center
that is the national nexus of cyber and communications incident integration for
the federal domain, inteligence networks, law enforcement, the private sector,
State, local, tribal, and territorial governments, and international partners. The
NCCIC organizationally encompasses the US-CERT and ICS-CERT cyber
emergency response capabllities, detalled below. For more information, visit:
www.ahs. gov/about-national-cybersecurity-communications-integration-center.

N The United States Computer Emergency Readiness Team (US-CERT)
brings advanced network and digital media analysis expertise to bear on
malicious activity targeting our nation's networks. US-CERT develops time-
ly and actionable information for distribution to federal departments and
agencies, state and local governments, private sector organizations, and
international partners. In addition, US-CERT operates the National Cyber-
security Protection Systermn (NCPS), which provides intrusion detection and
prevention capabilliies to covered federal departments and agencies. The
US-CERT's National Cyber Alert System (NCAS) delivers timely and ac-
tionable information and threat products including alerts, bulleting and tips
for users of all technical levels. Visit www.us-cert gov/cas/signup.him/ 1o subo-
scribe or visit, www.us-cert.gov for more information,

N Industrial Control Systems Cyber Emergency Response Team (CS-CERT)
reduces risk to the Nation's critical infrastructure by strengthening con-
trol systems security through public-private partnerships. ICS-CERT has
four focus areas: situational awareness for CIKR stakeholders; control
systems incident response and technical analysis; control systems vul-
nerability coordination; and strengthening cybersecurity partnerships with
government departments and agencies. To report suspicious cyber activity
affecting |CS, visit, hitp.//ics-cert.us-cert.gov, call the ICS-CERT Watch Floor at
877.776.75685 or emall ics-cert@dhs.qov.

N MS-ISAC Reporting If you would like to leverage the MS-ISAC for malware
analysis, computer forensics, network forensics, incident response or
onsite response, please contact our 7x24 Security Operation Center by
calling 1-866-787-4722 or emalling soc@msisac. org.
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{outreach and awareness}

N National Cyber Security Awareness Month (NCSAM), held during the
month of October each year, proactively advances preparedness through
increased awareness and information sharing. Since inception in 2004,
NCSAM has been formally recognized oy Congress, federal, state and
local governments, as well as leaders from industry and academia. The
SLIT Cyoersecurity Engagement Program collaborates with state and local
governments to sponsor events and activities throughout the country and
disseminate Awareness Month messages. For more information, contact
SLTTCyber@hq. ahs. gov.

N The Stop. Think.Connect. Cyber Awareness Coalition provides SLTT gov-
ermments with the opportunity to demonstrate leadership on cybersecurity
by working directly with DHS and the Stop. Think.Connect. Campaign to
promote awareness about cyber threats and online safety practices both
within their organizations and to the general public. For more information,
emall stopthinkconnect@dhs.gov or visit www.dhs. gov/stopthinkconnect.

{additional resources}

N Securing our eCity Foundation: The Securing Our eCity Organization pro-
vides awareness of potential cyber security risks and offers free information,
resources and education on protecting your family, business, the aging
population and youths in a rapidly changing technology-driven environment,
For information, visit: htip.//securingourecity.org.

N The AT&T Cyber Security Essentials for State and Local Governments
provides a guide that shares best practices for policy and governance,
operations and worst-case scenarios. For information, visit:
wyw.corp.att.comy/stateandiocal/docs/cyber_security_essentials. pa.

N The Top 10 Vulnerabilities Inside the Network article from the Nov.
8, 2010 online publication, Network World, lists the top 10 ways a
computer network can be attacked from inside and what an IT staff
can do to guard against cyber intrusions. For information, visit:
www. networkworld, com/news/tech/2010/1 108 10-network-vulnerabilities. himl,
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