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Copyright 20012007, The Center for Internet Security (CIS)

TERMS OF USE AGREEMENT
Background.

The Center for Internet SecuritydIS") provides benchmarks, s@og tools, software, data,
information, suggestions, ideas, and other services and materials from the CIS website or
elsewhere (Products"’) as a public service to Internet users worldwide. Recommendations
contained in the ProductsRecommendation¥) resut from a consenssuilding process that
involves many security experts and are generally generic in nature. The Recommendations are
intended to provide helpful information to organizations attempting to evaluate or improve the
security of their networksystems, and devices. Proper use of the Recommendations requires
careful analysis and adaptation to specific user requirements. The Recommendations are not in
any way intended to be a "quick fix" for anyone's information security needs.

No RepresentationsWarranties, or Covenants.

CIS makes no representations, warranties, or covenants whatsoever as to (i) the positive or
negative effect of the Products or the Recommendations on the operation or the security of any
particular network, computer system, netiwdevice, software, hardware, or any component of
any of the foregoing or (ii) the accuracy, reliability, timeliness, or completeness of the Products
or the Recommendations. CIS is providing the Products and the Recommendations "as is" and
"as availableWwithout representations, warranties, or covenants of any kind.

User Agreements.

By using the Products and/or the Recommendations, | and/or my organizéfie égree and
acknowledge that:

1. No network, system, device, hardware, software, or compoaarbe made fully secure;
2. We are using the Products and the Recommendations solely at our own risk;

3. We are not compensating CIS to assume any liabilities associated with our use of the Products
or the Recommendations, even risks that result fro&s@legligence or failure to perform;



4. We have the sole responsibility to evaluate the risks and benefits of the Products and
Recommendations to us and to adapt the Products and the Recommendations to our particular
circumstances and requirements;

5. Nather CIS, nor any CIS Party (defined below) has any responsibility to make any
corrections, updates, upgrades, or bug fixes; or to notify us of the need for any such corrections,
updates, upgrades, or bug fixes; and

6. Neither CIS nor any CIS Party hasmll have any liability to us whatsoever (whether based

in contract, tort, strict liability or otherwise) for any direct, indirect, incidental, consequential, or
special damages (including without limitation loss of profits, loss of sales, loss of ageltona
reputation, loss of customers, loss of software, data, information or emails, loss of privacy, loss
of use of any computer or other equipment, business interruption, wasted management or other
staff resources or claims of any kind against us frond {arties) arising out of or in any way
connected with our use of or our inability to use any of the Products or Recommendations (even
if CIS has been advised of the possibility of such damages), including without limitation any
liability associated witlinfringement of intellectual property, defects, bugs, errors, omissions,
viruses, worms, backdoors, Trojan horses or other harmful items.

Grant of Limited Rights.

CIS hereby grants each user the following rights, but only so long as the user compleds wit
of the terms of these Agreed Terms of Use:

1. Except to the extent that we may have received additional authorization pursuant to a written
agreement with CIS, each user may download, install and use each of the Products on a single
computer;

2. Ead user may print one or more copies of any Product or any component of a Product that is
in a .txt, .pdf, .doc, .mcw, or .rtf format, provided that all such copies are printed in full and are
kept intact, including without limitation the text of this AgdeBerms of Use in its entirety.

Retention of Intellectual Property Rights; Limitations on Distribution.

The Products are protected by copyright and other intellectual property laws and by international
treaties. We acknowledge and agree that we arecqairang title to any intellectual property

rights in the Products and that full title and all ownership rights to the Products will remain the
exclusive property of CIS or CIS Parties. CIS reserves all rights not expressly granted to users in
the precedig section entitled "Grant of limited rights."

Subject to the paragraph entitled "Special Rules" (which includes a waiver, granted to some
classes of CIS Members, of certain limitations in this paragraph), and except as we may have
otherwise agreed in a itten agreement with CIS, we agree that we will not (i) decompile,
disassemble, reverse engineer, or otherwise attempt to derive the source code for any software
Product that is not already in the form of source code; (ii) distribute, redistribute, emcaetbe

rent, lease, lend, sublicense, or otherwise transfer or exploit rights to any Product or any



component of a Product; (iii) post any Product or any component of a Product on any website,
bulletin board, ftp server, newsgroup, or other similar meishaor device, without regard to
whether such mechanism or device is internal or external, (iv) remove or alter trademark, logo,
copyright or other proprietary notices, legends, symbols or labels in any Product or any
component of a Product; (v) removesie Agreed Terms of Use from, or alter these Agreed
Terms of Use as they appear in, any Product or any component of a Product; (vi) use any Product
or any component of a Product with any derivative works based directly on a Product or any
component of a Bduct; (vii) use any Product or any component of a Product with other
products or applications that are directly and specifically dependent on such Product or any
component for any part of their functionality, or (viii) represent or claim a particuldrdeve
compliance with a CIS Benchmark, scoring tool or other Product. We will not facilitate or
otherwise aid other individuals or entities in any of the activities listed in this paragraph.

We hereby agree to indemnify, defend, and hold CIS and all affiters, directors, members,
contributors, employees, authors, developers, agents, affiliates, licensors, information and service
providers, software suppliers, hardware suppliers, and all other persons who aided CIS in the
creation, development, or méemance of the Products or RecommendatioGtS'Parties’)

harmless from and against any and all liability, losses, costs, and expenses (including attorneys'
fees and court costs) incurred by CIS or any CIS Party in connection with any claim arising out
of any violation by us of the preceding paragraph, including without limitation CIS's right, at our
expense, to assume the exclusive defense and control of any matter subject to this
indemnification, and in such case, we agree to cooperate with CIS ifetseef such claim.

We further agree that all CIS Parties are tmadty beneficiaries of our undertakings in these
Agreed Terms of Use.

Special Rules.
The distribution of the NSA Security Recommendations is subject to the terms of the NSA Legal

Noticeand the terms contained in the NSA Security Recommendations themselves
(http://nsa2.www.conxion.com/cisco/notice.Ntm

CIS has created and will from time to time create, special rules foeitgoers and for other

persons and organizations with which CIS has a written contractual relationship. Those special
rules will override and supersede these Agreed Terms of Use with respect to the users who are
covered by the special rules.

CIS hereby gras each CIS Security Consulting or Software Vendor Member and each CIS
Organizational User Member, but only so long as such Member remains in good standing with
CIS and complies with all of the terms of these Agreed Terms of Use, the right to distr&ute th
Products and Recommendations within such Member's own organization, whether by manual or
electronic means. Each such Member acknowledges and agrees that the foregoing grant is
subject to the terms of such Member's membership arrangement with CIS anderedgre, be
modified or terminated by CIS at any time.

Choice of Law; Jurisdiction; Venue


http://nsa2.www.conxion.com/cisco/notice.htm

We acknowledge and agree that these Agreed Terms of Use will be governed by and construed
in accordance with the laws of the State of Maryland, that any actiaw ar in equity arising

out of or relating to these Agreed Terms of Use shall be filed only in the courts located in the
State of Maryland, that we hereby consent and submit to the personal jurisdiction of such courts
for the purposes of litigating anyah action. If any of these Agreed Terms of Use shall be
determined to be unlawful, void, or for any reason unenforceable, then such terms shall be
deemed severable and shall not affect the validity and enforceability of any remaining
provisions.

Terms ofUse Agreement Version 2i102/20/04
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2 Introduction

This documenaddressethe security aspects of virtual machine technologies/Amgare ESX
Server 3.Xmplementations. While these topics cannot be completely separated from the
standard security issues of operating a ays£omputer or basic issues of running the
individual operating systems involved, this docurdeptimary focuds on virtual machine
security issues. For this reason, we do not cover all of the steps needed to hagdestthe
operating systemdhe Cater for Internet Security has multiple documentisich address guest
operating system security recommendatiGtescommendations are based on a variety of public
sources and input from members of the Center for Internet Security (CIS).

2.1 CIS Virtual Machin e Security Guidelines

General information about virtual machines and the security conassosiated with them can
be found in theCIS Virtual MachineSecurity GuidelinesThis whitepapeaddressesecurity
concerns that apply generally to VM technolegi€herecommendations contained withirare
vendor neutraand should apply to most virtualization deployments. Recommendatiobasae
on a variety of public sources and input from members of the Clentietternet Security.

For further reading see

http://www.cisecurity.com/bench vm.html

2.2 Audience

This document is intended for system administrators, but should be read by eespmresible

for installing and/or configuring Virtual Machinels. the context of this document, a system
administrator is defined as someone who can create and manage accounts and groups,
understands how operating systems perform access control, understands how to set account
policies and user rights, is familiar widuditing and read audit logs, and can configure other
similar systenrelated functionality.

2.3 Service Console Operating System*

Whenever possible, trecommendations for hardening the Service Console (sometimes called
the "COS"for Console OS) areotedwith an asterisk (*) at the end of the title to make them
appeadistinct from those that pertain to hardeningtlgpervisor layer and ensuring VM

isolation.

2.4 Data Isolation

One of the key issues that separates virtual computing from physical computiegssue of
data isolation. The ability of a virtual machine to isolate data from the other guests is a key factor
in determining the deployment and implementation in an environment.

John Scott Robin and Cynthia E. Irvine wrote a white paper in 20001t e d , AAnal ysi s ¢
Pentiumdébs Ability to Support a Secure Virtual
the following:


http://www.cisecurity.com/bench_vm.html

"After defining a strategy to Avirtualizeo th
determine whether Rentiumbased secure virtual machine monitor is able to securely isolate

classified from unclassified virtual machines could be built. We conclude that current VMM

products for the Intel architecture should not be used as a secure virtual machine'monitor.
http://www.cs.nps.navy.mil/people/faculty/irvine/publications/2000/VNbeNix080611.pdf

In contrast, recent papers reviewing more current haedsigpoport the ability of modern

processors to provide appropriate isolation. It is imperative that the underlying processor be
known when making decisions about mualassification VM guests created on a single host
system. A security best practice astéke the position of treating the virtual machine platform

with strongest security controls needed to protect the most sensitive data in the guest operating
systems, regardless of the hardware architecture (Intel, AMD, Bochs, etc) or virtualization
techrology.

This document will address data isolation in terms of protecting data of the same classification
on a particular host. Protecting dissimilar classifications on a single host may be done using
appropriately certified hardware and operating systéotss outside the scope of this

benchmark document.

For further reading see:

e www.intel.com/technology/magazine/computing/intetualization0405.pdf

e http://www.amd.com/us
en/assets/content_type/white_papers_and_tech_docs/41632A_Virtualization_ WP.pdf

o http://www.cs.nps.navy.mil/people/faculty/irvine/publications/2000/VNBENiIX00

0611.pdf
e http://web.mit.edu/Saltzer/wmw/publications/protection/

e http://research.microsoft.com/~yuqunc/papers/ngsch.pdf

2.5 VM Escape

Virtual Machines allow us to share the resources of the host computer and providanisolati

between VMs and their host. In an ideal world, a program running inside a virtual machine

would not be able to monitor, affect or communicate with another program on the host or another
VM. Unfortunately, this can happen, due to architectural limitation t he VM vendor 6s
to isolation, or bugs in the VM technology.

In the worst case, a program running inside a virtual machine would be able to completely
bypass the VM layer, getting full access to the host system. The term for this is "VM escape"
Because of the host's privileged position in controlling the other VMs, this is a complete
breakdown in the security model of the syst&ims problem may be compounded significantly
by unfettered file sharing between host and guest operating systems.

There have been demonstrations of this technique shown forpaidéed versions of VMware
Workstation. While we are not aware of similar demonstrations for ESX Server at the time of


http://www.cs.nps.navy.mil/people/faculty/irvine/publications/2000/VMM-usenix00-0611.pdf
http://www.intel.com/technology/magazine/computing/intel-virtualization-0405.pdf
http://www.amd.com/us-en/assets/content_type/white_papers_and_tech_docs/41632A_Virtualization_WP.pdf
http://www.amd.com/us-en/assets/content_type/white_papers_and_tech_docs/41632A_Virtualization_WP.pdf
http://www.cs.nps.navy.mil/people/faculty/irvine/publications/2000/VMM-usenix00-0611.pdf
http://www.cs.nps.navy.mil/people/faculty/irvine/publications/2000/VMM-usenix00-0611.pdf
http://web.mit.edu/Saltzer/www/publications/protection/
http://research.microsoft.com/~yuqunc/papers/ngscb.pdf

this release, it is not inconceivable that an escape could be créateithis reason, when a
virtual machine environment is established, one should consider setting up additional security

layers to handle the possibility that a rogue application in a virtual machine could start execution
on the host.
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3 Preconditions
This setion details the steps that should be taken before attempting to harden the ESX Server.

The commands provided in this document are bash shell commands. All should run without
modification on a standard VMware VI3/ESX system. There are a few suggestmrnigteeir
use.

If two or more lines t@re shown in the action areartom, we encourage you to run them from a
shell script file rather than pasting them directly in ansession oterminal to the shell. There

can be line wrapping, linermination and quoting issues with the latter. To make a shell script,
do the following:

¢ Create a file with your favorite editor, such as:

vi /root/ myscript.sh

e Put this as the first line in the file:

#!/bin/bash

e Paste the commands you wish to run from theberark into the file.

¢ |If any of the lines end in &"; make sure that's the last character on the line. The line
feed must immediately follow it, with no trailing spaces or tabs.

e Once you've saved the script, make it executable with:
chmod 700 /root/ nyscript.sh
Note:

If you're pasting from Windows or a Macintosh, make surditia file has the Unix style of

line break; a single LF (Line Feeakscii 0x10). Files edited on Windows will commonly have a
CR (Carriagereturn, 0x13) followed by LF. T&causes odd errors including shsatipts that
can't be run; the typical "Command not found" error cobeeswuse it appears you've asked for a
shell of"/bin/bash®M ", not"/bin/bash  ".

If you suspect this is happening, edit the file with lines thathave he Windows CR/LF
linefeeds will appear tbave a CtdM atthe end:

#!/bin/bash”™M
cd /etc™M
etc...

Remove the "M's by deletirtgis last byte from each lin@his will leave just the LF linefeed.
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3.1 Validate the System Before Making Changes

Ensurirg your system is functioning properly before you make a change is a prudent system
administration best practice and will save hours of aggravation. Applying this Benchmark to a
system that may have operational issues increases the complexity of troothgsaond may

lead to undesirable results when implementing this benchmark.

Examine the system and application I¢ysur/log ). Key words to look for include, but are
not limited ta error , warning , critical , andalert

Resolve all issues before contiimg.

3.2 Backup Configuration Files

Before making any changes to a configuration file in this benchmark, you should backup and
protect thmod 600 filename ) the file. When backing up files manually, we recommend
adopting a naming convention suchfdepname. orig . A backup script has also been
provided in AppendiA.

WARNING:

It is strongly recommended that administrators make backup copies of critical
configuration files that may be modified by various benchmark items before performing
the steps of this benhmark.

If this step is not performed, then the system administrator may have no reasonaioletback
strategy for reversing system modifications made as a result of this document. The script
provided in Appendix B of this document will automaticallgbkap all files that may be

modified by the actions below. Assuming the administrator is in the directory where the script
resides, the command to execute the backup script is:

Jdo - backup.sh

One of the byproducts of the th@ckup.sh script isoot/do - restore.sh  , which is
dynamically generated based on the results ofithebackup.sh  script. To roll back the
changes performed by this benchmankecute thelo- restore.sh script, and all changes
will be backed out. Since not all ESX Server installatwitisbe identical, thedo-

restore.sh script is created based on the files that actually existed at the tiyeclop.sh
was run.

Note:

If you make any changes manually to any of the files that were preserveebagkdgp.sh
those changes will be loathendo- restore.sh Is executed. It may be prudent to delete the
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do- restore.sh script once you have validated the changes to prevent inadvertently undoing
the changes.

3.3 Keep Systens Patched

It is critical that an organization develaformal proces$or keeping ugto-date withapplicable
vendor patched/Mware uses three categories for patches: Security, Critical, and General. The
patch # refers to KBknowledge baseajrticle numbethat goes into more detail. VMware will
(usually)issuea KB articlewhen they become aware of security vulnerabilities and other serious
functionality issuedefore they issue a patch. Howeuers up tothe organizatioro actually
download and install these patchdatches should typically be evaluated in a test amwient,
before being implemented into a QA/Production environment.

Only VMware releasegatchesand tools (such assxupdate ) should be implemente®o not
use RedHat or third party patches or tools sughuasor rpm to update the systebecause
VMware ha made modifications to the system and kernel.

VMware patches can be downloaded here:
http://www.vmware.com/download/vi/vi3_patches.html

See section ASecuritwblPdtdclyeScamithi 8gc Soift waVv e
www.vmware.com/pdf/ivi3_server_config.pdf

See APat ch Manage mehitp:/wiwvovmwaEeSon/pBfeesxy eskupdate.pda t

S e &I 3fUpgrade & Patchiny Htp://www.vmwaretsx.com/download.php?asset_id=54

AA script to fully automate the ESX patching
http://vmprofessional.com/index.php?content=agfopatch

3.4 Establish a BIOS Password

Before installingeSX Serveranorganization may choose to establish a strong BIOS password.
Establishing a strong BIOS passwaahreduce the exposure of a system compromise via
physcal access.

Be aware thatstablishing a BIOS passwoodn havea potentially negative effect of limiting the
ability to remotely reboot the server.

3.5 Configure BIOS Boot Devices

An additional countermeasure to mitigate the threat of a physical atte@kfiguring the BIOS
boot sequencd.his can beaccomplisiedby disabling the server's ability to boot off all Aoard
disk devices, including floppy, GROM, and USB.
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3.6 SSH

The settings in this section attempt to ensure safe defaults for both thewctighe server.
Specifically, both the ssh client and the sshd server are configured to use only SSHv2 protocol,
as significant security vulnerabilities have been found with the SSHv1 protocol. Disabling
support for SSHv1 may cause compatibility issuestas still using the vulnerable SSHv1

protocol. These sites should endeavor to configure all systems to use only SSHv2 protocol.

Note:

A banner is added in tleshd_config  file (this banner will be created later and is discussed
in detail in sectiori2). If you choose not to implement a banner, you will have to remove the
reference tdetc/issue fromsshd_config  manually. Please read the section on the legal
use of banners before deciding to remove it.

Action:
Configuressh_config

unalias cp rm mv

cd /etc/ssh

cp ssh_config ssh_config.tmp

awk '/"#? *Protocol/ { print "Protocol 2"; next };
{ print } ssh_config.tmp > ssh_config

if [ ""egrep - | “Protocol ssh_config™ ==""]; then
echo 'Protocol 2' >> ssh_config

fi

rm ssh_config.tmp

di ff ssh_config - preCIS ssh_config

Configure sshd_config

cp sshd_config sshd_config.tmp
awk '/"#? *Protocol/ { print "Protocol 2"; next };

I"? *X11Forwarding/ \

{ print "X11Forwarding yes"; next };
I"#? *IgnoreRhosts/ \

{ print "l gnoreRhosts yes"; next };
I"#? *RhostsAuthentication/ \

{ print " RhostsAuthentication no"; next };
I"#? *RhostsRSAAuthentication/ \

{ print "RhostsRSAAuthentication no"; next };
I"#? *HostbasedAuthentication/ \

{pri nt"HostbasedAuthentication no"; next };
I"#? *PermitRootLogin/ \

{ print "PermitRootLogin no"; next };
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I"#E? *PermitEmptyPasswords/ \
{ print "PermitEmptyPasswords no"; next };
I"#? *Banner/ \
{ print "Banner /etc/issu e.net"; next };
{print}' sshd_config.tmp > sshd_config
rm sshd_config.tmp
diff sshd_config - preCIS sshd_config
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4 Installation Considerations
This section addresses concerns that should be addressed prior to, or during installation.

4.1.1 Protect against the RPot File System Filling Up

During installation, use the recommended disk partitioning scheme. If you need to manually
partition the disk, create separate partitiond fdhome , /tmp , and/var/log (or/ivar ). If
these patrtitions fill up, they can causeeaidl of service type scenario.

Figure 4-1 Disk Partitioning

Addi ti onal gui dance can be found in Appendi x
http://www.vmware.com/pdf/vi3_installation_guide.pdf

4.1.2 Do Not Create a DefaultNetwork for Virtual Machines During Installation
Action:

Ensure that when configuring the network elements during the installation of ESX that the
checkboxti | ed ACreate a default network for virtue
default.
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