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Terms of Use Agreement

Background.

The Center for Internet SecurityQlS") provides benchmarks, scoring tools, software, data, informa
suggestions, ideas, and other ser vi cRauctson)d :
public service to Internet users worldwide. Recommendations contained in the Products

( Recommendations ) r esul t f-uikdimy peocessdahatsneoives many security experts
are generally generic in nature. The Recommendasienstended to provide helpful information to
organizations attempting to evaluate or improve the security of their networks, systems, and devi
Proper use of the Recommendations requires careful analysis and adaptation to specific user
requirementsThe Recommendati ons are not in any wa
information security needs.

No Representations, Warranties, or Covenants.

CIS makes no representations, warranties, or covenants whatsoever as to (i) the positive er negg
effect of the Products or the Recommendations on the operation or the security of any particular
computer system, network device, software, hardware, or any component of any of the foregoing
the accuracy, reliability, timeliness, or coefeness of the Products or the Recommendations. CIS
providing the Products and the Recommendat.i
warranties, or covenants of any kind.

User Agreements.

By using the Products and/or the Recomnaehdi o n s , | and/ We ) myagaoregan
acknowledge that:

1. No network, system, device, hardware, software, or component can be made fully secure;
2. We are using the Products and the Recommendations solely at our own risk;

3. We are not compensating Cidassume any liabilities associated with our use of the Produc
the Recommendati ons, even risks that res

4. We have the sole responsibility to evaluate the risks and benefits of the Products and
Recommend#ons to us and to adapt the Products and the Recommendations to our partic
circumstances and requirements;

5. Neither CIS, nor any CIS Party (defined below) has any responsibility to make any correct
updates, upgrades, or bug fixes; or to notifpithe need for any such corrections, updates,
upgrades, or bug fixeand

6. Neither CIS nor any CIS Party has or will have any liability to us whatsoever (whether basg
contract, tort, strict liability or otherwise) for any direct, indirect, incidestaisequential, or
special damagd#cluding without limitation loss of profits, loss of sales, loss of or damage
reputation, loss of customers, loss of software, data, information or emails, loss of privacy,
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use of any computer or other equipméusiness interruption, wasted management or other
resources or claims of any kind against us from third padrsing out of or in any way
connected with our use of or our inability to use any of the Products or Recommendations
CIS ha been advised of the possibility of such damages), including without limitation any
liability associated with infringement of intellectual property, defects, bugs, errors, omissiot
viruses, worms, backdoors, Trojan horses or other harmful items.

Grant of Limited Rights.
CIS hereby grants each user the following rights, but only so long as the user complies with all of]
terms of these Agreed Terms of Use:

1. Except to the extent that we may have received additional authorization pursuant to a writt
agreement with CIS, each useray download, install and use each of the Products on a sing
computer

2. Each user may print one or more copies of any Product or any component of a Product thg
xt, .pdf, .doc, .mcw, or .rtf format, provided that altlsiwopies are printed in full and are kep|
intact, including without limitation the text of this Agreed Terms of Use in its entirety.

Retention of Intellectual Property Rights; Limitations on Distribution.

The Products are protected by copyright and atitellectual property laws and by international treati
We acknowledge and agree that we are not acquiring title to any intellectual property rights in the
Products and that full titte and all ownership rights to the Products will remain the exclugpeety of
CIS or CIS Parties. CIS reserves all rights not expressly granted to users in the preceding sectio
AGrant of | imited rights. o

Subject to the paragraph entitled ASpeci al
CIS Members, of certain limitations in this paragraph), and except as we may have otherwise agr
written agreement with CIS, we agree that we will not (i) decompile, disassemble, reverse engine
otherwise attempt to derive the source code for afiwace Product that is not already in the form of
source code; (ii) distribute, redistribute, encumber, sell, rent, lease, lend, sublicense, or otherwise
or exploit rights to any Product or any component of a Product; (iii) post any Productaomapgnent
of a Product on any website, bulletin board, ftp server, newsgroup, or other similar mechanism or,
without regard to whether such mechanism or device is internal or external, (iv) remove or alter
trademark, logo, copyright or other pragigary notices, legends, symbols or labels in any Product or
component of a Product; (v) remove these Agreed Terms of Use from, or alter these Agreed Terr
Use as they appear in, any Product or any component of a Product; (vi) use any Product or any
component of a Product with any derivative works based directly on a Product or any component
Product; (vii) use any Product or any component of a Product with other products or applications
directly and specifically dependent on such Produeany component for any part of their functionalit
or (viii) represent or claim a particular level of compliance with a CIS Benchmark, scoring tool or ¢
Product. We will not facilitate or otherwise aid other individuals or entities in any ottikéies listed
in this paragraph.

We hereby agree to indemnify, defend, and hold CIS and all of its officers, directondbers,
contributors, employees, authors, developers, agaffitgtes, licensorsinformation and service
providers, software gpliers, hardware suppliers, and all other persons who aided CIS in the creat|
devel opment, or maintenance GIf Partibse hafnlessdrancands
against any and all liability, losses, costs, and expenses (including wétde®ss and court costs)
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incurred by CIS or any CIS Party in connection with any claim arising out of any violation by us of
preceding paragraph, including without | i mi
defense and control ahy matter subject to this indemnification, and in such case, we agree to coqg
with CIS in its defense of such claim. We further agree that all CIS Parties arpdttiydbeneficiaries
of our undertakings in these Agreed Terms of Use.

Special Rules.
The distribution of the NSA Security Recommendations is subject to the terms of the NSA Legal |
and the terms contained in the NSA Security Recommendations themselves
(http://nsa2.www.coxion.com/cisco/notice.htm

CIS has created and will from time to time create, special rules for its members and for other perg
organizations with which CIS has a written contractual relationship. Those special rules will over
and supersedéese Agreed Terms of Use with respect to the users who are covered by the speci:

CIS hereby grants each CIS Security Consulting or Software Vendor Member and each CIS
Organizational User Member, but only so long as such Member remains in gatidgstaith CIS and
complies with all of the terms of these Agreed Terms of Use, the right to distribute the Products a
Recommendati ons within such Memberdéds own or
Each such Member acknowledges and agiesgisthe foregoing grant is subject to the terms of such
Member 6s member ship arrangement with CIS an
any time.

Choice of Law; Jurisdiction; Venue

We acknowledge and agree that these Agreed Terms afilbe governed by and construed in
accordance with the laws of the State of Maryland, that any action at law or in equity arising out @
relating to these Agreed Terms of Use shall be filed only in the courts located in the State of Mary
that wehereby consent and submit to the personal jurisdiction of such courts for the purposes of |
any such action. If any of these Agreed Terms of Use shall be determined to be unlawful, void, o
any reason unenforceable, then such terms sha#dmaetl severable and shall not affect the validity
enforceability of any remaining provisions.

WE ACKNOWLEDGE THAT WE HAVE READ THESE AGREED TERMS OF USE IN THEIR
ENTIRETY, UNDERSTAND THEM, AND WE AGREE TO BE BOUND BY THEM IN ALL
RESPECTS.
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1) Introduction

Mac OS X 10.5 Leopards a UNIX? operating system sold by Apple, Inbatonly runs on Apple
Macintosh hardward.eopardcomes withequipped witha number of applicatiorend featuresThis
document provides prescriptive guidance for securing the Leopard operating system, along with its
applications and features, in accordance with best prakkmeever, several optional applications and
features offerethy Leopard, includingCal, iChat, iTunes, Mail, the Gard dictionaries, Safari, X11,
andprinter driverswill not be discussed.

It is assumed that the readevéssed inperforming administrative configuration changes to the
Leopardoperating system. Additionally, recommendasiarticulatedwithin thisdocument are
intended to alignvith the Tiger Apple/NSA Guidelinésvith respect t@ontent and detailvhere
applicable.

1.1) Document Layout

Each benchmarlecommendatiowill presentedn a tabular format, as seen below, and sl
comprised of the following items:

Rule Number) <Rule Title>

Explanation A detailed descriptions and rationale for the recommendation.

Context Useror SystemUserannotated recommendatiomsist be applied on a per user bas
Systermannotated recommendatioaffect all local users of the operating system.

Level 1 or 2; See section 1.4 for a detailed description of levels.

Scoring Status | Scorable, Not Scordé, Not ApplicableDenotes whethesr notthe recommendation
is scorabléby basic auditing tools.

Caveats Securitytypically contendsvith conveniencandfunctionality. The caveats section
will notepotentialtradeoffs applicable to theecommendation.

Remediation Actions that must be performeddohieve the recommendednfigurationstate.

Audit Actionsthat alow oneto ascertain whether theperatingsystem ompplicationis
configured in accordance with thecommendationThese actions magquire
interacting with the operating system or applmatvia thecommaneline or graphical
interfaces.

Additional Info | References thairovide further guidance for the user.

1.2) Intended Audience

This benchmark provides recamrdations on security for users of Mac OS X 10.5 Leopard. The
recommendations are aimed at genprapose Mac OS X systems used by individuals and by
enterprise users. This document does not apply to users of Mac OS X Sepetiapurpose
configuratiors.

1
2
3

Mac OS X Leopard is a registered trademark of Apple, Inc.
UNIX is a registered trademark of The Open Group.
Seehttp://images.apple.com/server/pdfs/Tiger_Security Config_021507.pdf
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1.3) Practical Application

Security is always a balance between conveniguoetionalityand protection. Users and
organizations using this document to help secure their Macintosh computers should weigh each
recommendatios merits against the ugeior oganizatio® seeds. Some recommendations are
relativelyinnocuouswhile others maynore obviouslyeduce or restrict functionality. Wérepossible
the benefits and caveats of each recommendat®explairedto aide users and organizatianghis
determiration

1.4) Security Levels Explained
Each recommendation is annotated witleael The following describes the significance of each level.

Level I
1 Can be understood and performed by system administrators with any level of security
knowledge and experience;
1 Are unlikely to cause an interruption of service to the operating system or the applications that
run on it; and
1 Can be automatically nmitored either by CIS Scoring Tools or by CIS Certified tools available
from security software vendofs.

Level 2:
91 Prudent security beyond the minimum level
1 May affect operating system functi@md are therefore of greatest value to system
administrators who have sufficient security knowledge to apply them with consideration to OS
functions and software applications running in their padrcenvironments.

1.5) Precursor Technical Information

A majority of therecommendationkereincan be performed from the GUHowever, smerequire

interaction at the command lind/hae possible the remediation section witirovide steps for both
appoachesin many casesnanaging property list files, @lists may be required’roperty lists may

be managed through tldefauts command or similamedanism such as th@istlib Python module

the Parental Controls featyeer a di rectory service with the Aprg
OS X Server)Se e 1 ma n odneoife anformatiesn@ithdtcommand.

Many recommendations refer to the /ét@r, or /tmpdirectaies Technically, thee directories are
merely soft links to /private/etc, /private/var, and /private/tmp, respectiViegse shorthand versions
are providd by Leopardo maintainconformancevith other UNIX systems

*  As of Febuary 2008, no scoring tool is available for Mac OS X.
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1.6) Basic Security Principles

1. Awareness is the best security tool.

2. Without good physical security there is NO security. No matter how well you configure a
system for seaity, a person with physical access to the hardware does have full access to your
data.

3. The security and integrity on a system are t

4. Backups of user data are essential. Copies of disaster recovery backupsemdiatar

backups should be stored off site.

An unmanaged or poodyanaged system is a threat to the entire network.

Use Privileged Accounts only when required.

oo
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2) Benchmark Elements

2.1) Installation Action Items

Security starts when the operating system is installed. There are a number of itenssderavhen a
new system is set up for the first time, or when an existing system is repurposed.

2.1.1) Securely erase the Mac OS X partition before installation

Explanation One never knows what is on a hard drive when one recgigemputer, even new
from Apple. Spyware or other malware may be present on a hard drive, so the sg
course of action is to erase (reformat) the drive. Using the erase capability of Dis
Utility (found on the Mac OS X Install DVD) will only erase the directory structure
disk ard leave its contents intact. To make sure everything on the disk is erased,
Secure Erase feature of the Disk Ujilhust be used.

Context System

Level 2

Scoring Status| Not Scorable

Caveats This process can take a long time.

Remediation | Boot fromthe Mac OS X Install DVD

Select a Language

Select Disk Utiliy from the Utilities menu

Select the disk to install Mac OS X on in the left panel
Select thdiEras® tah.

Click on the Security Option button

Choose nZe@andtheotuhh ®Kdfa brat t o
Click thefi Ease button

Audit None

Additional Info | None

2.1.2) Do not connect to the Internet when setting up a Mac

Explanation The internet is where most of the bad stuff is located, so connecting to the interr
expose the Mac to attacks and makvaivhen setting up a Mac it is a good idea ng
connect to the internet until the Mac is secure.

Context System

Level 2

Scoring Status | Not Scorable

Caveats May require extra hardware

Remediation The primary reason to connect to the internet befdda@is secure is to update the
operating system. There ahgeeoptionsto provide additional safety whempdaing
and secung a Mac before connecting it to the interaetarge

1. Install all the necessary updates from local media.
2. Connect the computelirectly to a hardware firewall/router with no other
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computers connected to the firewall/router. Use Software Update to upds

computer.
3. Update from a trusted Mac OS X S¢
isolated internal network.
Audit None
Additional Info | None

2.1.3) Install Mac OS X using Mac OS Extended Journaled disk format

Explanation This type of file system is the most compatible and supports gie builtin security
features of Mac OS X.

Context System

Level 1

Scoring Status | Not Smrable

Caveats None

Remediation None

Audit None

Additional Info | None

2.1.4) Do not install any unnecessary packages

Explanation Unneeded softwanennecessarily increases the attack surface of the system.

Context System

Level 1

Scoring Status | Not Scorable

Caveats If the software is later needdtiwill need to be installednd updated

Remediation I n the AEasy I nstal]l on partition_n
packages, languages, or print drivers that you do not plan on using. Do not insta
unless the user has a need for it.

Audit None

Additional Info

Use ofdiskimagng technology, such as Apple System Image Utility (included wit
Mac OS X Server) or othehird party image utilities, is recommended wherever a
standard image can be used. Deployment of standard images is beyaupéhefs
this documentbut a list of some imaging technologies is listed in AppeAd

2.1.5) Do not transfer confidential information in Setup Assistant

Explanation The Setup Assistant will prompt the user for name, address, phone numizel, e
addressand other information.f ou dondét want per sona
Apple, skip this step.

Context System

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation In the Registration Information scregmess Comman@ to quit. Click theiSkipo

button to bypass thregistration process.
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Audit

None

Additional Info

None

2.1.6) Create administrator accounts with difficult -to-guess names

Explanation Simple names lik@Administraton or iAdmino are easy to guess, and provide an
attacker some information needed to break angystem. Use a difficutb-guess
name for accounts with administration privileges to the Mac

Context System

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation When creating the first account in the Sefgsistant, use a difficutb-gues name.

Audit None

Additional Info

This applies to both the long name and short name, either of which may be use
in to the computer through various login mechanisrhe. short name is likely to ha
the widest exposure.

2.1.7)

Create complex passwords

for administrator accounts

Explanation

Passwords are the primary protection againsiuthorizedccess. Accounts with
administratve privileges are the most important to protddtereforeusing a
complex password for these accounts iy waportant.

Context

User

Level

1

Caveats

A complex password may be difficult to remember, so some users will write ther
down. If the password is written down, it should be kept is a safe place, preferal
sealed in an envelope and locked up.

Remediabn

Apple provides &asswordAssistant in the dialogs used to set password. When

setting a password, click on the key icon to the right of the New Password field {
display the assistant. Make sure the password for the administrator account sha
guality of green. Make sure the quality meter is about halfway across or more.

Alternatively, use a password is at least 10 characters, and three of the followin
items. Make sure the password does not contain a name or word found in the
dictionary.

1 Upperase letter

1 Lowercase letter

1 Punctuation characters

1 Numbers

Audit

None

Additional Info

If you are color blind you may not be able to determine the quality of the passw
from the password assistahiowever,numericpassword qualitinformationmay be
retrieved by hovering the cursor over the quality meter.
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The Apwpolicyo tool can be
services, but the policies do not apply to administrkseel users.

u s eXdirgctory

2.1.8) Do not enter a password -related hint

Explanation A password hint will help you remember your passwordniayalso help an attacke
to guessg/our password.

Context User

Level 1

Scoring Status | Not Scorable

Caveats The absencef a password himhaymake remembering a password more difficult.
Additionally, if using FileVault, not setting a hint may not allow amu® use a
Master Password to reset a user account password.

Remediation In the System Preferences: Accounts: Change Password dialog, enter the apprg
hint.

Audit None

Additional Info

Organizations might consider entering an organizational help gleone number or
other text (such as a warning to the user). A help desk number is only appropria
organizations with trained help desk personnel.

2.1.9) Update system software using verified packages

Explanation When manually downloading update packaffem Apple (or other locations),
always verify that what you downloaded is what you think it is. On the Apple
download page there should be an SHRigest for the download. This long series
numbers and letters that is the result of a computer digothat is unique to the
package download.
Al so, when |l ooking at A plpDigest make/gare yoy
are using the https:// Web page. Ifjastadd an As o6 to t he
bar.

Context System

Level 2

Scoring Stats | Not Scorable

Caveats Verifying the SHA1 digest requires the use Bérminal

Remediation Seehttp://docs.info.apple.com/article.html?artnum=75510

Audit None

Additional Info

Apple has a good explanation of how to use the SHBigest at
http://docs.info.apple.com/article.html?arthum=75510

2.2) Hardware and Core Mac OS X Action Items

The easiest way to break into a ds with physical access to the computer. Restricting physical access

is a very important step when protecting a computer.
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2.2.1) Use an Open Firmware or EFI password

Explanation

Open Firmware (PowerPC) and EFI (Intel) are the Mac equivalent of the &iCa
PC. The Basic Input/Output System (BIOS) is a small piece of computer code
embedded in the computer that lets the computer boot up. There are a few optic
can be set in Open Firmware or EFI, and should only be set by experience
administrators.

One of the most commonly used options is a passwordfifii@are password will
not prevent the computer from booting, mutequired whemootingfrom different
medig such as an external drive, a CD or DVD disc, or a NetBoot vglwmeh can
protect a computer from someone booting and quickly changiragzeounpassword
with aninstall disk.

Context

System

Level

2

Scoring Status

Scorable

Caveats

Resetting the firmware password is not overly difficult, but does require physica
access andhanges to the hardware. Also, the encryption used for firmware pass
is not strong; it is not overly difficult to retrieve the password, so using a commo
password is not recommended.

Remediation

Use the Firmware Password Utility to set a firmwarespasd.

Audit

Open the Firmware Password Ut

Ty
firmware settingso checkbox is che

t
hec

Run the following command:
sudo nvramp | grep securitynode

| ook f ormofdsee ¢ wrointmya n d o0

Additional Info

When a frmware password is present, it must also be entered to:
91 boot into single user mode, which provides root access by default
1 boot into verbose mode
9 start up in Target Disk Mode to access the internal hard disk (and on son
models, the optical drive) from ata&r computer.

A firmware password may disable FireWire DMA access, but this appears to be
undocumented.

http://docs.info.apple.com/article.html?arthum=106482

2.2.2) Create an access warnin g for the login window

Explanation Some organizations require an access warning or login banner to be displayed
user logs in.
Context System
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Level 2
Scoring Status | Scorable
Caveats Requires use oferminalto set the banner text.
Remediation To add texwith elevated privileges
sudodefaults write/Library/Preferences/com.apple.loginwinddw
LoginwindowText"your text here"
Usan oi for a return.
To remove the text with elevated privileges:
sudo defaults delete /Library/Preferences/apple.loginwindow LoginwindowText
Audit Run the following command to see the login window text:
defaults readLibrary/Preferences/com.apple.loginwindow.plist LoginwindowText
Additional Info | None

2.2.3) Create an access warning for the command line

Explanatio There are two common ways to login tMac using the command linkypassing the
GUI login window FTP and SSHSome organizations require an access warning
login banner to be displayed before a user logs in.

Context System

Level 2

Scoring Status | Scorable

Caveats The banner will be displayed before the user logs in. This may interfere with scr
logins.

Remediation Create a text file with the login text. This is commonly done in /etc/motd for ssh
/etc/ftpwelcome for ftp.
For ssh, edit /efsshd_config (using sudo) and add the line:
Banner /etc/banner
Where /etc/banner is the path to your login banner text file.

Audit Run the following commands to determin¢hi&ébanner text is set
cat /etc/sshd_config | grep Banner
If there is a vatl entry for Banner, cat the path show and view the results.

Additional Info | see man sshd_config

2.2.4) Disable Bluetooth

Explanation Bluetooth is a very useful technology, but it also can expose a Mac to certain rig
Bluetooth can be disabled via softwarehardware. Temporary disablement via
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System Preferences will be discusse8ection 2.4.10.4

To completely secure Bluetooth, the Bluetooth hardware should be removed fro
Mac. Alternatively, and somewhatksecure,

1 remove the Bluetooth extensions (drivers) from the operating system

1 disable the Bluetooth process using launchd

1 use MCX settings to disable Bluetooth

Context System

Level 2

Scoring Status | Scorable

Caveats Removing the Bluetooth hardwaremay i d t he Macds warr
done by an authorized Apple technician. Software disablement will not complete
secure the Bluetooth as the software can be reinstalled.

Remediation 1) Have an authorized Apple technician remove the Bluetaotiware from the
Mac.
2) Remove the following files from /System/Library/Extensions and reboot the M
|IOBIluetoothFamily.kext
|IOBluetoothHIDDriver.kext
3) suddaunctl unloadw /System/Library/LaunchDaemons/com.apple.blued.plist
4)UseaMacOSX%ever or Applebs free Wor kG
Administration Tools) to disable Bluetooth.

Audit Run the following command to determine if Bluetooth is present. Note: This

command cannot distinguish between software or hardware disableddBiueto

system_profiler SPBluetoothDataType

Additional Info

None

2.2.5) Disable the iSight camera

Explanation The iSight camera buiih to manyMacs can allow a remote attacker to watch and
view potentially sensitive information. External iSight cameras (and other brands
should be disconnected when not in use. Internal iSight cameras should be
disconnected if required by the organization.

Context System

Level 2

Scoring Status | Scorable

Caveats Disabling the internal i Sight camer
done by an authorized Apple technician.

Remediation Have an authorized Apple technician disconnect the interiggdtiS8amera.
Alternatively, but less secure, place opaque tape or label over the camera lens.

Audit Run the following command to determine if an iSight is present.
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system_profiler SPUSBDataType | grep iSight

Additional Info

None

2.2.6) Reduce the sudo timeout period

Explanation The sudo command is used by a user to elevate privileges. By dpfailigeswill
remainescalated for 5 minutes after the sudo command is completed. Dusing th
time, the sudo command can be executed again without authentication. This win
of opportunity should beliminated

Context System

Level 2

Scoring Status | Scorable

Caveats None

Remediation Execute thdollowing command inTermiral. This command required knowledge of
the fAvio editor.
sudo visudo
I n the A# Defaults specificationo s/
Defaults timestamp_timeout=0

Audit Run the following command:

sudo cat /etc/sudoers | gtapestamp
and make sure the resigt

Defaults timestamp_timeout=0

Additional Info

None

2.2.7) Remove unneeded QuickTime components

Explanation QuickTime provides a modular architecture that allows for components to incres
number of media types QuickTime understands. Thesénacsmporents can be
used in whatever context QuickTime runs.
While these components can be used in local application@uic&Time plugin
allows browses (including any that are based on WebKat)play embedded content
in theWeb pageslf a particular Quickime componentsuch as a coders not
neededhenconsider removing ifThis reduces the kind and number of media that
could be used asectors for attackn a webenvironment

Context System and User

Level 2

Scoring Status | Not Scorable

Caveats A componenmay be required at a later date to play content.cbngonentnay be

reinstalled through various s$ofare updates or software instalemoval of a
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component that is a default part of the QuickTime installation may require the
reinstallation of QuickTime or the entire operating system, particularly if that sof
was installed within the systemdom@iror A/ Syst emo) .

This also prevents the playback of media types supported by a QuickTime comy
opened locally in applications.

Remediation QuickTi me components are stored in
A~/ Li brary/ Qui ckTi me. 0in D4 skhstem docnaimap 0 n ¢
A/ System/ Library/ QuickTime, 0 where
Additional Internet plugns for browserswhich may or may not have a relationshif
with QuickTimemay be f ound i n /Librarg/ntérretcPudns d o
well asin the userdomaindt~/ Li br ar y-ins.onyenmeedetinteét u g
plug-ins may be removed

Audit None

Additional Info

Opening media types in local applications could be an attack vector for docume
attached to-enail or stored/@nsferred in other ways. Viewing the same media in
Web browser may be considered riskier since the data could be coming from an
untrusted source and will likely be interpreted immediately by the browser.

Some optional QuickTime components, such ast&adil codecs, can be obtained
through the QuickTime System Preferences pane. It links to this Web page:

http://www.apple.com/quicktime/resources/components.html

2.2.8) Disable Core Dumps

Explanation When an application encounters a runtime error the opessigm has the
opportunity to dump the applicators st at e, i ncl udi ng m
operation is called a core dump. It is possible for a core dump to contain sensiti
information, including passwords. Therefore it is recomdes thatore dumpshe
disabled in high security scenarios.

Context System and User

Level 2

Scoring Status | Scorable

Caveats None

Remediation Run the following command:
launchctl limit cored

Audit Run the following command:
launchctl limit core

AdditionalIfio |[For more i nformati on, execute fAman
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2.3) Account Configuration Action ltems

Account management is critical to computer security. Accowttigh are also known as identities in
Mac OS X Leopardare comprised of account information and, for sae®unt types, a home
directory for storage of settings and files.

The account information in Leopard is stored in the new DSLocal store, which replaces the legacy
NetInfo service used in previous versions of Mac OS X. The DSLocal store is a filesystarohy of
individual property list (plist) files, rather than a database (as in NetInfo) or a set of flat files (as might
be seen in other Unix systems).

Mac OS X provides for a number of different types of accounts, each with different levels of default
privileges.Each account type needs to be secured.

1 An administrator account has full privileges, largely because of its membership in the local
Aadmino group. Members of t hi s fipsystenmputsale e gr e
ofts own home folder, especially in the syste
members of Aadmino also have sudo rights. A
as a privileged account.

1 A standard account has a medium level of privilegesgerally providing access only to only its
own settings, folders, and files.

1 A managed account is equivalent to a standard account with the addition of Parental Controls or
Managed Client (MCX) settings applied to it. While a managed account can lodj stoae
data or settings in its home directory, further restrictions can be enforced on it. These
restrictions are defined in Accounts System Preferences for Parental Controls.

1 A sharing only account is roughly equivalent to a standard account. Itssséetito

A/ usr/ bin/falsed and it does not have |l ogin
A/ dev/null o) . I t can hayv efileaystenessch astemposary me ot |
space, as a member odonlydtmunfissneant sblély fay acoesspo. A ¢
the | ocal syst eassgeninshh SharingiSystesn e refereraewal as any

other sharing features enabled by applications that use the Identity Services system.

1 The guest account has teast privileges (and is new in Leopard). It is meant for temporary
access to the system. The guest account is similar to a standard account whose settings are
purged between login#.requires no password.

More information on the differenttypesofacant s i s avail able in Appl ebd
documentation at:

http://developer.apple.com/documentation/Networking/Conceptual/ldentityServices_ProgGuide/archite
cture/chapter_2_section_4.htndggple ref/doc/uid/TP40004490H3-DontLinkElementID_8

Eachuser should have an account to ensure that their settings and documents are kept separate. This
can provide compartmentalization, so that compromise of one does not necessarily lead to another.
Even with kids on the family computer, each user should heredwn account, which can make it

easier to apply individual controls (such as enforced time limits or applications that can be launched) to
them.
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Each user should try to run with the least privileges necessary for whatever they are doing on the
compute. This also provides compartmentalization, since users with lower privileges have less access
systemwide to settings and tHée system

Never have shared accounts, and take special note of how the guest account is similar to one.

Managed acounts are subject to Parental Controls or MCX settings, which both use the same

underlying account control mechanisms in the operating system. The settings can be applied locally or
remotely. Parental Controls can be shared between Lebpasdl computser(see the Parental Controls
System Preferences pane). MCX settings can be ¢
additions.

It is important for some environments to note that Leopard enables a local Kerberos Key Distribution
Center (KDC) fo the accounts specific to each computer. This is used with the new Identity Services
system in Leopard to support sharing. For more on Identity Services, identities, and their Access
Control Lists (ACLS) see:

http://developer.apple.com/documentation/N&ting/Conceptual/ldentityServices_ProgGuide/Introd
uction/chapter_1_section_1.html

2.3.1) Create an administrator account and a standard account for each
administrator

Explanation An administrator account should rarely be used. In most cases when administra
privileges are needed, the Mac will prompt the user for a user name and passw
There are some operations where loggmgs an administrator is necessary, but th
are rare.

The reason to not regularly useadministrator account for daily operatsois
security. Many operations that affect security can be accomplished without a
password when an administrator is logged in. When loggesla standard user, ver
few, if any,of theoperations that affect the entire computer are possible without
authenticationto obtain elevated privileges

Context User

Level 1

Scoring Status | Not Scorable

Caveats Administrators have unrestricted write/delete access to various directories, incly

fVApplication® andiVLibrary.0 Administrators, by default, can edate themselves t(
have access to any directory on the computer. Care should be given when gran
user administrative access.

Remediation Do not log in with an administrator account unless necessary.

Audit Open System Preferences: Accounts and yémire is a regular user account for e
administrator.

AdditionalInfo [I f admi ni strator rights need to be
to individual users as needed.
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In larger environments, you may wish to grant administragbits only to directory
servicebased groups.

2.3.2) Create a standard or managed account for each non  -administrator

Explanation A nonadministrator should not need administrator privileges on the Mac, so cre
standard (or managgifl using Mac OS X Servasr Parental Controls) account for
these users.

Context User

Level 1

Scoring Status | Not Scorable

Caveats Standard users have reduced rights which may affect their ability to alter things
computer. Standard users cannot install software inAghgliCations folder and
cannot change various System Preferences, including creation and modification
network settinge r t h e ¢ o mp u$tandad sisers camstill nrake sa@ne
changes, such as switching between administbned network locains.

Remediation Do not give the AAlIl ow user to admi
System Preferences: Accounts.

Audit None

Additional Info | If you need to grant specific rights to radministrator users, such as the ability to
changdime zones, consult the Apple support knowledgebase. Some of these rig
can be changed in the authorization
does provide articles for common ones.

2.3.3) Set appropriate parental controls for managed accounts

Explanation Many aspects and features of the Mac can be restricted onlayuseer basis,
including computer usage time limits. Although this feature is called Parental
Controls, these restrictions may be appropriate for corporate, government, or
educatimal use.

Context User

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation In the System Preferencesccounts or in WorkGroup manager, activate Parental
Controls and set the appropriate controls for each standard user.

Audit None

Additiond Info | Parental Controls typically apply locally, although in Leopard they can be share(
between computers. For wider deployments, consider the use of the Apple MC)
schema in your directory service; it is available in Mac OS X Server by default.

2.3.4) Restrict sudo users to being able to access only required
commands
| Explanation | The sudo command allows a user to execute a commadretriminalas another user, |

Page20 of 84



CIS Mac OS X Leopard (10.5.x) Benchmark

typically the Arooto user. By def au
administrator usersan use all commands via sudo. Specific commands can be
restricted to specific users or groups as needed.

Context System and User

Level 2

Scoring Status | Scorable

Caveats Restriction of the sudo command can be complicated and should only be impler,
by an experienced system administrator.

Remediation Always use the visudo command to editfig¢icsudoerséf i | e. Read t
page for more information.

Audit Run the following command and verify the correct groups and user and the corr

authorities.

sudo cat /etc/sudoers

Additional Info

man visudo
man sudo
man sudoers

2.3.5) Securely configure LDAPv3 access

Explanation When configuring LDAPV3, you should not add DH&&pplied LDAP servers to
automatic search policies. Whenever possilde autenticated and encrypted LDAI
connections.

Context System

Level 2

Scoring Status | Not Scorable

Caveats When using authenticated and/or encrypted connections, the LDAP server mus
support these options.

Remediation Proper and secure configuration of LDAFFbeyond the scope of this document. Mg
sure to have an experienced LDAP administrator configure and secure the conn

Audit None

Additional Info

None

2.3.6) Securely configure Active Directory access
Explanation When configuring Active Directory othhe Mac clientyerify thatall the settings are
correct. Specificallymake surghat the:
1 UID and GID mapping (if used) aeppropriate
1 Thelist of groups that can administer the Mac (if usedjasfigured as
intended
Context System
Level 2
ScoringStatus | Not Scorable
Caveats None
Remediation Proper and secure configuration of AD is beyond the scope of this document. M

sure to have an experienced AD administrator configure and secure the connec
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Audit

None

Additional Info

None

2.3.7) Use Passwor d Assistant to help generate complex passwords

Explanation Passwords are the primary protection against unwanted access.

Context User

Level 1

Scoring Status | Not Scorable

Caveats A complex password may be difficult to remember, so some users w#l tivatn
down. If the password is written down, it should be kept is a safe place, preferal
sealed in an envelope and locked up.

Remediation Apple provides &asswordAssistant in the dialogs used to set password. When
setting a password, click on the kiegn to the right of the New Password field to
display the assistant. Make sure the password for the administrator account sha
quality of greenlf you are color blind you may not be able to determine the quali
the password from thieasswed AssistantMake sure the quality meter is about
halfway across or moy@r hover over the meter to see its calculated entropy valu
a tooltip. For the entropy value, higher is better.

Audit None

Additional Info | None

2.3.8) Set a strong password policy

Explanation Mac OS X Server allows the use of centralignaged password policies. If possibls
use this feature to set a strong policy for passwords.

Context System

Level 2

Scoring Status | Not Scorable

Caveats Mac OS X Server and a managed Mac enviramtragerequiredfor centralized
management

Remediation Determining a strong policy and making the appropriate settings in Mac OS X S
is beyond the scope of this document.

Audit None

Additional Info

Apple provides the pwpolicy command which canssehe policiesocally, without a
Mac OS XServer. Seéiman pwpolicyi for more information. Note that many of the
options are not aviable without Mac OS XServer (and are not documented as sug
Also note that use of the pwpolicy command is not entbfoeadministrators or for
users when using the CLI passwd command.

2.3.9)

Secure the login keychain

Explanation

The keychain is a secure database store for passwords and certéidaggshain is
created for each user account on Mac OS X, and the systemasoitself uses
keychains for secure storage. As of this writing, items secured in a keychain are
encrypted with 3DES, while the directory or metadata information is available in
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text.

For example, when Safari asks if you want to save a passwiorgbaranswer yes,
the password is stored in the default keych@ims is true fopasswords in many
other applicationsbut not for Firefoxwhich currently has its own password storag

By default the login keychairior an accountespecially a locahccounthas the same
password as th@ ¢ ¢ o logoh @assword. If the logon password is compromised
login keychain would also be compromisedslpossible to change the password g
the login keychain to something different than the logon paskwod doing so
would keep that keychain locked until it is needed after login

Context User

Level 2

Scoring Status | Not Scorable

Caveats Having two different passwords can be an inconvenidmgging in to an account
would no longer unlock the logirekchain by default.

Remediation Open /Applications/Utilities/Keychain Access
Select login in the left panel
Select Edit:Change Password for Keychain and change the password

Audit None

Additional Info

None

2.3.10) Secure individual keychain items

Explanation Each keychain entry can have differ €
keychain item to require a keychain password every time an item is accessed, €
the keychain is unlocked. This level of security could be useful for bank passwo
othe passwords that need extra security.

Context User

Level 2

Scoring Status | Not Scorable

Caveats Having to enter the keychain password for each access could be inconvenient.

Remediation In Keychain Access search for the entry to protect
Open the Entryand click on the Access Control tab
Make sure the Ask for Keychain password checkbox is checked

Audit None

Additional Info

None

2.3.11) Create specialized keychains for different purposes

Explanation A user can have more than one keychain. If the user carallygsplit password and
other entries into different keychains with different passwords, a compromise of
password will have liméd effect.

Context User

Level 2

Scoring Status

Not Scorable
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Caveats Using multiple keychains can be inconvenidhis also not necessarily possible for
all kinds of data, such as Safari afitbinformation, to be stored in secondary
keychains. Not all keychaiaware applications may provide an interface to choos
secondary keychains.

Remediation Use Keychain Access ttreate multiple keychains. Store entries in the appropriat
keychainwhen possible

Audit None

Additional Info

One useful segation of keychains might be in a business envirert. Personal
information might be stored in one keychain and businesemafion in a different
keychain.

2.3.12) Use a portable drive to store keychains

Explanation Keychains are just files on the computer, and thus do not need to be stored on t
computer. Storing a keychain file ompartable drive (such as a USB flash drive)
could help protect the data in the event the computer were stolen or compromise

Context User

Level 2

Scoring Status | Not Scorable

Caveats Using keychains stored on portable drives can be inconvenient. The portable dr
needs to be protected and backpdThe potential for the portable drive being lost
stolen must be weighed against the security benefit.

Remediation Copy the files from ~/Library/Keychains/ to a portable dtivensecurely delete the
files on the computer.

Audit None

Additional Info | None

23.13) Do not enable the firooto account

Explanation The Arooto account i s a silegeetopedoenTanya
actions and read/write to any file on the computer. In the UNIX/Linux world, the
system administrator commoriges the root account to perform administrative
functions. On a Mac, root should not be enabled. In any circumstance an
adminst rator can escal ate pri visloreitpgeta U
root shell).

By default the root account is nenabled on a Mac OS X client computer. It is
enabled on Mac OS X Server.

Context System

Level 1

Scoring Status | Scorable

Caveats UNI X/ Linux system admini stsroati mrss ®md
Also, sudo on the Mac is niterberized but can be with a free third party PAM
module.

Remediation Not hing specific; just doné6t en(mbl e

fVApplications/Utilitiesb ,)with the CLI passwd commanih sudq or with the Reset
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Password utility on the insiler DVD.

Audit Open /Applications/Utilities/Directory Utility program and verify root is disabled.
Alternatively, run the following command:

dscl .-read /Users/root AuthenticationAuthority

The result should be:

No such key: AuthenticationAuthority

Additional Info | The root password, like those of other local user accounts, can still be reset whé
using the Password Reset Utility on the Mac OS X Install DVD.

The AuthenticationAuthority attri bui
would preveat logins by the account.

2.4) Securing System Software Action Items
Every system preference with secufigfated configuration settings has its own action item checklist.

2.4.1) .Mac Preferences Action Items

AWith . Mac and i Li fgealitggh&qgs angd maviesowithnfriesds and familyh i g h
directly from i Photo and i Movie. Thereds no eas:s
vi deo o htip:i/wwe.apple.com/dotmac/

.Mac is a service offered by Apple, Inc. that allows seamless integration between many Mac
applications and the .Mac service. The service can be very useful but there are limited s&aurity r
associated with use of the service. In some configurations, the Mac can automatically synchronize data
bet ween the . Mac service and the Mac, possibly
servers.

2.4.1.1) Do not enable .Mac for administrative acounts

Explanation Since an administrative account has special privileges on the Mac, and since th
administrative account should be used rarely, there is no reason to enable .Mac
administrative accounts. If the .Mac service is used, it should bsitsa standard
user account.

Context User

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation Do not enter a user name and password and connect to .Mac for administrative
accounts.

Audit Open System Preferences: .Mac for each admin usenake sure the user name a

password field are blank.
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Alternatively, run the following command for each administrative user account:
defaults read-/Library/Preferences/.GlobalPreferences iToolsMember

And make sure the results are blank.

Additional Info

None

2.4.1.2)

Disable all Sync options

Explanation The ability to sync files, preferences, keychains, bookmarks, and more with .Ma
very compelling, but poses a potential vulnerability to information. While the dat
itself is encrypted betweenthe Macandh.d and i s protecte
servers, data leaks and compromised corporate servers have been known to ha
you have sensitive data of concern, do not use the sync optithves ldfac service.

Context User

Level 2

Scoring Status | Scordle

Caveats Greatly diminishes the utility of .Mac.

Remediation In System Preferences: .Mac, Sync tab, turnoff all the options.

Audit Verify the all sync options are off for each account in System Preferences: .Mac

Alternatively, run the following comand for each user account:
defaults readom.apple.DotMacSync ShouldSyncWithServer

And make sure the result is 0.

Additional Info

None

2.4.1.3) Disable iDisk Syncing

Explanation The i Disk is a storage spa cdlike@minatwvoln 1
hard drive files and folders can be copied to and from thekDite .Mac System
Preference paneffers an option to keep a local copy of the iDisk and sync it with
.Mac either manually or periodically. If you have sensitive data of concern, do n(
the iDisk sync option afhe.Mac software.

Context User

Level 2

Scoring Status | Scorable

Caveats Diminishes the utility of .Mac.

Remediation In System Preferences: .Mac, iDisk tab, turnoff all iDisk Sync option.

Audit Open System Preferences: .Mac éach user and verify .Mac iDisk syncing is off.

Alternatively, run the following command for each user account (logged in as th¢
user):

defaults readtom.apple.idisk {userName} MirrorEnabled
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where {userName} is the useros Ma c

Make sure th result is O

Additional Info

None

2.4.1.4) Enable Public Folder password protection

Explanation The.Mac serviceoffers a Public Folder option so that subscribers can upload file
make them available to the publithe servicealso offers an option to passwd
protect this folder. If anything even remotely sensitive is put into this public folde
the password option should be used.

Context User

Level 1

Scoring Status | Not Scorable

Caveats The password needs to be securely distributed to anyone whoitheeds

Remediation I n System Preferences: Ma cprotect y@ur public
foldero checkbox is checked.

Audit None

Additional Info | None

2.4.1.5) Do not register computers for synchronization

Explanation In order to use the sync optioims.Mac, each computer that will sync needs to be
registered with .Mac. By monitoring which computers are registered, the user hg
more control over which computers are syncing. If no compugd to sync, no
computers need to be registered.

Context Use

Level 2

Scoring Status | Not Scorable

Caveats None

Remediation In System Preferences: .Mac, Sync tab, press the Advanced button.
Make sure there are no computiested, or that the computers that are listed are th
correct computers.

Audit None

Additional Info | None

2.4.1.6) Sign out of .Mac if signed in

Explanation The user can sign out of .Mac when .Mac is not being used. This is the safest u
.Mac.

Context User

Level 1

Scoring Status | Not Scorable

Caveats Automatic syncing will not work. May be inogenient.

Remediation In System Preferences: .Mac, press the Sign Out... button if signed in.

Audit None
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| Additional Info | None

2.4.1.7) Disable the .Mac preference pane from System Preferences

Explanation If the .Mac preference pane is disabled, the user caasdy enter the information
needed to connect and sync to .Mac.

Context System

Level 2

Scoring Status | Not Scorable

Caveats If the preference pane is removed, it might be reinstalled after a system update.

Remediation Use a Mac OS X fréeaNorgmup ManageAmagp of thed Server
Administration Tools) to disable the .Mac system preference.
Alternatively, move or remove the directory:
/System/Library/PreferencePanes/Mac.prefPane

Audit None

Additional Info | None

2.4.2)

Proper account management is critical to computer security. Many options and settings in the Account

Accounts Preferences Act

ion Iltems

System Preference Pane can be used to increase the security of the Mac.

2.4.2.1) Change initial password for the system administrator account

Explanation If you did not set the initial password to the Mac, the password should be chang
all accounts, including the administrator account, as soon as possible. If the initi
admin account is not needed, the account should be deleted.

Context User

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation In System Preferences: Accounts, select the tlsem change the password or delet
the account if not needed.

Audit None

Additional Info

At least one admin account is requiralthough it doesot necessarily need to be
enabled or have a known password at any given fitme admin account could be
disabled to prevent logins. Or, its password could be set to a strong, highly
complicated password that is forgotten and not used. In such casegulduneed to
re-enable the account or change its password before use.

It should also be noted that an attacker who has the ability to remove the

A/ v aAppleSetupDone f i | e can restart the caqg
administrator account from the M&sS X Setup Assistant. ThAppleSetupDonéile
determines whether the system runs the Setup Assistant or not.
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2.4.2.2) Disable automatic login

Explanation Having a computer automatically log in bypasses a major security feature (the I
and can allow a casuaser access to sensitivedatm t hat user 0s
keychain

Context System

Level 1

Scoring Status | Scorable

Caveats None

Remediation In System Preferences: Accounts, Login Options, disable Automatic Login.
Note: Automatic login can aldeze disabled in System Preferences: Security.
Alternatively, run the following command
sudo defaults writé_ibrary/Preferences/.GlobalPreferentes
com.apple.userspref.DisableAutoLogbool yes

Audit Open System Preferences: Accounts, Login Optiand verify Automatic Login is

disabled.
Alternatively, run the following command:

defaults readLibrary/Preferences/.GlobalPreferentes
com.apple.userspref.DisableAutoLogin

Make sure the value returned is 1.

Additional Info

None

2.4.2.3) Display login window as nhame and password

Explanation Displaying the names of the accounts on the computer may make breaking in e
Force the user to enter a login name and password to log in.

Context System

Level 1

Scoring Status | Scorable

Caveats Users will need teemember their login name.

Remediation In System Preferences: Accounts, Login Options, select Name and Password
Alternatively, run the following command
sudo defaults writé_ibrary/Preferences/com.apple.loginwinddw
SHOWFULLNAME -bool yes

Audit Open System Preferences: Accounts, Login Options, and verify Name and Pass

is selected.

Page29 of 84



CIS Mac OS X Leopard (10.5.x) Benchmark

Alternatively, run the following command:
defaults readLibrary/Preferences/com.apple.loginwindow SHOWFULLNAME

Make sure the value returned is 1.

Additional Info | None

2424) Di sable AShow password hintso

Explanation Password hints can give an attacker a hint as well, so the option to display hints
should be turned off. If your organization has a policy to enter a help desk numi
the password hints areas, do nonhtaff the option.

Context System

Level 1

Scoring Status | Scorable

Caveats Might make remembering a password more difficult. If using FileVault, not settin
hint may not allow a user to use a Master Password to reset a user account pas

Remediabn I n System Preferences: Acc dShowpassword o
hintO checkbox is off.
Alternatively, run the following command
sudo defaults writéLibrary/Preferences/com.apple.loginwinddw
RetriesUntilHint-int O

Audit OpenSystel®r ef er ences: Account sShowpasgwomrd C
hint9 checkbox is off.
Alternatively, run the following command:
defaults readLibrary/Preferences/com.apple.loginwindow RetriesUntilHint
Make sure the value returned is O.

Additional Inffo | None

2425) Configure AAlIl ow network users to | ogin

Explanation This option is only available is the Mac is configured to authenticate through a
Directory Servicel(ke Active Directory or Open Directory). The Options button w
allow the @mputer to restrict which network user can ¢éogto the Marthe default is
to allow all network users to log.in

Context System

Level 2

Scoring Status | Not Scorable

Caveats None

Remediation In System Preferences: Accounts, Login Options, r N @vmnetwioA luders to

l ogin to this c¢ cOptpnshutton to donfigunéegon acckss ask
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needed.

Audit None

Additional Info | None

2426) Di sabl e AEnable fast user switchingo

Explanation Fast user switching allows a person to quickly lotpithe computer with a different
account. While only a minimal security risk, when a second user is logged in, th
might be able to see what processes the first user is using, or possibly gain othe
information about the first user.

Context System

Levd 2

Scoring Status | Not Scorable

Caveats Security benefit of not allowing fast user switch is of limited value.

Remediation I n System Preferences: Acc c&pableéfastusd o
switchingg checkbox is off.

Audit In SystemPrefeences: Account s, L o Bnabie faStuden o
switchingg checkbox is off.

Additional Info

Mac OS X is a multuser operating system, and there are other similar methods
might provide the same kind of risk. The Remote Login sethiaecan be turned on
in the Sharing System Preferences pane is another.

2427) Di sable AAll ow guest to |l og into this

Explanation The Guest account allows a gueskatp in toa Mac and use all of its services. Wher
the guest logs out, the Mac cleamsst of whatever the guest did on the Mac. This
allowsoneperson to let another borrow the computer for a short period, and still
protect informationn other accounten the Mac.
The usage of a Guest account may give the Mac owner a false senseityf. sethe
guest has physical access to the Mac and the owner is not present, the guest ca
full access to the Mac. That said, use of the Guest account allows for quick and
moderately safe computer sharing.

Context System

Level 1

Scoring Status Scorable

Caveats None

Remediation | In System Preferences: Account, click on the Guest user.

Ma k e the AAIl ow guests t

sur e

Alternatively, run the following commands:

sudo dscl :create /Users/Guest Authenticatiarthority ";basic;
sudo dscl -create /Users/Guest passwd "*"
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Audit

Additional Info

sudo dscl -create /Users/Guest UserShell "/shin/nologin”
Run the following command

dscl .-read /Users/Guest AuthenticationAuthority
The result should be:

AuthenticationAuthority;basic;

By default, the guest account is enabled for access to sharing services, but is nc
allowed to log in to the computer.

The guest account does not need a password when it is enabled to log in to the
computer.

2428) Di sable As7lltowcgomnestt to shared fol derso

Explanation If files need to be shared, a dedicated file server should be used. If file sharing ¢
client Mac must be usethen only authenticated access should be used. Guest a
allows guest to access files theyghmi not need access to.

Context System

Level 1

Scoring Status | Scorable

Caveats None

Remediation In System Preferences: Account, click on the Guest user.
Make sure the AAlIl ow guests to conn
Alternatively, run thdollowing commands:
For AFP sharing:
sudo defaults writéLibrary/Preferences/com.apple.AppleFileSefver
guestAccessbool no
for SMB sharing:
sudo defaults writéibrary/Preferences/SystemConfiguration/com.apple.smb.sker
AllowGuestAccessbool no

Audit In System Preferences: Account, click on the Guest user.

Make sure the AAlIl ow guests to conn
Alternatively, run the following command:

For AFP sharing:
defaults readLibrary/Preferences/com.apple.AppleFile@arguestAccess

for SMB sharing:
defaults write/Library/Preferences/SystemConfiguration/com.apple.smb.server
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AllowGuestAccess

Make sure the results are 0.

Additional Info | This setting is enabled by default in Leopard, but the sharing services thesree

all turned off.

The guest account does not need a password for access to shared services wh
enabled.

2.4.3) Bluetooth Preferences Action Items

Bluetooth can be a very useful technology, but it can also leave an unprotected computer open to
compomise. Bluetooth is best used in a secure environment where unauthorized users have no physical
access near the Mac. If Bluetooth is used, it should be secured properly (see below). Also, please note a

recommendation earlier in this document to complededgble Bluetooth.

2.4.3.1) Disable Bluetooth by using System Preferences for each user account

Explanation As stated earlier, Bluetooth can be very useful, but can also expose a Mac to ceg
risks. Unless specifically needed and configured properly, Bluetbotiidbe turned
off

Context User

Level 1

Scoring Status | Scorable

Caveats Removes Bluetooth functionality. See recommendatimsectiors 2.4.3.3and
2.4.3.4on how to secure Bluetooth if it is used.

Remediation In System Preferences: Bluetoathn c heck t he fAOnodo box.
Alternatively, run the following commands:
sudodefaults write /Library/Preferences/com.apple.Bluetaoth
ContrdlerPowerStateint O
sudokillall -HUP blued

Audit In System Preferences: Bluetooth, vebfOn 0 b ox i.s uncheck

Alternatively, run the following command:
defaults read /Library/Preferences/com.apple.Bluetooth ControllerP@ierSt

and make sure the value returned is O.

Additional Info

None

2.4.3.2)

Disable Bluetooth internet connection sharing

Explanation

Bluetooth internet sharing can expose a Mac and the network to certain risks an
should be turned off.
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Context System

Level 1

Saooring Status | Scorable

Caveats None

Remediation In System Preferences: Bluetopth Advanced options, tu
connection with other Bluetooth dev
Alternatively, run the following commands:
sudodefaults write /Library/Preferencesim.apple.Bluetooth
PANServicesint 0
sudokillall -HUP blued

Audit In System Preferences: Bluetooth Advanced options, ve
connection with other Bluetooth dev

Alternatively, run the following commands
defaults readLibrary/Preferences/com.apple.Blueto&tANServices

and make sure the value returned is O.

Additional Info

This setting is turned off by default in Leopard.

2433) | f Bl uetooth is used, turn off fi Di

Explanation When Bluetooth is s¢o "discoverable" mode, the Mac sends a signal indicating t
it's available to "pair" with another Bluetooth device. When in discoverable state
attacker could gain access to data
a Bluetooth devicetb he Mac, but once the fApair
mode off.

Context User

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation In System Preferences: Bluetopth t ur n Di scoverabl e of
Bluetooth device.

Audit None

Additional Info | None

2.4.3.4) Show Bluetooth status in menu bar

Explanation By showing the Bluetooth status in the menu bar, a small Bluetooth icon is place
the menu bar. This icon quickly shows the status of Bluetooth, and can allow thg¢
to quickly turn Bluetooth on or off.

Context User

Level 1
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Scoring Status

Not Scorable

Caveats None
Remediation In System Preferences: Bluetoptrn Show Bluetooth Status In Menu Bar on.
Audit None

Additional Info

None

2.4.4)

CDs & DVDs Preferences Actions

Items

Automatic actions, while useful in many situations, can expose a computer to unintended

consequences. The rules in this section all deal with the automatic actions associated with the optical

drive.

2.4.4.1) Disable automatic actions for blank CDs for each ser account

Explanation In general, automatic actions that can execute a program are not a good idea. A
malicious automatic action could have unintended side affects and compromise
system security.

Context User

Level 2

Scoring Status | Scorable

Caveats None

Remediation In System Preferences: CDs & DVDs: set the When you insert a blank CD: optiq
Ignore
Alternatively, run the following command:
defaults writecom.apple.digihub
com.apple.digihub.blank.cd.appearditt action 1

Audit Verify the séting is correctly set in System Preferences: CDs & DVDs. Alternativ

run the following command:
defaults reagdom.apple.digihub com.apple.digihub.blank.cd.appeared

and make sure the resulf{action = 1; }

Additional Info

None

2.4.4.2) Disable automatic ations for blank DVDs for each user account

Explanation In general, automatic actions that can execute a program are not a good idea. A
malicious automatic action could have unintended side affects and compromise
system security.

Context User

Level 2

Scoring Status | Scorable

Caveats None

Remediation In System Preferences: CDs & DVDs: set the When you insert a blank DVD: op

to Ignore
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Alternatively, run the following command:

defaults writecom.apple.digihub
com.apple.digihub.blank.dvd.appearditt action 1

Audit

Verify the setting is correctly set in System Preferences: CDs & DVDs. Alternati
run the following command:

defaults readom.apple.digihub com.apple.digihub.blank.dvd.appeared

and make sure the result{action = 1; }

Additional Info

None

2.4.4.3) Disable automatic actions for music CDs for each user account

Explanation In general, automatic actions that can execute a program are not a good idea. A
malicious automatic action could have unintended side affects and compromise
system sadrity.

Context User

Level 2

Scoring Status | Scorable

Caveats None

Remediation In System Preferences: CDs & DVDs: set the When you insert a music CD: opti
Ignore
Alternatively, run the following command:
defaults writecom.apple.digihub
com.appe.digihub.cd.music.appearedict action 1

Audit Verify the setting is correctly set in System Preferences: CDs & DVDs. Alternati

run the following command:
defaults readom.apple.digihub com.apple.digihub.cd.music.appeared

and make sure the mdsis {action =1; }

Additional Info

None

2.4.4.4) Disable automatic actions for picture CDs for each user account

Explanation In general, automatic actions that can execute a program are not a good idea. A
malicious automatic action could have unintended diéeta and compromise
system security.

Context User

Level 2

Scoring Status | Scorable

Caveats None
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Remediation

In System Preferences: CDs & DVDs: set the When you insert a picture CD: opl
Ignore

Alternatively, run the following command:

defaultswrite com.apple.digihub
com.apple.digihub.cd.picture.appearditt action 1

Audit

Verify the setting is correctly set in System Preferences: CDs & DVDs. Alternati
run the following command:

defaults readom.apple.digihub com.apple.digihub.cdtpre.appeared

and make sure the resulf{action = 1; }

Additional Info

None

2.4.4.5) Disable automatic actions for video DVDs for each user account

Explanation In general, automatic actions that can execute a program are not a good idea. A
malicious automat action could have unintended side affects and compromise
system security.

Context User

Level 2

Scoring Status | Scorable

Caveats None

Remediation In System Preferences: CDs & DVDs: set the When you insert a blank DVD: op
to Ignore
Alternatively,run the following command:
defaults writecom.apple.digihub
com.apple.digihub.dvd.video.appearditt action 1

Audit Verify the setting is correctly set in System Preferences: CDs & DVDs. Alternati

run the following command:
defaults readom.gple.digihub com.apple.digihub.dvd.video.appeared

and make sure the resulf{action = 1; }

Additional Info

None

2.4.5)

Date & Time Preferences Action ltems

As stated earlier in this document, setting the correct date and time can be very importantSete the
date & time automatically feature.

2.4.5.1)

Enter correct time settings

| Explanation

| Having the correatiate time, time zone, and daylight saving time setting (if
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applicableon a Mac is very important. File creation and modification dates use t
system timelLog entries use the system time. Kerberos may not operate correctl
the time on the Mac is off by more than 5 minutekich can affecA p p| e 6 s
signon feature, Active Directorippgons and other features

Context System

Level 1

Scoring Status | Scorable

Caveats If port 123 (the NTP port) is blocked by a firewall, the automatie diatl time feature
will not work. If the port is blocked, a time senaacessibléehind the firewall must
be used to set the date and time automatically. A mixtefrial and external time
servers is recommended for mobile systems

Remediation In System Preferences: Date & Tingelect the Time Zone tab. Make sure the cor
Time Zone is selectetext,s el ect t he Date & Ti me t
time aubmaticallyo checkbox is checked. If your organization runs its own time
server, enter its address in the field. You can enter multiple time servers by sep
them with a spacdisting them in order of preference
Alternatively, run the following comands:
Edit /private/etc/hostconfig (using sudo) and change the TIMESYNC entMES-
Edit /private/etc/ntp.conf (using sudo) and enter desired servers. For example:
server time.mycompany.com preferred
server time.apple.com
Then restart the time daemo
sudo launbcl load-w /System/Library/LaunchDaemons/org.ntp.ntpd.plist

Audit I n System Preferences: Date & Ti me

date & time automaticalfycheckbox is checked.
Alternatively, run the following commands
cat /etc/hostconfig | grep TIMESYNC

Make sure the results are:
TIMESYNC=YES

cat /etc/ntp.conf
Make sure the results list desired time servers. For example:

server time.apple.com
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Verify the/System/Library/LaunchDaemons/org.ntp.ntpd.gbstis mnning
cat/System/Library/LaunchDaemons/org.ntp.ntpd.gdlgtep Disabled

make sure the results are blank.

Additional Info

man ntp.conf
http://support.ntp.org/bin/view/Main/WebHome

By default, a system set up with the Mac OS X Setup Assistant will use one of
Appl ebdbs time servers.

Be sure you understand the ramifications if you do not useduil§ified domain
names (FQDN) or IP addresses when specifying your time servers.

245.2) Usea

n internd Software Update server

Explanation Apple offers a Software Updagervicein the Mac OS X Server product. If your
organization uses such a service,tsectomputer to use your internal server.
Context System
Level 2
Scoring Status | Scorable
Caveats Your computer will not be able to get updates using Software Update unless it h
network access to the organizational software update server.
Remediation The Software Update Service setting can be set though a managed Mac envirol
usi ng Wakgroue Banager
Alternatively, the following command can be run fra@rminal
sudo defaults write /Library/Preferences/com.apple.SoftwareUpdate CatalogUR
<url>
where <url> is the URL to the update server.
Use the following command to clear the setmgl use the Apple, Insoftware
update server:
sudo defaults delete /Library/Preferences/com.apple.SoftwareUpdate CatalogU
Audit Run the following comment to determine if a software update server is defined.

defaults read /Library/Preferences/conplapgSoftwareUpdate CatalogURL

Note: in a Mac OS X server environment the software update server may be del
using MCX and may be located in a different place.

Additional Info

Mac OS X defaults to using Appl eds
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2.4.6) Desktop & Scr een Saver Preferences Action Iltems

2.4.6.1) Set a short inactivity interval for the screen saver

Explanation By obscuring the screen with a picture, graphic, or just an opaque color, the scr
saver can keep prying eyes of an unattended screen and potentiaéiyisitive
information.

Context User

Level 1

Scoring Status | Scorable

Caveats None

Remediation In System PreferenceBesktop & Screen Saver, Screen Saver Tab, make sure th
Start screen saver slider is to a reasonably low value.
Alternatively, run tle following command:
defaults-currentHost write com.apple.screensaver idle THimi900
where 900 is the number of idle seconds until the screen saver starts. A logout
user may be required for the new settings to take effect.

Audit Open System eferencesbesktop & Screen Saver, Screen Saver Tab, make sur

Start screen saver slider is to a reasonably low value (like 15 minutes).
Alternatively, run the following command:
defaults-currentHost read com.apple.screensaver idleTime

and veri the setting is adequately low (<= 900)

Additional Info

None

2.4.7) Energy Saver Preferences Action Items

2.4.7.1) Disable sleeping the computer when connected to power

Explanation In some institutions certain software must be run that requires the computer to
awale. In these situations the computer should not be set to sleep.

Context System

Level 2

Scoring Status | Scorable

Caveats Not allowing the computdp sleep will use more power and increase the cost to
operate the computer. This must be weighed agaiastabds of the organization.

Remediation I n System Preferences: Energy Saver
to never.
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Alternatively, use the following command:

sudo pmseic sleep 0

Audit

In System Preferences: Energy Saverfveri t he sl i der for |
sleep.. .0 to never.

Alternatively, use the following command:
pmset-g | grep sleep

and verify the value returned is O

Additional Info

man pmset

2.4.7.2) Verify Display Sleep is set to a value larger than the Screen Save

Explanation If the Screen Saver is used to lock the screen, verify the Display Sleep satings
longer than the Screen Saver setting. If the display goes to sleep before the scr
saver activates, the computer will appear to be off, but will beotegied.

Context System

Level 1

Scoring Status | Scorable

Caveats None

Remediation I n System Preferences: Energy Saver
sleep...0 to a reasonabl e number, b
will display a warning if the number is too short.

Alternatively, use the following command:

sudo pmsetc displaysleep 0

Note:Theicflagme a ns A w.abDifferenp settings must be used for other
power sources.

Audit In System Preferences: Energy8av, verify the slider
sleep.. .0 to a reasonable number, b

will display a warning if the number is too short.
Alternatively, use the following command:
pmset-g | grep displaysleep

and verify the value returned is longer than the Screen Saver, if the Screen Sayv
used to lock the screen.

Additional Info

man pmset

2.473) Di

sable AWake when the modem detects a

| Explanation

| Unless the computer is used toewe facsimiles or is used as a modem access p(
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for incoming calls, this feature is not needed. An attacker could remotely wake g
machine using a modem, then attack the machine through the internet.

Context System

Level 1

Scoring Status | Scorable

Caweats None.

Remediation Il n System Preferences: Ener \Yakevdhenther
modem detectsariog i s not checked.
Alternatively, use the following command:
sudo pmsetc ring 0
Note:The-cflagme a ns A w.aDifferenp sttimgsmust be used for other pow
sources.

Audit I n System Preferences: En §/ake wherStlaevmeden
detectsaring i s not checked.

Alternatively, use the following command:
pmset-g | grep ring

and verify the valueeturned is O.

Additional Info | man pmset

24.7.4) Disablen Wake for Ethernet network administ

Explanation This option might be used in certain organizations. The feature, sometimes callg
A WadreL ANO, 1 s orthosg orgarszations that pecifically need it.
Otherwise it should be turned off so an attacker cannot use it to wake your com
remotely.

Context System

Level 1

Scoring Status | Scorable

Caveats Management programs like Apple Remote Desktop Adinat use this feature to
wake computers. If turned off, such management programs will not be able to w
computer over the LAN. If the wakan-LAN feature is needed, do not turn off this
feature.

Remediation In System Preferences: Energy Saver, @pgso t a b, m &Vieke forsEtherrmeet

network administratoraccess i s not <checked.
Alternatively, use the following command:

sudo pmsetc womp 0

Note:The-cflagme a ns i w.aDifferenp settings must be used for other po
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SOurces.

Audit In System Preferences: E n e Wakeg/for Gthevnetr |,
network administratoraccess i s not <checked.

Alternatively, use the following command:
pmset-g | grep womp

and verify the value returned is 0.

Additional Info | man pmset

2.4.8) Exposé & Spaces Preferences Action Items

Management of the Expos® and Spaces preferences
that affect the screen saver and display sleep.

2.4.8.1) Do not set any screen corner to Disable Scre&aver

Explanation The screen saver should be set to turn on after a period of inactivity, atdl shou
require a password to dismiss. Disabling the screen saver would disable the scr,
lock.

Context User

Level 1

Scoring Status | Scorable

Caveats None

Remediation In System PreferenceBxposé & Spaces, make sure none of the Active Screen

Corners aredt to disable the screen saver.

The screen corners can be set using the defaults command, but the permutatior
combinations are many. The plist file to check is
~/Library/Preferences/com.apple.dock and the keys are

wvousbl-corner
wvousbr-corner
wvoustl-corner
wvoustr-corner

There are also modifier keys to check and various values for each of these keys
value of Al1o0o for any of corners sho
val ue is fAlo, c hange tohcon)vAsb changetthe
correspondingvvousxx-modifier key to 1048576

Audit In System PreferenceBxposé & Spaces, make sure none of the Active Screen
Corners are set to disable the screen saver.

Alternatively, Use the following comma when logged is as each user:
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read ~/Library/Preferences/com.apple.dock

verify none ofthe’c or ner keys has a value of

Additional Info

None

2.4.8.2)

Set a screen corner to Start Screen Saver

Explanation

A user should be able to activate the screen spuekly.

Context

User

Level

1

Scoring Status

Scorable

Caveats

None

Remediation

In System PreferenceBxposé & Spaces, make sure at least one Active Screen
Corner is set to Start Screen Saver. Make sure the user knows about this featur

The screerorners can be set using the defaults command, but the permutations
combinations are many. The plist file to check is
~/Library/Preferences/com.apple.dock and the keys are

wvousbl-corner
wvousbr-corner
wvoustl-corner
wvoustr-corner

There are lao modifier keys to check and various values for each of these keys.
value of fA50 means the corner wivbuk
xx-modifier key should be set to 0 (no idea why).

Audit

In System PreferenceBxposé & Spaces, makere at least one Active Screen
Corner is set to Start Screen Saver. Make sure the user knows about this featur

Alternatively, Use the following command:
read ~/Library/Preferences/com.apple.dock

verify at least one of the-¢orner keys hasavaluéo A5 0 .

Additional Info

None

2.4.8.3) Do not set any screen corner to Sleep Display

Explanation When this feature is used the screen goes blank but moving the mouse or presg
button brings up the screen again with no passwordresfjurhe screen saver (with
its lock) will still kick in after X minutes, but the user could be lulled into a false s
of security if she sees her screen is blank and the screen saver has not activate

Context User

Level 1

Scoring Status | Scorable
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Caveats None

Remediation In System Preference&xposé & Spaces, make sure none of the Active Screen
Corners are set to Sleep Display.
The screen corners can be set using the defaults command, but the permutatior
combinations are many. The plist file to check is
~/Library/Preferaces/com.apple.dock and the keys are
wvousbl-corner
wvousbr-corner
wvoustl-corner
wvoustr-corner
There are also modifier keys to check and various values for each of these keys
value of A100 for any of c odisplay). §anys h
value is A100, change the value to
correspondingvvousxx-modifier key to 1048576 (no idea why).

Audit In System PreferenceBxposé & Spaces, make sure none of the Active Screen

Corners are $¢o Sleep Display.
Alternatively, Use the following command:
read ~/Library/Preferences/com.apple.dock

verifynoneofthexc or ner keys has a value of

Additional Info

None

2.4.9) Keyboard & Mouse Action Items

249.1) Di sabl e AAll ow Bl uétisotclo mpatiecds t o wake

Explanation Unless you are using a Bluetooth keyboard or mouse in a secure environment, {
no reason to allow Bluetooth devices to wake the computer. An attacker could y
Bluetooth device to wake a computer and then attempt to ge@ss

Context User

Level 1

Scoring Status | Scorable

Caveats This setting is only available in the Mac is equipped with Bluetooth.

Remediation Il n System Preferences: Keyboar dllow M
Bluetooth devices to wake thismputedb i s not checked.

Alternatively, run the following command:

defaults-currentHost write-/Library/Preferences/com.apple.Bluetobth

BluetoothSystemWakeEnableool 0
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Audit I n System Preferences: Keyboar dllo& M
Bluetooth devices to wake this compadteri s not checked.

Alternatively, run the following command:

defaults-currentHost read/Library/Preferences/com.apple.Bluetobth
BluetoothSystemWakeEnable

And verify the result is 0.

Additional Info | None

2.4.10) Network Preferences Action Items

Configuring the network from the CLI is extremely tricky, but some options can be configured using
the networksetugcommandThis command was previously bundled with Apple Remote Desktop but is
now available by default in Leard.

An alternative to the networksetup command is the third party ncutil tool, which is available from:
http://turin.nss.udel.edu/ncutil/

Use ofthesecommand and the programming logic necessary to configure the network is beyond the
scope of this doguent.

2.4.10.1) Create network specific locations

Explanation The network location feature of the Mac is very powerful tool to mange network
security. By creating different network locations, a user can easily (and without
administrative privileges) change the netlveettings on the Mac. By only using thé
network interfaces needed at any specific time, exposure to attackers is limited.

Context System

Level 2

Scoring Status | Not Scorable

Caveats A little understanding of how the Network System Preferences parks vgorequired

Remediation Create multiple network locations as needed.

Delete the Automatic location:
1. Select Edit Locations from the Locations popup menu.
2. Select the Automatic location.
3. Click the minus button.

Create network locations as neededallyeif your goal is to limit which interfaces
can be used at any given tinome network location for each interface should be
created. See the Appendix C for an example.

Audit Open System Preferences: Network
Verify each network location is set up peoly.

Additional Info | Deleting the Automatic location cannot be undone.

Page46 of 84



CIS Mac OS X Leopard (10.5.x) Benchmark

2.4.10.2) Disable AirPort

Explanation If Airport is installed and not needed, disable it. There is no need to allow attack|
possible route to the Mac.

Context System

Level 1

Scoring $atus | Not Scorable

Caveats None

Remediation In System Preferences: Network, select the Airport interface and click the minug
button or turn the Airport card off.

Audit In System Preferences: Network, select the Airport interface and verify the Airpg

card off.

Additional Info

None

2.4.10.3) Enable Show AirPort Status in Menu Bar

Explanation If an Airport or other wireless card is installed, show the AirPort status in the me
bar so that user can quickly determine if AirPort is on or off. If on, the user can
quickly turn it off if AirPort interfaceshould be off.

Context System

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation In System Preferences: Network, select the Airport interface, then click the Adv
button. Turn on Show AirPort statilsmenu bar.

Audit In System Preferences: Network, select the Airport interface, then click the Advg

button. Verify Show AirPort status in menu bar is on.

Additional Info

AirPort i s Appl eds mar ket name f

ng

2.4.10.4) Disable Bluetooth

Explanation If Bluetooth is installd and not needed, disable it. There is no need to allow attac
possible route to the Mac.

Context System

Level 1

Scoring Status

Not Scorable

Caveats None

Remediation  In System PreferenseNetwork, select the Bluetooth interface and click the minus
button or turn Bluetooth off.

Audit In System Preferences: Network, select the Bluetooth interface andthetify

Bluetooth is not offered as a network interface option.

Additional Info

None
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2.4.10.5) Disable IPv6

Explanation Unless used, IPv6 should be turned off for each interface. IPv6 is not widely use
S0 most people can turn this off until needed.

Context System

Level 2

Scoring Status | Not Scorable

Caveats None

Remedation In System Preferences: Network, select the each active interface then click the
Advanced button.
Find the Configure IPv6 popup menu and set it to Off.

Audit In System Preferences: Network, select the each active interface then click the

Advanced bubn.
Find the Configure IPv6 popup menu and verify it is Off.

Additional Info

None

2.4.11) Print & Fax Preferences Action Items

2.4.11.1) Only use known printers

Explanation The Macbdés ability to browse and fin
known priner. When at a public location, such as a hotel or trade show, many pt
may appear available in the Print & Fax panel. Only print to a known printer.

Context User

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation This rule cannot be impe ment ed technically. One
when printing.

Audit None

Additional Info | None

2.4.11.2) Disable receiving faxes

Explanation Unless fax reception is required, the option should be turned off. While there ig
known vector to attack a Marsing a fax, an attacker could attempt to use fax
reception to determine if a modem is connected to a computer.

Context System

Level 1

Scoring Status | Not Scorable

Caveats This option is only available if the Mac is equipped with a fax modem.

Remediéion In System Preferences: Print & Fax, Fax tab, turn off fax reception.

Audit In System Preferences: Print & Fax, Fax tab, verify fax reception is off. This of

will only be present if the computer is equipped with a fax modem.

Additional Info

None
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2.4.12) QuickTime Preferences Action Items

One of the few known common attack vectors is QuickTime. Securing QuickTime can help protect
your computer againshalware.

2.4.12.1) Di s

able ASave movies in disk cachebo

Explanation

Do not save movies in the disk cache. If a pergained access to the Mac, that
person would be able to watch the cached movies. Sensitive organizational
information may be made available.

Context User

Level 2

Scoring Status | Not Scorable

Caveats None

Remediation In System Preferences: QuickTinker ows er tab, disabl e

Audit I n System Preferences: QuickTi me: B
is disabled.

Additional Info | None

2.4.12.2) Do no

t install third -party QuickTime software

Explanation Do not install any QukTime software unless the source is known and trusted.
Context System and User

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation Check that software in /Library/QuickTime and ~/Library/QuickTime is valid.
Audit Check that software in ihrary/QuickTime and ~/Library/QuickTime is valid.

Additional Info

None

2.4.12.3) Disable "Play Movies automatically"

Explanation QuickTime is used in browsers to play audio and video content. When the brow
sees such content the browser passes off controliaikQuone through its Web
browser plugin. QuickTime can be set to start playing this content immediately.
Some content may contain malicious code embedded in the audio or video. Ens
user wants to play the embedded content by turning ofiRteey Movie
Automaticallyo option.

Context User

Level 1

Scoring Status | Not Scorable

Caveats The user will need to press a play button to play the content in the browser.

Remediation Il n System Preferences: Qui ckTi me:alB

Audit I n System Preferences: QuickTi me: B
is disabled.

Additional Info | None
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2.4.13) Security Preferences Action Items

2.4.13.1) Require a password to wake the computer from sleep or screen saver

Explanation Sometimesfeer r ed t oloakoathesreptnion will
from your Macwhen the screen saver has started

Context User

Level 1

Scoring Status | Scorable

Caveats None

Remediation I n System Prefer enc e s :Reduieca passwordyo, wake thd
computer from sl eep oOor screen saver
Alternatively, run the following command. The current user will need to log off af
on for changes to take effect.
defaults-currentHost write com.apple.screensaver askForPassinbdd

Audit I n System Prefer ences :Redueeapassworgtp wakeeth

computer from sleep or SCcreen saver

Alternatively, run the following command:
defaults-currentHost read com.apple.screensaver askForPassword

and verify the séing is 1

Additional Info

This only protects the system when the screen saver is running.

2.4.13.2) Disable automatic login

Explanation Having a computer automatically log in bypasses a major security feature (the I
password) and can allow a casual user adoessnsitive data.

Context System

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation I n System Preferences: Security, Ge
Note: Automatic login can also be disabled in System Preferences: Accounts

Audit Il n System Preferences: Security, Ge
checked.

Additional Info | None

2.4.13.3) Require a password to unlock each System Preferences pane

Explanation

By requiring a password to unlo8ystemPreferences, a casuader is less likely to
compromise the security of the Mac.
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Context System

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation I n System Prefer ences :Reduieeapassworygto uniGok
each System Preferenqggsa n e . 0
Alternatively, edit théprivate/etéauthorization file (using sudo). This file should bg
backed up first and then edited. This is a critical file for OS X operations and sh
edited with the greatest of care.
Find <key>system.preferences</key>
Then find <key>shared</key>
Then replace true with false

Audit I n System Prefer ences :Redueeapassworg tp uniGak

each System Preferencespanei s checked.

Additional Info | None

24.134) Di sabl e Aautomatic | odgiyut 0 after a peri

Explanation If the machine automatically logs out, unsaved work might be lost. The same le
security is avail abl e Reguireispassvgrdso wake 1
computer from sl eep or screen saver

Context System

Level 1

Scoring Status | Scorable

Caveats This option might be appropriate for kiosk Macdarother organizational reasons.

Remediation I n System Preferences: LB8goatafrern Xtmynutes Gfe
inactivity.o
Alternatively, run thdollowing command
sudo defaults writéibrary/Preferences/.GlobalPreferentes
com.apple.autologout.AutoLogOutDelagt O

Audit I n System Prefer ences:LogoatafterXntinytes ofGe
inactivityo i s unchecked.

Alternatively, run the following command

defaults readLibrary/Preferences/.GlobalPreferentes
com.apple.autologout.AutoLogOutDelay

and verify the result is 0.

Additional Info

None
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2.4.13.5) Use secure virtual memory

Explanation Passwords and other sensitive informationlmaextracted from insecure virtual
memory, so ités a good i de argairedomdrolaf
the Mac, the attacker would be able to extract user names and pasewotioer
kinds of data from the virtual memory swap files

Context System

Level 1

Scoring Status | Scorable

Caveats Use the secure virtual memory will tax the computer a little bit as it has to encry
decrypt virtual memory. The small overhead, however, is worth the added secuf
Note: Encrypting virtuamemory is not foolproof. Proof of concept attacks by secl
researchers have recently shown that computer memory, even in a Mac, is reag
up to ten minutes after shut down! When shutting down a Mac, make sure the
computer is protected from physi@cess for at least ten minutes.

Remediation I n System Preferences:UsSecsuerciutrye, vQer
Alternatively, run the following command
sudo defaults writé_ibrary/Preferences/com.apple.virtualMemaoéry
UseEncryptedSwajbool yes
A reboot is required to make a change.

Audit I n System Prefer ences:Usesseara viriudl memare

checked.
Alternatively, run the following command
defaults readLibrary/Preferences/com.apple.virtualMemory UsefyptedSwap

verify the result is 1

Additional Info

Enabling secure virtual memory in Leopard also encrypts the hibernation file if ti
safe sleep feature is enabled on compatible hardware.

2.4.13.6) Disable remote control infrared receiver

Explanation

| t 6 shumoeousyto watch a jokester use an Apple remote at a Mac trade shov
Macs all over the place start to obey the remote and the unsuspecting user is le
bewildered. More importantly, a remote could be used to page through a docum
presentation, thugvealing sensitive information. The solution is to turn off the
remote and only turn it on when needed.

Optionall vy, the user can fApairo the
computer to only respond to commands from the paired remotendPairemote is
discussedh section2.4.13.7

Context

System
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Level 1

Scoring Status | Scorable

Caveats Requires the user to turn on the remote when needed. An administrative passw
neededo activate the remote.

Remediation I n System Prefer ences :Dis&k cemata conyrqgl infiéred
receiveo .
Alternatively to disable the remote use the following command:
sudo defaults writéLibrary/Preferences/com.apple.driviepplelRControllei
DeviceEnabledbool no

Audit In System Preferences: Security, General tab, vérdtfiDisable remote control

infraredreceiva¥ i s checked or the computer

Alternatively, run the following command:

defaults readLibrary/Preferences/com.apple.driver.AppleIRController

VerifytheDevi ceEnabl ed is O or the Ul DFI
Additional Info | None
2.4.13.7) Pair the remote control infrared receiver
Explanation If a remote is used often withacomp er , t he remote can
computer. This will allow on the paired remote to work on that computer.
Context System
Level 1
Scoring Status | Scorable
Caveats None
Remediation Seehttp://docs.info.apple.com/article.html?artnum=302f@fcomplete instructions
Audit

Open System Preferences: Security and verify the remote is paired.
Alternatively, run the following command:

defaults readLibrary/Preferences/cowpple.driver.AppleIRController
Anone

VerifytheUlI DFi | ter doed8 not equal

Additional Info

Pairing your Apple Remote with your computer:
http://docs.info.apple.com/article.html?artnud®2545

2.4.13.8) Enable FileVault for every account

Explanation FileVault offers protection for data at rest. This means that the data is only prote
when the user is not logged in, which is useful if the computer is stolen.
Context User
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Level

2

Scoring Stais

Not Scorable

Caveats

There are many caveats to using FileVault. Apple does not provide a means for
organi zational key recovery if the
directory is required to be available on the hard drive whe&ilk for the user is
turned on. Not everythingn the disks encrypted, so a false sense of security may
ensue when using FileVault. And finally, FileVault can cause a significant slowd
of the system. All that said, however, FileVault is still a gowthod to provide data
at rest protection.

There are also challenges in using FileVault with Directory accounts, particularly
around external password changes and password expirationlorea®mputers.

Note: Encryptinguser datas not foolproof. Prof of concept attacks by security
researchers have recently shown that computer memory, even in a Mac, is reag
up to ten minutes after shut down! When shutting down a Mac, make sure the
computer is protected from physical access for at least taui@si

Remediation

In System Preferences: Security, FileVault tab, presBSbeMaster Passward
button and set a master passw@dt and secure this master password according
your organizationds policies.

Press the Turn FileVault on button to tdHiteVault on.

Apple offers a workaround solution for organizations to maintain a common Mag
password. Contact your Apple representative for more information.

Audit

In System Preferences: Security, FileVault tab, verify FileVault is on for each us

Additional Info

http://www.apple.com/sg/macosx/features/filevault/

2.4.13.9) Enable firewall protection

Explanation Appl eds firewall wild.l protect your
offers three firewall options: Allow all, Allow only essential, ahilbw access for
specific incoming connections. Unless you have a specific need to allow incomit
connection (for services such as ssh, file sharing, or web services), set the firew
AAIl ow onl y e0s sod rhteir aMilABeeeacuessdfospeatifie
incoming connectiorsoption.

Context System

Level 1

Scoring Status | Scorable

Caveats None

Remediation I n System Preferences: Security, Fi
or ASet access for specific service

Alternatively, run the following command:

sudodefaults write /Library/Preferences/com.apple.alf globalstatecvalue>
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where <value> is

0 = off

1 = on for specific services
2 = on for essential services

Audit

In System Preferences: Security, kira | |
or fSet access for

tab, verify

AAl I
specific servic

e
Alternatively, run the following command:
defaults read /Library/Preferences/com.apple.alf globalstate

verify the value returned is I @

Additional Info

http://docs.info.apple.com/article.html?arthum=306938

2.4.14) Sharing Preferences Action Items

2.4.14.1) Change the computer name

Explanation If the computer is used in an organieatthat assigns host names, it is a good ideg
change the computer name to the host name. This is more of a best practice tha
security measure. If the host name and the computer name are the same, comg
support may be able to track problems doasier.

Context System

Level 2

Scoring Status | Scorable

Caveats Of minimal security benefit

Remediation In System Preferences: Sharing, change the computer name to the host name.
Alternatively, use the following command:
sudosystemsetupsetcomputerame <host name>

Audit In System Preferences: Sharing, verify the computer name is set to the host nar

Alternatively, use the following command:

systemsetupgetcomputername

Additional Info

None

2.4.14.2) Configure Screen Sharing

Explanation

Screen Sharing es the open source VNC protocol to let one computer observe (
control the screen on another computer. Apple Screen Sharing is encrypted (us
proprietary encryption protocol), so others cannot eavesdrop on a screen sharin
session. The most importargpeect of securing screen sharing is to make sure onl
correct people can observe or control the Mac.
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Apple allows for a few options when configuring screen sharing and each has it
for a secure Mac. These option are not mutually exclusive.

1. Screen Sharing off
This is the most secure option.

2. Anyone may request permission to control screen
This is the second most secure option. When a remote user attempts to sha
screen, the Mac will prompt the local user for permission. If the local usar do
grant permission, the remote user cannot share the screen. If a local user is
the Mac to grant permission, then the screen cannot be shared.

3. VNC viewers may control screen with password
This is the least secure option since the remote usgnesls to know the
password.

4. Allow access to all users of the Mac, or specific users (or groups of users)
Allowing access to only users with accounts on the Mac, or if a directory ser
(like Open Directory or Active Directory) is used, specific uggrgroups, allows
some restriction of who can share the screen. Any authorized user would be
to observe or control the screen without the express permission of the local
This option should only be used when necessary (possibly in a school
enviranment).

Context System

Level 1

Scoring Status | Not Scorable

Caveats A thorough understanding of each seif
when turning Screen Sharing on.

Remediation In System Preferences: Sharing, turn on Screen Shamggf necessary. Configure
Screen Sharing according to personal or organizational needs, but be aware of
implications of each option.

Audit None

Additional Info | None

2.4.14.3) Configure File Sharing

Explanation

Appl eds Fil e Shar i ngtedheoboges:&TP; MB §\Windaw
sharing) and AFP (Mac sharing). Generally speaking, file sharing should be turn
and a dedicated, wethanaged file server should be used to share files. If file sha
must be turned on, the user should be awatleeo$ecurity implications of each
option.

Turning on File Sharing automatically shares the entire hard drive to anyone wit
account on the Mac, or anyone who can access the Mac using a network accou
and folder access control restrictions armered by default, so user Mary cannot
access user Joeo0s Documents folder
relaxed or strengthened for specific folders in the Sharing System Preference pi

Each method of sharing files has advantages amadvhstages. Regardless of whic
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method used, the folder and file access permissions must be controlled to make

only the correct data is shared. The three ways to share files using File Sharing

1. Apple File Protocol (AFP)
AFP under Leopard automedilly uses encrypted logins, so this method of sha
files is fairly secureThe entire hard disk is shared to administrator user accol
|l ndi vi dual home folders are shared
APublico f ol der doldéramside) ate Bharedidanyouper aBam
t hat has sharing access to the com
the guest account if it is enabled).

2. File Transfer Protocol (FTP)
FTP send password via clear text and thus is very insd€lireis commonly use
for anonymous upload and download of files where security is of less concer
FTP is best not used on a client Mac.

3. Server Message Block (SMBYommon Internet File System (CIFS)
When Windows (or possibly Linux) computers need to s&fiée shared on a
Mac, SMBCIFSfile sharing is commonly used. Apple warns that SMB sharin
stores passwords is a less secure fashion than AFP sharing. When sharing
SMB, each user that will access the Mac must have SMB enabled.

Context System

Level 1

Scoring Status | Scorable

Caveats A thorough understanding of each pr
an understanding of what folders and files are shared is necessary when turning
Sharing on.

Remediation In System PreferenceSharing, turn on Screen Sharing only if necessary. Configl

Screen Sharing according to personal or organizational needs, but be aware of
implications of each option.

To turn off AFP from the command line:
sudo launctl unloaewr
/System/Library/LanchDaemons/com.apple.AppleFileServer.plist

To turn off FTP from the command line:
sudo launctl unloadwv /System/Library/LaunchDaemons/ftp.plist

To turn off SMB sharing from the CLI:

sudodefaults delete /Library/Preferences/SystemConfiguration/cote.apyb.server
\

EnabledServices

5

(sftp), and Network File System (NFS). scp and sftpassabset of the Remot®gin feature and are discussed is the

Remot e

Login section of this document. Apple doesndt

not be discussed in this document. NFS poses significant security risks and should only be cdnyfignrexperienced
system administrator familiar with inherent NFS risks.
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sudo launctl unloadwv /System/Library/LaunchDaemons/nmbd.plist
sudo launctl unloadwv /System/Library/LaunchDaemons/smbd.plist

Audit

In System Preferences; Sharing, File Sharing; Options, verify only the needed s
savices are on.

Alternatively, run the following commands:
launchctl list

and look for the various services listed above in the remediation section.

Additional Info

None

2.4.14.4) Secure SMB

Explanation SMB can be configured using the /etc/smb.conf file. By def&iIB is fairly secure,
but it can be made more secure with a few additions to the /etc/smb.conf file.
Context System
Level 2
Scoring Status | Scorable
Caveats May provide more restrictions on SMB sharing than needed.
Remediation Edit the file /etc/mb.conf (using sudo)
Find the [Global] section and add the following lines:
; dondt all ow any anonymous connect
restrict anonymous = 2
; do not allow guest access (this is the default)
guest OK =no
; only allow NTLMv2 and LMv2 response (much moeesre than earlier versions)
client ntimv2 auth = yes
Audit cat /etc/smb.conf and look for the options as listed in the remediation section.

Additional Info

man smb.conf

2.4.14.5) Configure Printer Sharing

Explanation PrinterSharing makes the Mac into a printger. Attackers could attempt to exploit]
the print server to gain access to the Mac. As with File Shafriger Sharing is best
left off and a dedicated, wathanaged print server is recommended.

Context System

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation In System Preferences: Sharing, turn on Printer Sharing only if necessary. Only
printers that need to be shared.

Audit In System Preferences: Sharing, verify Printer Sharing is off for each printer list¢
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| Additional Info | None

2.4.14.6) Configure Web Sharing

Explanation Web Sharing uses the Apache 2.2.x Web server to turn the Mac into an HTTP/V
server. When Web Sharing is on, files in /Library/WebServer/Documents as wel
e a c h noite® foldesare made available on the Wels. wWith File Sharing, Web
Sharing is best left off and a dedicated, welinaged Web server is recommended

Context System

Level 1

Scoring Status | Scorable

Caveats None

Remediation In System Preferences: Sharing, turn on Web Sharing only if necessary.
To turn off Web sharing from the command line:
sudolaunchctl unload-w /System/Library/LaunchDaemons/org.apache.httpd.plist

Audit In System Preferences: Sharing, verify Web Sharing is off.

Alternatively, run the following command:
launchctl list

andlook for a line withfiapache 0

Additional Info

Leopard includes Apache 2.2, whereas the workstation edition of Mac OS X 10.
Tiger included Apache 1.3.

2.4.14.7) Secure Web Sharing

Explanation

Web Sharing can be configured using the /etc/apache2/httpd.cofbffitgdbal
configurations). By default, Apache is fairly secure, but it can be made more seg
with a few additions to the /etc/apache2/httpd.conf file.

Context

System

Level

2

Scoring Status

Scorable

Caveats

The UserDir directive below will stop thi&ite folders frombeing shared on the
Web. Only the /Library/WebServer/Documents folder is shared if UserDir is off.
user might not understand the relevance ofi8iee® folder and may place sensitive
files in thefiSite® folder that would be shailaf Web Sharing is turned on. Also, an
attacke might attempt to determine user names using Web requests if UserDir is
Do not disable UserDir if your needs dictate thatfiBiges folders for users need to
be shared.

Remediation

Edit the/apache?2/gtl.conf file (using sudo) and add the following to the bottom ¢
the file. Restart Web Sharing after making the changes (turn it off and on again)

# limit the information the server gives out about its version
ServerTokens Prod
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# limit the information lhe server gives out about its version
ServerSignature Off

# turns off all usernamt-directory translations except

# those explicitly named with the enabled keyword

# this directive turns off the Sites folder for every user as a Web share
# Only the De@umentRoot folder is shared

UserDir Disabled

# causes the core server and mod_proxy to return
# a 405 (Method not allowed) error to the client.
TraceEnable Off

Audit

cat /etc/apache2/httpd.conf and look for the remediations above.

Additional Info

http://httpd.apache.org/docs/2.2/

2.4.14.8) Configure Remote Login

Explanation Remote Login is Appl eds i mihésshpretotdlhad
replaced telnet as the primary means of remotely aogeasomputer using the
command line interface (CLI).

Remote Login can also be used to securely transfer files using scp (secure copy
the CLI. Secure FTP (SFTP) uses this protocol as well, so ifwhieh is an entirely
different protocol from SFP)is needed for anything other than anonymous file
transfers, Remote Login is much preferable over FTP. Most GUI FTP clients suj
SFTP as well.

If possible, restrict access only to users that require remote login.

Context System

Level 1

Scoring Satus | Not Scorable

Caveats None

Remediation In System Preferences: Sharing, turn on Remote Login only if necessary. If turn
add users to the Allow Access for list if possible.

Audit In System Preferences: Sharing, turn on Remote Login is off.

Additional Info

None

2.4.14.9) Secure Remote Login

Explanation

Remote Login can use a number of authentication methods including password

pairs, and Kerberos. Each method has its advantages and disadvantages.

1 Passwords are transfer encrypted when using sshegaih safe. Passwords hg
the advantage of requiring no extra-gptto work. Disadvantages of password :
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potential compromise and the inconvenience of have to enter the password
time one connects.

1 Key Pairs allow a user to generate a public/peikaey pair on their Mac, then
transfer the public key to one or more computers. Once the public key is one
remote computer, the user can connect to the remote computer without ente
password. The Mac is configured out of the box to allow theitese
public/private keys. The main concern when using a key pair is if the private
is compromised, any server with the public key can be accdasmdtition,
keypairs fall outside any password management you may require because tl
longer rey on password authentication. You should be careful to manage
authentication via this method, especially when or if you need to disable acc

1 Kerberos (named after the three headed dog guarding Hades in Greek myth
is an MIT technology used wideby Apple, Microsoft, and others. Out of the
box, the Mac uses Kerberos to authenticate with somed¥ladngservices (like
Back to my Mac)because each Leopasdsed computer runs its own Kerberog
realm and Key Distribution Center (KD@owever,the Mat is not configured to
use Kerberosutof-the-box when connected tolgerberized server via ssh.
Instructions on how to configure a Mac to use Kerberos for ssh connections
below.

Which authentication method should be used? That simply dependssitu#tion.
Kerberos is probably considered the safest, but it requires a significant infrastru
and thus is better suited to organizations. Key pairs are probably the next best
Passwordsrethe least desirabldut can serve as a lowest common denator
between systems

A Mac can be configured to only allow one, two or all of these methods.
Organizational and personal requirements will dictate which should be used.

In additiontoaut henti cation, Assh pr ot oaolder
and insecure means of using dsls disabled by default in Leopard, but was enab
in earlier versions of Mac OS X.

Finally, the Mac should not allow t
administrative rights neasdo perform operation on t he comput e
t he @ s udoanbe wedim@aighch Remote Login sessi@eefiman sudo
for more information.

Context System

Level 2

Scoring Status | Not Scorable

Caveats Organizational and personal requirements will dictdtech should be used.
Remediation Passwords are enabled by default. No changes are needed to use passwords.

Key Pairs are enabled by default. No changes are needédwd<ey Pairs. Use the
sshkeygen program to generate a keypair. A gassse is reammended when

Page61 of 84



CIS Mac OS X Leopard (10.5.x) Benchmark

generating a Kekeygeno-aeetivsmdlp rs sno
on the use of Key Pairs and pgdsases.

Use of sudo is required to edit these configuration files.

For the Mac to acces&erberized ssh or SFTP servers, éelit/ssh_config and
add/edit the following line:

GSSAPIAuthenticationyes

For the Mac to accepterberos tickets for ssh, edit /etc/sshd_config and add/edit
following lines:

GSSAPIAuthentication yes
GSSAPICleanupCredentials yes

Note: Different olganizatio® Kerberos configurations may require different
alterations to the sshd_config filearticularly if your organization operates its own
KDC.

To make sure the Mac doesnot connec
the following line:

Protocol 2

To make sure the root user doesnodt
line:

PermitRootLogin no

AAdd/ editd means to either find the
commented, and edit it as needed. If nonfibin the configuration file, add the line.

Audit

None

Additional Info

Completely securing ssh is beyond the scope of this document. For a good artig

http://www.macos.utah.edu/documentation/security/lab security/ssh.html

There are other steps you may wish to take in order to harden SSH against atta
The MaxAuthTries, MaxStartups, LoginGraceTime, AllowUsers, DenyUsers,
AllowGroups, and DenyGroups direativs i n iman sshd_con
interest.

Kerberos authenticates a userods pas
server (called a Key Distribution Center, or KDC). The KDC validates the token
issues a ticket to the client, whiis then passed to the server the user is trying to
connect to. The server validates the ticket with the KID@ then lets the user
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connect.

By default a Kerberos ticket is good for 10 hours, so once a user has obtained g
no password needs be used for up to 10 hours.

Kerberos is consideda very effective and secure means of authentication, but th
are some disadvantages. The client ticket can be hijacked if an attacker has ren
access to the client computer. The hijacked ticket wpirexwhen the ticket expires,
but can be used until then to accKssberized services and servers. Since the tick
expires, this disadvantage is seen as less of an issue than if a private key is
compromised.

Please note that an earlier recommendatierahiaanner warning set up for Remote|
Login.

2.4.14.10)Configure Remote Management

Explanation

Remote Management is the client portion of Apple Remote Desktop (ARD) <
http://www.apple.com/remotedesktopRemote Minagement has a screen sharing
component similar to the Screen Sharing feature described above. Remote
Management can also be used by administrators to install software, report on, g
generally manage client Macs. ARD is mostly likely to be used in aanation and
not by home users.

The screen sharing options in Remote Management are identical to those in the
Sharing section. In fact, only one of the two can be configured. If Remote

Management is used, refer to the Screen Sharing section @b@sies regard scres
sharing.

Other features of Remote Management should be configured if the service is us
One option is to AShow Remotoe TMiarnnai gn
option on allows the user to see if screen sharing or ottmateemanagement featur
are being used.

More security settings of relevaneee found after clicking othe Options button.
Only those options needed by the Remote Management Administrator should b
turned on.

The final security concern with Remote Maement is the list of users that access
Mac with Remote Management. The easiest, and least secure method, it to hav|
same username and password for a Remote Management administrator on eve
in an organization. If this one name/password coatimn is compromised, the entir|
network of Macs is compromised.

The second method would be to have a different username/password combinat
each Mac. This is difficult to implement since one would need to remember a lal
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number of passwords and usames, or one would need to write them down, thus
creating a target for compromise.

The ideal solution is to use a directory service (like Open Directory or Active
Directory) and only allow group access. This method allows an organization to &
remo\e people to the directory group as needed, thus controlling access to the 1
of Macs.There are four groups used by ARD for this purpasg _admin,
ard_interact, ard_manage and ard_repdiiereforecombinng or nesting local or
network groups and user accounts may meet your needs. Various versions of M
X and ARD may or may not allow the use of these groups, particularly if groups
nested within groups.

Context System

Level 1

Scoring Status | Not Scorable

Caveats A wide variety of configuration permutations are possible with Remote Managen
Remote Management should be configured by an experienced administrator.

Remediation In System Preferences: Sharing, turn on Remote Management if necessary. If t
on, configurehe screen sharing options as discussed above in the Screen Shari
section. Turnon the optioh:Show Remot e Management
Only turn on the options in the Options button if necessary.
Use a directory service to allow Remote Managenaecess. Do not use a commor
username/password across multiple Macs.

Audit Use the kickstart program to set or determine Remote Management settings.

Additional Info

/System/Library/CoreServices/RemoteManagement/ARDAgent.app/Contents/R
es/kickstarthelp

2.4.14.11)Configure Remote Apple Events

Explanation Apple Events is a technology that allows one program to communicate with othg
programs. Remote Apple Events allows a program on one computer to commur|
with a program on a different computer. Typicdlgmote Apple Events is used to
automate a business process. Unless needed, Remote Apple Events should be
off. If needed, it should be configured with the least access granted as posMhle.
OS 9 is not being used, the option to allow evermnfOS 9 should be turned off. If
OS 9 events are needed, a username and password should be used.

Context System

Level 1

Scoring Status | Scorable

Caveats None

Remediation In System Preferences: Sharing, turn on Remote Apple Events only if necessary

turned on, add users to the Allow Access for list if possible. If OS 9 events are
needed, use a username and password in the Options... button.

To turn off Remote Apple Events from the command line:
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sudolaunchctl unload-w /System/Library/LaunchDaemoeg/fpc.plist

Audit

In System Preferences: Sharing, verify Remote Apple Events is off.
Alternatively, run the following command:
launchctl list

and look for a line with eppc

Additional Info

None

2.4.14.12)Configure Xgrid Sharing

Explanation Xgrid i s iBupeddorapdtsg technslagy. Xgrid should be turned off unl
specifically needed. If needed, access should be controlled using the Single Sig
option.

Context System

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation In System Preferers: Sharing, turn on XGrid only if necessary. If turned on, sel¢
Single Sign On for the Authentication method.

Audit None

Additional Info

http://www.apple.com/server/macosx/techloay/xqgrid.html

The single sign on option for Xgrid uses Kerberos.

2.4.14.13)Configure Internet Sharing

Explanation Internet Sharing uses the open source natd process to share an internet conneq
with other computers and devices on a local network. Unlesgispkbg required,
Internet Sharing should be turned off. If used, it should only be turned on when
sharing is needed. A much better solution is a dedicated router (available for as
as $10US). Apple makes a number of certified compatiblersut

Context System

Level 1

Scoring Status | Scorable

Caveats None

Remediation In System Preferences: Sharing, turn on Internet Sharing only if necessary.

Alternatively, run the following commands:

sudo defaults write /Library/Preferences/SystemCamnétjon/com.apple.nat
NAT -dict Enabledint O

sudolaunchctl unload-w /System/Library/LaunchDaemons/
com.apple.InternetSharing.plist
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Audit

In System Preferences: Sharing, verify Internet Sharing is off.
Alternatively, run the following commands:
launchctl list

and look for a line withnternetSharing

Additional Info

http://www.apple.com/wifi/

2.4.14.14)Completely disable sharing services

Explanation

Various sharing services can offer an attacker a condui@rmise a system.
Unless absolutely needed, sharing should be turned off or completely disabled §
it cannot be turned on. If any of these services are needed, a better solution is g
dedicated server.

Context

System

Level

2

Scoring Status

Scorable

Caveats

The recommended way to disable these services can be reverseadoyimistrative
user or possibly by a system update.

Removal of the LaunchDaemons does not prevent an attacker with elevated pri
from re-creating them, copying them fromaher Leoparébased computer, or
running the sharing executables outright.

Remediation

The following files should be moved or deleted from
/System/Library/LaunchDaemons/
com.apple.AppleFileServer.plist (AFP)
ftp.plist (FTP)

smbd.plist (SMB)

org.apache.lpd.plist (Web)

eppc.plist (Remote Apple Events)
com.apple.mDNSResponder.pl{Bonjour)
com.apple.mDNSResponderHelper.p{Bbnjour)
com.apple.xgridagentd.plig€xgrid)
com.apple.xgridcontrollerd.plist (Xgrid)
com.apple.InternetSharing.plist (Internea8hg)

=4 =48 -0_9_49_9_5_24_-2._-2-

Audit

Verify the files are removed for the service(s) disabled.

Additional Info

2.4.15) Software Update Preferences Action Items
Note: Software Update preferences must be set for eseh
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24.15.1) Di sabl e

ACheck for updateso for

standard

Explanation Since most updates require an administrative password to install, there is little n
notify standard users when updates are available. The exception would be if the
standard user also $iran administrator account on the same Mac.

Context System

Level 1

Scoring Status | Not Scorable

Caveats Only disable for standard users that do not have an administrator account.

Remediation I n System Preferences: Sofdtanaerseo U podr
administrator accounts, and for standard users that also have an administrator
Turn off ACheck for updateso for al

Audit None

Additional Info | None

2.4.15.2) Down

load important updates automatically

Explanation Generallyit is not agood idea to have a computer automatically download operal
level software patches from unknown sites automatically. Since the Software Uf
process will either use the Apples  SoftwareUpdate servicer one provided by
the organizatiorfvia Mac OSX Server) there is little benefit in turning this option
off.

Context System

Level 2

Scoring Status | Not Scorable

Caveats The security benefits are minimal.

Remediation I n System Prefer enc e s ownbadfimpertant updatesyp d
autanat i cal | y 0.

Audit None

Additional Info

This option only downloads, but does not install, the updates.

2.4.15.3) Transfer installer packages from a testoed computer

Explanation In the software update program, one can choose to download only or install and
packages. Ideally one would download the updates from Apple, install them on &
computer, then test the functionality and compatibility of the new software. If
approved, the installer packages would be moved to production machines for
installation.

Cortext System

Level 2

Scoring Status | Not Scorable

Caveats This process is probably too burdensome for the SoHo market but is recomrfeen
high sensitivityenvironments.

Remediation In Apple Menu: Software Update, select File Downl@ady when updates are
available. Update packages are stored in the users ~/Download folders. Test up
for compatibility and functionality and if approved, deploy the updates to other

Audit None
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Additional Info

Downloading and vetting packagies various kinds of Apple hardware may be
difficult to manage even for an organization. Some updates apply only to specifi
computer models. The Software Update utility, in contrast, only makes updates
available if they apply to the current compuderbutit lists all updates that apply.

2.4.16) Sound Preferences Action Items

2.4.16.1) Change sound input device to Line In

Explanation Apple provides no way to turn off the internal microphone (if so equipped). A rer
attacker could enable the microphone and listen in ¢engally sensitive
conversations. The only way to limit the microphone is to turn the input volume
and to set the input to line in. Even if done, however, the internal microphone c3
be turned oy a remote hacker or by application running o the Mac. The safest
method to disable the internal microphone it to have it disconnected by an authg
Apple technician.

Context System

Level 2

Scoring Status | Not Scorable

Caveats The microphone can easily be turned on bg@plication or remotattacker.

Remediation If the Mac is equipped with an internal microphone, in System Preferences: Sou
Input tab, set the input to Line In.

Audit If the Mac is equipped with an internal microphone, in System Preferences: Sou

Input tab, verify the inpt is set to Line In.

Additional Info

None

2.4.16.2) Minimize input volume for all inputs

Explanation Apple provides no way to turn off the internal microphone (if so equipped). A rer
attacker could enable the microphone and listen in on potentially sensitive
conversations. The only way to limit the microphone is to turn the input volume ¢
and to set the input to line in. Even if done, however, the internal microphone c3
be turned oy a remote hacker or by application running on the Mac. The safes
method to disable the internal microphone it to have it disconnected by an authg
Apple technician.

Context System

Level 2

Scoring Status | Not Scorable

Caveats The microphone can easily be turned on bgaplication or remote attacker.

Remediatio If the Mac is equipped with an internal microphone, in System Preferences: Sou
Input tab, set the input volume all the way to left (off). Click on each input device
set the volume to off for each device.

Audit If the Mac is equipped with an inteal microphone, in System Preferences: Sound

Input tab, verify the input volume is set all the way to left (off). Click on each inp
device and verify the volume is set to off for each device.

Additional Info

None
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2.4.17) Speech Preferences Action Items
Note: Speech preferences must be set for each user.

2.4.17.1) Only enable speech recognition in a secure environment

Explanation Appl eds speech recognition all owsrea
recognizable by the computer. If configured improperly, anyone within earshot g
Mac can initiate these actions. Use of speech recognition should be in a secure
environment where only the user of the Mac can issue commands.

Context User

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation In System Preferences, Speech, Speech Recognition tab, turn off Speakable Itg
unless in a secure environment.

Audit In System Preferences, Speech, Speech Recognition tab, verify Speakable Ifen

Additional Info

Appl edbs speech recognition is |iste
optimized for a speaker within about 21 inches of the4ouitbicrophones on
Macintosh models. It may work better with a speguahlity microphoneA brief
calibration routine for each user (and often, in each new aural environment) is

recommended.

The speech command sets enabled by default include:
1 Address Book
1T Gl obal Speakable Items (such as i
1 Application Spedic Items (provided in the bundles of running applications
1 Application Switching.

Addi tional Speakable Items are foun
directory which does not exist by default (and is not in the User Template).

2.4.17.2) Configure SpeechRecognition to use a Listening Key

Explanation Speech Recognition can be configured to listen continuously or only when a spe
key is pressed. Listening continuously can allow anyone within earshot of the M
initiate an operation on the Mac. Canfre speech recognition to use a Listening K
to commands are only executed when the Mac user desires them to be.

Context User

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation In System Preferences, Speech, Speech Recognition tabfisélacts t e n o n
i's pressedo.

Audit Il n System Preferences, Speech, Spee
i s pressedo is selected.
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| Additional Info | None |

2.4.17.3) Use headphones if you enable text to speech, or turn text to speech off

Explanaion When using the Text to Speech feature, use headphones to others cannot hear
computer is saying. The computer may convert sensitive text to speech, so limit
can hear it.

Context User

Level 1

Scoring Status | Not Scorable

Caveats None

Renediation In System Preferences, Speech, Text to Speech tab, turn off all options or wear
headphones.

Audit None

Additional Info | None

2.4.18) Spotlight Preferences Action Items

2.4.18.1) Prevent Spotlight from searching all confidential folders

Explanation SpotlightisAp | eés search technology buil't
indexes every file on any local hard drive. While spotlight will enforce access co
restrictions to limit access to files, the index itself may contain information about
sensitive iles that others should not see. The Spotlight System Preference Pane
the user to exclude volume, folders, and data types from being indexed.

Context User and System

Level 1

Scoring Status | Not Scorable

Caveats Adding folders or volumes to theipacy settings will restrict searching for
information in those folders and volumes. For example, adding ~/Library/Mail wi
disable the ability to search through the body of Mail messages, even within the
application.

Also, authentication is not raged to add or remove items to the exclusion list. An
user can remove items from the exclusion list.

Remediation In System Preferences: Spotlight, Search Results tab turn off any categories thg
should not be indexed.
In System Preferences: SpotligRtjvacy tab add any volumes or folders that cont
sensitive data.
Alternatively you can disable spotlight from indexing and search specific volumg
with the following command:
sudo mdutit-E -i off <volumename>

Audit None
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| Additional Info | None |

2.4.18.2) Prevent Spotlight from searching backup folders or volumes

Explanation Spotlight i s Applebs search technol
indexes every file on any local hard drive. If a local hard drive is used for backuy
spotlight will find the original and the backup of a file. The user may edit the bac
file and lose changes if the back up file overwrites the backup with the original.

Context User and System

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation In System Prierences: Spotlight, Privacy tab add any volumes or folders that cot
backups.

Audit In System Preferences: Spotlight, Privacy tab verify all backup volumes or folde
in the privacy list.

Additional Info | None

2.5) Data Maintenance and Encryption Acton Items

2.5.1) Backup

Explanation Backing up is very important. This point cannot be stressed enough. Apple incly
Time Machine to make backing up easier. Numerous third party free and comm
products are also avail abl eschéne cam aitigats
thelossof data if a Mac is compromised, lost, stolen, or becomes unusable.

Context System

Level 1

Scoring Status | Not Scorable

Caveats None

Remediation When using Time Machine, simply connect and external drive to the Miiha Mac
will ask if you want to use the drive as a backup drive. Select yes.
When using other software, follow t

Audit None

Additional Info | None

2.5.2)

Secure Home Folders

Explanation

By default the Mac is set up to@ every user to see into ttap level of thehome
folder of other users. This allows usertodropfilest o t he WA Drobp
other users. This also allows ustr see newlycreated files and foldein the top

levelofot her us er sbatndt witmrethefstandatdesubfolders such as
ADocument so.0Bhsalc dids brtaoc yt he t op afay ¢
not be desirable. To resolve this potential revelation of sensitive information,
permissions should be set on home fotdemestrict access to the owner of the folde
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Context User

Level 2

Scoring Status | Scorable

Caveats If implemented, users will not be able to useithe u bfl a lcdber s i n o
folders.fAPublicd folderswith appropriate permissions would e® be set up in the
/Shared folder.

Remediation OpenTerminal and enter:
sudo chmod 700 /Users/<username>
where <username> is the name of each user. This command has to be run for ¢
user account with a local home folder.

Audit Run the following cormand:

Is -l /Users/

verify that each user home folder looks |ldk®vx------

Additional Info

None

2.5.3) Encrypt sensitive files

Explanation Sensitive files should be encrypted, especially when sent ewailgthe network, or
on removable media or laptopsleault will encrypt all files in the home directory,
including Mail, but only at rest (when the user is logged out). In order to encrypt
when in transit (mailed, copied over the network, on removable media), encrypti
software is required. Applergvides encrypted disk images as a feature of Disk
Utility, and Apple Mail supports encryption for Mail. There are also numerous th
party products that provide for individual or enterprise level encryption and key
management. Which product to use and bo use it is beyond the scope of this
document.

Context User

Level 2

Scoring Status | Not Scorable

Caveats Encryption is complicated and very commonly site and user specific.

Remediation Encrypt sensitive data whenever possible.

Audit None

Additional Info | None

2.5.4)

Securely erase files in the Finder

Explanation

When a file is put into the trash and trash is emptied, only the directory entry for
file is deleted; the data in the file is not actually deleted.

Think of a magic book library. When thétarian wants to remove a book she just
removes the card catalog card for the book. The book stays on the shelf until th
is needed. When space is needed, pages from the book are removed until the n
space is made available. Until all the spaicthe original book is needed, some pag
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may remain on the shelf.

The computer operates in a similar fashion. The data from the file is still on the |
drive until the operating systems n
recover tiese files, and special disk reading software is available to look at partig
remains of the file if part of its space is used.

To be sure a deleted file is actually deleted, the Mac has a feature called Securg
Trash (under the Finder menu). Wherest#d the Mac not only removes the file
information from the file directory, the Mac also overwrites the data in the file wil
meaningless data, thus preventing the file from being recovered.

Use Secure Erase Trash to erase sensitive files.

Finder: Prefeences: Advanced allows the user to set Empty Trash Securely as tt
default.

The command | ine tool #Asrmo is al so
Context User
Level 1
Scoring Status | Not Scorable
Caveats Secure Empty Trash can take a long time.
Remediation When emptying the trash, use Finder: Secure Empty Trash if sensitive files are
trash.
If sensitive files are commonly deleted, set the Finder: Preferences: Advanced E
Trash Securely option to on.
Use t he nsr Mmémimalommdeletidg sensitive files from the CLI.
Audit None
Additional Info | man srm

2.5.5) Secu

rely erase partitions

Explanation

Using the erase capability of Disk Utility (found on the Mac OS X Install DVD) wi
only erase the directory structure of disk and leasseahtents intact. To make sure

everything on the partition is erased, the Secure Erase feature of the Disk Utility
be used.

Unless an organizational hard drive disposal policy must be followed, a 7 pass w
secure erase should be used before adrare is discarded, sold, or transferred to
another party. If time permits, a 35 pass wipe can be used, but a 7 pass wipe is
generally adequate.

Context

System

Level

2
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Scoring Status

Not Scorable

Caveats This process can take a long time, possiblysdathe 35 pass wipe is used a high
capacity disk
Perform this on a laptop only if it is connected to power with its power adapter.
Remediation  Open /Applications/Disk Utility
Select the partition to erase on in the left panel
Select the Erase tab
Click on the Security Option button
Choose AnZero out datao, then OK. Use
Click the erase button
Audit None
AdditionalInfo Accor di ng t o Aphdss HErnasldaeapttihen mZo

M specification. This specification calls for three passes, but Disk Utility performs
seven We assume this is true for Leopard as well. See
http://docs.info.apple.com/article.html#tarm=303462

2.5.6) Securely erase free space

Explanation If sensitive files have been eraseithout using Secure Erase, Mac OS X offens a
additionalway to securely erase aif the free space on a drive. This action wilhke
it even harder foanyoneto recover deleted files from the Mac.

Context System

Level 2

Scoring Status | Not Scorable

Caveats Can take a very long time (hours). If interrupted, the free space may not be easi
recoverable.

Remediation Open /Applications/Disk Utility

Select the desitepartition on in the left panel
Select the Erase tab

Click the Erase Free Space... button
Choose the desired option

Click the Erase Free Space button.

Warning: if performing this operation on a laptop, make sure the power adaptor
is plugged in. Also, everthough there is a cancel option, we do not recommend
canceling.

The following CLI command will securely erase free space

sudo diskutil secureErase freespace [1|2|3] /

where [1]|2]3] is one of the following:
1 is a single pass, 2 is a US DOD 7 pasd,3is a 35 pass erase.
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Audit

None

Additional Info

man diskutil

2.5.7) Repair disk permissions after installing software or software
updates

Explanation

Sometimes file permissions get set differently from the desired permis&ions.
number of reasons might cauthis, and most are beyond the control of the user.

Every time a package is installed, the package temveceipt that tells the compute
whatfiles were installed and wh#tdr permission®n diskshould be.

Using the repair permissions featureDogk Utility, the permissionsf most program
files can be reset to the desired values.

Context

System

Level

1

Scoring Status

Not Scorable

Caveats

If custom permissions were set on items in /Applications or /Library, these
permissions may need to leset.

Remediation

Open Applications: Disk Utility.

Select the startup disk in the left panel.
Select the First Aid tab.

Click on the Repair Permission button

Alternatively the command can be run fr@mrminat
diskutil repairPermissions /

Permissios can be repaired when started up from a Mac OS X Install DVD, but
Apple recommends running it from a fullypdated Mac OS X system instead.

Audit

None

Additional Info

Apple recommends running repair permissions from atowgate system disk, rathe
than the system installer DVD.

http://docs.info.apple.com/article.html?artnum=25751

If the system is not maintained by a configuration management tool that managg
permissionsagood best practice is to schedule a permission repair to occur at le
monthly. Tools like launchd can be used (use Lingon as a GUI front end for laun
Also, the command line above can be placed in the file /etc/monthly.local and th
command will be executed monthly (/etc/weekly.local will execute the command
weekly).
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2.6) Network Services Configuration Action ltems

2.6.1) Secure Bonjour

Explanation Bonjour is & autadiscovery mechanism for TCP/IP devices. Because Bonjour cg
enumerate devices and services on a netwtarkakes finding things on the network
easy, but this also concerrecarity experts. An attacker could use Bonfpsr
multicast DNS featur® discover a vulnerable or pooitpnfigured service. A perso
could brows a local network for poorbpnfigured services and gain access to
sensitive informationThe actual discoveng performed via DNS Service Discovery
(DNS-SD).

Context System

Level 2

Scoring Status | Scorable

Caveats Anything Bonjour discovers is already available on the network and probably
discoverable with network scanning tools. The security benefit oflshga®onjour
for that reasoims minimal. Also note that some applications, like Final Cut Studio
AirPort Base Station management, may not operate properly if the mDNSResp(q
is turned off.

Remediation Bonjour can be turned off usirtlgis shellcommandin Terminal
sudo launchctl unloaw \
/System/Library/LaunchDaemons/com.apple.mDNSResponder.plist

Audit Run the following command:

launchctl list

verify that mDNSResponder is not in the result list

Additional Info

Without multicast DNS, Bonjouran still allow DNSSD discoverability through a
traditional DNS server, but that is beyond the scope of this document. See
http://www.dnssd.org/

2.6.2)

Use an outbound network detection system

Explanation

The Apple firewall will prevent unwanted incoming net traffic, but will not
prevent unwanted outbound network traffic. Unwanted outbound traffic might ing
spyware or malware traffic. Included with Mac OS X is a firewall called ipfw, whi
is what Apple used as the main firewiallprior releases of thoperating system
Appl e doesnét use ipfw anymore, but
prevent unwanted outbound traffic is beyond the scope of this document. Variou
third party software products, notably Little Snitch, have outbouwaiticifirewall
capabilities.

Context

System

Level

2

Scoring Status

Not Scorable
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Caveats Firewallsarecomplex andhe rulescan be difficult to set up.
Remediation Use a firewall product that blocks unwanted outbound traffic.
Audit None

Additional Info

http://seaotter.berkeley.edu/cab/rfaewalls/ has a good run down of firewall
products for Mac OS X

For information on Little Snitch sdwdtp://www.obdev.at/products/littlesnitch

2.7) Sydem Integrity Validation Action Items

2.7.1.1) Increase the retention time for system.log and secure.log

Explanation Many log files are archived and retained for 5 daye@@&nthe default Mac OS X
configuration. Leopard includes a new utility (newsyslog) to cumé how log files
are stored and retained. Two important logs should be retained for longer than t
default 5 days: syslog.log and secure.log.

Context System

Level 2

Scoring Status | Scorable

Caveats None

Remediation Backup then edit /etc/newsyslogaéqusing sudo)
Change the 5 in the count column to 30 for the syslog.log line and the secure.lo

Audit Cat /etc/newsyslog.conf and verify the count is 30 for system.log and secure.log

Additional Info

man newsyslog.conf

Leopard includes th&pple System LogASL) facility, which is a replacement for
syslog but provides compatibility w
more information.
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3) Appendix A: Imaging Technologies and References

Descriptions of each technologyecopied fromtheir respective Web pages or help files. Each
technology is trademarked by their respective owners.

This list is only a partial list of solutions. Other solutidoisdisk-imagng may be available. Inclusion
on this list is not an endorsement.

3.1) Apple, Inc., solutions

3.1.1) Apple Disk Utility and hdiutil command
Please see the help or man page for Disk Utilities or the hdiutil command.

3.1.2) Apple System Image Utility
fiSystem Image Utility is a tool you use to create and customize NetBoot and NetlInstall images.
With System Image Utility, you can:

9 Create NetBoot images that can be booted to the Finder.

9 Create Netlnstall images from a DVD or existing Mac OS X partition.
fAssemble a workflow that creates customi zed NetBoot

http://images.appleom/server/macosx/docs/System_Imaging_and_SW_Update Admin_v10.5.pdf

3.1.3) Apple Software Restore ( ASR)

ASR efficiently copies disk images onto volumes, either directly or via a multicast network stream.
ASR can also accurately clone volumes withting use of an intermediate disk image.

See: man asr (in Terminal)

3.1.4) Apple NetBoot

fiusing NetBoot and Netlnstall, your client computers can start from a standardized Mac OS configuration suited to specific
tasks. Because the client computers start fronsdinge image, you can quickly update the operating system for users by

updatngss i ngl e boot i mage. 0

http://images.apple.com/server/macosx/docs/System_Imaging_and_SW_Update_Admin_v10.5.pdf

3.2) NetRestore

AWhet her you're depl oyi sygtenis,iNetRestoré is tiieesoftivdreo u s an d
deployment solution for you. Built on Apple's Apple Software Restore technology, NetRestore can be
used to quickly and accurately restore a master disk image to a computer's hard disk while that disk
image is hosted ladly, on a network via AFP, NFS or multicast, or on the internet via HTTP.
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NetRestore can also be used in conjunction with NetBoot to fully automate the deployment of a lab full
of machines. NetRestore was designed to be very easy to use, yet flexidgpp@md extensible.

Net Restore supports the deployment of Mac OS X

http://www.bombich.com/software/netrestore.htmlApple, Inc. Solutions

3.3) radmind
AA suite of-lingmolxandcasarveralesigned to remotely administer the file systems of
mul tiple Unix machines. For Mac OS X, there's &

http://rsug.itd.umich.edu/software/radmind/@as Suite: http://www.jamfsoftware.com

3.4) LANrev

ALANrev I magelLiveE enables you to deploy a c¢omj
computer, even while it is being used. No intermediate boot from a server, partition or boot disk is
necessary, and no peenfiguration of the target computer is required. LANrev can even automatically
migrate your users' home folders, local user accounts, network settings, and Directory Access settings
for you. On reboot, endusers will find a new operating system, or ol@aage of the existing system,

with no interruption in user or productivity.o

http://www.lanrev.com/solutions/imaqging.shtml

3.5) Quest Management Xtensions for SMS 2003

AMi crosoft Sy $eevenSMY) 2002igan idenl solution for change and configuration
management of Windowsased systems. However by itself, SN
capabilities to notWindows systems. Thanks to Quest® Management Xtensions fori SM&ery

known as Vintela Management Systeim@ganizations with complex, heterogeneous IT environments

can now natively extend the system management capabilities of SMS 2003 from the Windows domain
tononWi ndows systems such as Uni x, Linux and Mac

http://www.gquest.com/queshanagementtensionsfor-sms/

3.6) LANDesk

iLANDeskE Management Suite provides the tool s
running the Mac OS. Ireed, LANDesk Management Suite offers native support for Macintosh

computers, so your IT staff can automate systems and security management tasks and proactively see,
manage, update and protect all your desktops, servers and mobile devices. No managgioerns so

more complete, more integrated or easier to usE¢e

http://www.landesk.com/
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3.7) InstaDMG

Seehttp://www.afp548.com/article.php®sy=ImageCreationRevolution
http://www.afp548.com/article.php?story=instadbeta

3.8) FileWave

nFil eWave's enterprise software, designed for \
way to distribute software and manage inventory that results in enhanced network security, improved
license compliance and an accurate system profile. No other existing software can match FileWave's
and Asset Trustee's extensive functionality, ease®fe and ut i |l i ty. o

http://www.filewave.com/

3.9) Casper Suite

AnThe integration of all/l components within the (
that is unparalleled. Rather than bundling in an imagtiidy, the Casper Suite uses packages created

in Composer, assembles them into configurations via Casper Admin and then deploys them using
Casper. The utilization of single OS or Application Packages with multiple configurations means that
thereareidet i c al components that make up the end use

http://www.jamfsoftware.com/products/composer.php
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5) Appendix C: Network Locations Example

Open System Preferences: Network

Select Edit Locations from the Locations popup menu.
Click the plus button.

Enter fAWireless Automati co
Click the plus button.

Enter fAWired Automatico

Click the plus button.

Enter AOfficeo

Click Done

There is no need for the Wireless Automatic or Officatmns if they are not appropriate for your
environment.

Select Wireless Automatic from the Locations popup menu.

Click on each interface in the left part of the window and click the minus button until only the wireless
interface is left.

Configure the weless interface Using DHCP

Select Wired Automatic from the Locations popup menu.

Click on each interface in the left part of the window and click the minus button until only the Ethernet
interface is left.

Configure the Ethernet interface Using DHCP.

Select Office from the Locations popup menu.

Click on each interface in the left part of the window and click the minus button until only the
appropriate interface is left for the office environment.

Configure the interface as appropriate for the environmen

Each personés need for network interfaces wil./
needed interface, or interface configuration.
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6) Appendix D: ChangeHistory

Date Version Changes for this version
May 9th, 2008 1.0 Public Release
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