November 29, 2006

ThePCl Security Standads Counal recently puldished arevised version of the Payment
Card Indugry Data Security Standard (PCI DSS). Thestandad is comprised of 12
Requirements for securing cardholder and sengtive authentication data.

With therelease of this new version, the PCI DSS Requirement 2 now specifically points
usersto the Center for Internet Security Benchmarks in suppot of sub-requirement 2.2
for configuration standads

"2.2 Develop configuration standardsfor all system components. Assure tha these
standardsaddress all known security vulnerabilities and are congstent with indugry-
accepted system hardening standadsas defined, for example, by SysAdmin Audit
Network Security Network (SANS), Nationd Ingitute of Standads Technology (NIST),
and Center for Internet Security (CIS)."

In addition, PCI DSS indudes other requirements for which the CIS Benchmark
configuration recommendaionsare useful for achieving PClI DSS compliance:

1.1 - Firewall configuration;
1.1.9 - Router configuration;
6.3.1 - Patch deployment; and
6.4 - Changecontrol.

Therevised PCI DSS can befoundat
https//www.pdsecuritystandads.org/pdfspd dss vi-1.pdf.




