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Prerequisites
Java Runtime Environment (for Red Hat Linux testing)

CIS is the Center for Internet Security, a non-pro�t 
enterprise whose mission is to help organizations 
reduce the risk of business and e-commerce disrup-

tions resulting from inadequate technical security controls. 
In step with their mission the Center offers CIS Benchmarks 
that are the epitomy of sound requirements and standards. 
Developed by consensus, largely with the help of the user 
community, these benchmarks are based on �recognized 
best practices for deployment, con�guration, and operation 
of networked systems.�1 The CIS Benchmarks encompass the 
trifecta of Internet-based attacks and disruptions: technology 
(software and hardware), process (system and network ad-
ministration) and human (end user and management behav-
ior). The benchmarks are publicly available to everyone, at no 
charge. While non-pro�t, CIS does promote membership on 
a sliding fee scale based on size and nature of organization, 
but membership is not a requirement to make use of these 
�ne tools. Simply de�ned, the CIS Benchmarks �enumerate 
security con�guration settings and actions that �harden� 
your systems. They are unique, not because the settings and 
actions are unknown to any security specialist, but because 
consensus among hundreds of security professionals world-
wide has de�ned these particular con�gurations.�2

We will endeavor to apply the benchmarks to three unique 
systems for your consideration: Windows Server 2003, Red 
Hat Linux (CentOS), and the Apache web server. The various 
benchmarks can be downloaded after answering a few ques-
tions on the Center�s site.� Privacy is important to CIS, and 
although they ask for certain personal information, includ-
ing name and email address from persons downloading CIS 
products, this information is not divulged to any third party 
and is used only to communicate urgent product informa-
tion �xes, seek advice and feedback about CIS�s services, and 
invite participation in CIS�s consensus process. 

If you intend to use this column as a guideline, under Select 
Benchmark Package(s) select Windows Server 2003,  Linux 
Level 1, and Apache Level 1&2. On the download page, for 
Windows testing, I typically choose the NG Scoring Tool 
packages that offers a self-contained JVM, eliminating the 

1	 http://www.cisecurity.org/charter.html

2	 http://www.cisecurity.org/bench.html

�	 http://www.cisecurity.org/sub_form.html

need to install a full JVM on a server on which it may have 
no business. Unfortunately, to test Red Hat installations, you 
need to download the scoring tool that does not include a 
JVM and ensure that one is installed on the server in ques-
tion.

Tenable Network Security�s Nessus Vulnerability Scanner 
v3.0 and Security Center v3.2 are certi�ed for certain CIS 
Benchmarks and can be used to conduct agent-less con�gu-
ration audits. 

CIS�s VP Dave Shackleford advised toolsmith that:

CIS is currently working on the following new and up-
dated benchmarks: HP-UX, Red Hat Enterprise, Solaris 
10 Update 3, Windows 2003 Server, FreeRADIUS, Open-
LDAP, IIS, and Virtual Machine security. Cisco IOS and 
PIX OS updates are pending, as well as HP Multi-function 
print devices, Apache, Oracle, and hopefully either JunOS 
or Check Point. They will also be releasing Debian Linux 
and MySQL shortly (they are complete, but being format-
ted right now).

They have been working with the IT Compliance Insti-
tute, the SANS SCORE team, and many others to include 
compliance mapping to many benchmark recommenda-
tions � over time, this will be a great collaborative effort 
for auditors and security professionals alike.

They will be releasing a new tool called CIS-CAT (CIS 
con�guration assessment tool) very soon, with full Win-
dows support later in the year (it will only have Unix and 
Linux support out of the gate).

Windows Server 2003
Deploying the CIS Next Generation Scoring Tool on a Win-
dows Server 2003 system is as easy as copying or downloading 
the ng_scoring_tool-gui-1.0-win32.exe to the sys-
tem you wish to assess and executing it. A 94MB install will 
ensue. Engage the GUI from the Start menu or your instal-
lation directory. Under Benchmark, choose Windows Server 
2003 Benchmark (no other options) and the appropriate pro-
�le for your server under Pro�le, then click Score. Another 
window will open and ask you to select Yes, No, or Unknown 
radio buttons for questions that represent benchmark items 
that cannot be scored automatically. 

Once the Scoring Tool completes its run, you will have the 
option to review Benchmark, User, and Service reports. User 
and Service reports closely follow their naming conventions, 
returning user accounts and installed service. The Bench-
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